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NEW QUESTION 1
On an SRX Series device, how should you configure your IKE gateway if the remote endpoint is a branch office-using a dynamic IP address?

A. Configure the IPsec policy to use MDS authentication.
B. Configure the IKE policy to use aggressive mode.

C. Configure the IPsec policy to use aggressive mode.
D. Configure the IKE policy to use a static IP address

Answer: B

NEW QUESTION 2

Which statement about IPsec is correct?

A. IPsec can be used to transport native Layer 2 packets.
B. IPsec can provide encapsulation but not encryption

C. IPsec is a standards-based protocol.

D. IPsec is used to provide data replication

Answer: C

NEW QUESTION 3
Exhibit.
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Which two statements are true? (Choose two.)

A. Logs for this security policy are generated.

B. Logs for this security policy are not generated.

C. Traffic static for this security policy are not generated.
D. Traffic statistics for this security policy are generated.

Answer: AD

NEW QUESTION 4
Which statement about IPsec is correct?

A. IPsec can provide encryption but not data integrity.

B. IPsec support packet fragmentation by intermediary devices.
C. IPsec support both tunnel and transport modes.

D. IPsec must use certificates to provide data encryption

Answer: C

NEW QUESTION 5

Which statements is correct about Junos security zones?

A. User-defined security must contain at least one interface.

B. Security policies are referenced within a user-defined security zone.

C. Logical interface are added to user defined security zones
D. User-defined security must contains the key word “zone”
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Answer: C

NEW QUESTION 6
Which statement is correct about IKE?

A. IKE phase 1 is used to establish the data path

B. IKE phase 1 only support aggressive mode.

C. IKE phase 1 negotiates a secure channel between gateways.
D. IKE phase 1 establishes the tunnel between devices

Answer: C

NEW QUESTION 7
You want to generate reports from the I-Web on an SRX Series device. Which logging mode would you use in this scenario?

A. Syslog
B. Stream
C. Event

D. local

Answer: B

NEW QUESTION 8

You want to integrate an SRX Series device with SKY ATP. What is the first action to accomplish task?
A. Issue the commit script to register the SRX Series device.

B. Copy the operational script from the Sky ATP Web UI.

C. Create an account with the Sky ATP Web UI.

D. Create the SSL VPN tunnel between the SRX Series device and Sky ATP.

Answer: C

NEW QUESTION 9

Which UTM feature should you use to protect users from visiting certain blacklisted websites?
A. Content filtering

B. Web filtering

C. Antivirus

D. antispam

Answer: B

NEW QUESTION 10

You are designing a new security policy on an SRX Series device. You must block an application and log all occurrence of the application access attempts.

In this scenario, which two actions must be enabled in the security policy? (Choose two.)

A. Log the session initiations
B. Enable a reject action
C. Log the session closures
D. Enable a deny action

Answer: AD

NEW QUESTION 10
Which statements about NAT are correct? (Choose two.)

A. When multiple NAT rules have overlapping match conditions, the rule listed first is chosen.

B. Source NAT translates the source port and destination IP address.

C. Source NAT translates the source IP address of packet.

D. When multiple NAT rules have overlapping match conditions, the most specific rule is chosen.

Answer: AC

NEW QUESTION 12

Which two notifications are available when the antivirus engine detects and infected file? (Choose two.)
A. e-mail notifications

B. SNMP notifications

C. SMS notifications

D. Protocol-only notification

Answer: AD

NEW QUESTION 15
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What must you do first to use the Monitor/Alarms/Policy Log workspace in J-Web?

A. You must enable logging that uses the SD-Syslog format.

B. You must enable security logging that uses the TLS transport mode.

C. You must enable stream mode security logging on the SRX Series device.
D. You must enable event mode security logging on the SRX Series device.

Answer: D

NEW QUESTION 16
Which two statements are true regarding zone-based security policies? (Choose two.)

A. Zone-based policies must reference a source address in the match criteria.

B. Zone-based policies must reference a URL category in the match criteria.

C. Zone-based policies must reference a destination address in the match criteria
D. Zone-based policies must reference a dynamic application in the match criteria.

Answer: AC

NEW QUESTION 20
Which management software supports metadata-based security policies that are ideal for cloud deployments?

A. Security Director
B. J-Web

C. Network Director
D. Sky Enterprise

Answer: A

NEW QUESTION 25
You have configured a Web filtering UTM policy?
Which action must be performed before the Web filtering UTM policy takes effect?

A. The UTM policy must be linked to an egress interface
B. The UTM policy be configured as a routing next hop.
C. The UTM policy must be linked to an ingress interface.
D. The UTM policy must be linked to a security policy

Answer: D

NEW QUESTION 28

What is the purpose of the Shadow Policies workspace in J-Web?

A. The Shadow Policies workspace shows unused security policies due to policy overlap.
B. The Shadow Policies workspace shows unused IPS policies due to policy overlap.

C. The Shadow Policies workspace shows used security policies due to policy overlap

D. The Shadow Policies workspace shows used IPS policies due to policy overlap

Answer: A

NEW QUESTION 33
Exhibit,
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Which statement is correct regarding the interface configuration shown in the exhibit?
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A. The interface MTU has been increased.

B. The IP address has an invalid subnet mask.

C. The IP address is assigned to unit O.

D. The interface is assigned to the trust zone by default.

Answer: C

NEW QUESTION 34

What are the valid actions for a source NAT rule in J-Web? (choose three.)

A. On

B. Off

C. Pool

D. Source
E. interface

Answer: BCE

Explanation:
Explanation

https://www.juniper.net/documentation/en_US/junos/topics/topic-map/nat-security-source-and-source-pool.html

NEW QUESTION 35

What is the correct order of processing when configuring NAT rules and security policies?

A. Policy lookup > source NAT > static NAT > destination NAT
B. Source NAT > static NAT > destination NAT > policy lookup
C. Static NAT > destination NAT> policy lookup > source NAT
D. Destination NAT > policy lookup > source NAT > static NAT

Answer: C

NEW QUESTION 36

Which two statements are true about the null zone? (Choose two.)
A. All interface belong to the bull zone by default.

B. All traffic to the null zone is dropped.

C. All traffic to the null zone is allowed

D. The null zone is a user-defined zone

Answer: AB

NEW QUESTION 40

You want to automatically generate the encryption and authentication keys during IPsec VPN establishment. What would be used to accomplish this task?

A. IPsec

B. Diffie_Hellman
C. Main mode

D. Aggregate mode

Answer: B

NEW QUESTION 44
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