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NEW QUESTION 1
Scenario: A Citrix Engineer is monitoring the environment with Citrix Application Management (ADM). Management has asked lota report of high-risk traffic to
protected internal websites.
Which dashboard can the engineer use to generate the requested report?

A. Transactions
B. APP
C. APP Security
D. Users & Endpoints

Answer: C

NEW QUESTION 2
Which feature of Citrix Web App Firewall builds rules from known good traffic?

A. Sessionization
B. App Expert
C. Adaptive learning engineer
D. SNORT signatures

Answer: C

NEW QUESTION 3
Which syntax is used to write a StyleBook?

A. JSON
B. LISP
C. YAML
D. XML

Answer: C

NEW QUESTION 4
A Citrix Engineer for an online retailer wants to ensure that customer address information is NOT stolen. Which protection can the engineer implement to prevent
this?

A. Cross-Site Request Forgeries (CSFR)
B. HTML SQL Injection
C. For Field Consistency
D. Credit Card Check

Answer: B

NEW QUESTION 5
Scenario: A Citrix Engineer reviewed the log files of a web application and found the error message below: "Unable to complete request Unrecognized field
cext2_price>" Which protection can the engineer implement to prevent this error from happening?

A. Form Field Consistency
B. Cross-Site Request Forgeries (CSRF)
C. HTML SQL Injection
D. HTML Cross-Site Scripting (XSS)

Answer: A

NEW QUESTION 6
Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the engineer determines that the requested page is
referencing 48 other elements for download.
Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time-to-display?

A. Shrink to Attributes
B. Remove comments from HTML
C. Domain Sharding
D. Move to Head Tag

Answer: A

NEW QUESTION 7
Scenario: A Citrix Engineer is implementing Citrix Web App Firewall to protect a new web application. The engineer has created a profile, configured the relaxation
rules, and applied signature protections. Additionally, the engineer has assigned the profile to a policy and bound the policy to the application.
What is the next step for the engineer in protecting the web application?

A. Update the global default Citrix Wed App Firewall profile with the new signature file.
B. Enable the Signature Auto-Update feature.
C. Enable logging on key protections.
D. Test the web application protections with a group of trusted users.
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Answer: B

NEW QUESTION 8
Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the engineer determines that the requested page
consists of a table of high-resolution pictures which are being displayed in table cells measuring 320 by 180 pixels.
Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time-to-display?

A. Shrink to Attributes
B. Make Inline
C. Extend Page Cache
D. Minify

Answer: A

NEW QUESTION 9
Which Citrix Web App Firewall profile setting can a Citrix Engineer implement to remove non-essential content from web files to improve response time?

A. Strip HTML Comments
B. Exclude Uploaded Files from Security Checks
C. Enable Form Tagging
D. Exempt Closure URLs from Security Checks

Answer: A

NEW QUESTION 10
What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server.
B. Modifythe CitrixWeb App Firewall settings.
C. Create a Citrix Web App Firewall Audit policy.
D. Create a Responder action and policy, and bind it to the virtual server.

Answer: C

NEW QUESTION 10
In which order is a client request to a protected web application processed?

A. CitrixWebApp Firewall, Load Balancing, Caching, Rewrite
B. Caching, Citrix Web App Firewall, Load Balancing, Rewrite
C. Citrix Web App Firewall, Caching, Load Balancing, Rewrite
D. Load Balancing, Citrix Web App Firewall, Caching, Rewrite

Answer: C

NEW QUESTION 15
Which protection is applied on a server response from a protected application?

A. Cross-Site Request Forgeries (CSRF)
B. Form Field Consistency
C. HTML Cross-Site Scripting (XSS)
D. Safe Object

Answer: D

NEW QUESTION 16
Which Citrix Application Delivery Management (ADM) Analytics page allows an engineer to monitor the metrics of end-point analysis and authentication failures?

A. Gateway Insight
B. HDX Insight
C. Web Insight
D. Security Insight

Answer: A

NEW QUESTION 18
A Citrix Engineer wants to create a configuration job template to add a DNS nameserver to each Citrix ADC instance. What is a valid variable name for the DNS
nameserver?

A. %dns_nameserver%
B. %dns_nameserver
C. $dns_nameserver$
D. $dns nameserver

Answer: C
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NEW QUESTION 21
Scenario: A Citrix Engineer is asked to help improve the performance of a web application. After capturing and analyzing a typical session, the engineer notices a
large number of user requests for the stock price of the company.
Which action can the engineer take to improve web application performance for the stock quote?

A. Enable the Combine CSS optimization.
B. Create a static content group.
C. Create a dynamic content group.
D. Enable the Minify JavaScript optimization.

Answer: C

NEW QUESTION 24
Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to monitor web application traffic?

A. Web Insight
B. WAN Insight
C. HDX Insight
D. Gateway Insight

Answer: A

NEW QUESTION 26
Which two protections ensure that the correct data is returned by the client? (Choose two.)

A. Form Field Consistency.
B. Field Formats
C. HTML Cross-Site Scripting (XSS)
D. Cross-Site Request Forgeries (CSRF)

Answer: AD

NEW QUESTION 31
Which report can a Citrix Engineer review to ensure that the Citrix ADC meets all PCI-DSS requirements.

A. Generate Application Firewall Configuration
B. PCI-DSS Standards
C. Application Firewall Violations Summary
D. Generate PCI-DSS

Answer: D

NEW QUESTION 35
Which build-in TCP profile can a Citrix Engineer assign to a virtual server to improve performance for users who access an application from a remote office over an
ATM connection?

A. nstcp_default_tcp_lfp
B. nstcp_default_tcp_lan
C. nstcp_default_tcp_interactive_stream
D. nstcp_default_tcp_lnp

Answer: D

NEW QUESTION 39
Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall policy is bound to the virtual server, the
engineer notices that Citrix Web App Firewall is NOT blocking bad requests from clients. Which tool can help the engineer view the traffic that is passing to and
from the client?

A. nstrace
B. nsconmsg
C. syslog
D. aaad.debug

Answer: A

NEW QUESTION 43
A Citrix Engineer has defined an HTTP Callout, hc_authorized_location, to return the value “Authorized” if client’s IP address is on a list of authorized external
locations.
Which advanced expression should the engineer use in a policy for testing this condition?

A. SYS.HTTP_CALLOUT(hc_authorized_location).IS_TRUE
B. SYS.HTTP_CALLOUT(hc_authorized_location).EQ(“Authorized”)
C. SYS.HTTP_CALLOUT(hc_authorized_location).IS_VALID
D. SYS.HTTP_CALLOUT(hc_authorized_location).EQUALS_ANY(“Authorized”)

Answer: D
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NEW QUESTION 47
Scenario: A Citrix Engineer used Learning to establish the HTML SQL Injection relaxations for a critical web application. The engineer now wishes to begin working
on the protections for a different web application. The name of the Web App Profile is appfw_prof_customercare.
Which CLI command can the engineer use to empty the Learn database?

A. set appfw learningsettings appfw_prof_customercare -SQLInjectionMinThreshold 0
B. set appfw learningsettings appfw_prof_customercare -startURLMinThreshold 0
C. reset appfw learningdata
D. export appfw learningdata appfw_prof_customercare

Answer: C

NEW QUESTION 51
What is required for Implementing to the Citrix Application Delivery Management (ADM) Service?

A. Citrix Hypervisor
B. Citrix Cloud subscription
C. Citrix Virtual Apps and Desktops
D. Citrix ADC Instances

Answer: B

NEW QUESTION 56
A Citrix Engineer enabled Cookie Consistency protection on a web application and wants to verify that it is working.
Which cookie name can the engineer look for in the HTTP headers sent from the client to verify the protection?

A. Citrix_ns_id
B. Citrix_waf_id
C. Citrix_adc_id
D. Citrix_sc_id

Answer: A

NEW QUESTION 61
......
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