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NEW QUESTION 1
Which two statements are true for Workspace Environment Management (WEM) Memory Management? (Choose two.)

A. WEM will NOT release the process's excess RAM to the page file when the process becomes idle.
B. WEM can exclude specific processes from being optimized.
C. WEM calculates how much RAM a process is using and the minimum amount of RAM a process needs.
D. WEM optimizes specific applications during a desktop session based on priority.

Answer: BC

Explanation: 
https://docs.citrix.com/en-us/workspace-environment-management/service/user-interface-description/system-opt

NEW QUESTION 2
Which two statements are true regarding the Citrix App Layering Management Console? (Choose two.)

A. It is only supported as an on-premises solution for Citrix App Layering.
B. It is used to manage system settings for Citrix App Layering.
C. It is used to add layered images into Citrix Studio.
D. It is a web-based console that runs on the Enterprise Layer Manager (ELM) server.
E. It coordinates all communications within the Citrix App Layering environment.

Answer: BD

Explanation: 
https://docs.citrix.com/en-us/tech-zone/design/reference-architectures/app-layering.html

NEW QUESTION 3
Scenario: A Citrix Engineer configured two Sites: Production and Disaster Recovery. During an outage in the Production Site, the Virtual Delivery Agent (VDA)
registration in the Disaster Recovery Site has failed.
What are two possible causes for this issue? (Choose two.)

A. TCP port 443 is NOT open between the VDA and Delivery Controllers on the Disaster Recovery Site
B. The VDA is configured with a GPO to register with the Delivery Controllers from the Production Site
C. The Delivery Controllers were set manually during VDA configuration and point to the Production Site
D. The Delivery Controllers in the Disaster Recovery Site were NOT able to contact the Delivery Controllers in the Production Site to complete the registration
process

Answer: AD

NEW QUESTION 4
A Citrix Engineer wants to enable the "Log Off Web Portal When Session is Launched" feature within Workspace Environment Management (WEM) transformer
settings.
What does the engineer need to do prior to enabling this feature?

A. Set Workspace control to NOT automatically reconnect to the sessions when users log onto StoreFront.
B. Set Workspace control settings to log off from session when users log off from StoreFront.
C. Set Workspace control to automatically reconnect to the sessions when users log onto StoreFront.
D. Set Workspace control settings to NOT log off a session when users log off from StoreFront.

Answer: D

Explanation: 
""If you wish to use this setting, ensure you configure workspace control to not log off a session when the Web interface is logged off"
(https://wilkyit.com/2017/06/12/citrix-workspaceenvironment-manger-wem-transformer-setting-overview/)

NEW QUESTION 5
Scenario: An organization has two Citrix Virtual Apps and Desktop Sites; Site A and Site B. Both Sites have their own StoreFront and Citrix ADC. The resource
group is placed in Site B. A user from Site A tries to logon and launch an application from Site B.
The enumeration will occur through StoreFront Siteand the application launch will occur through Citrix ADC Sitewhen Optimal Gateway routing is configured.

A. B; A
B. A; A
C. B; B
D. A; B

Answer: D

NEW QUESTION 6
In which two ways can a Citrix Engineer encrypt communication between the Virtual Delivery Agent (VDA) machines and Citrix Workspace app? (Choose two.)

A. Install a certificate on the Delivery Controllers.
B. Enable TLS on the VDA machines.
C. Install a certificate on the VDA machines.
D. Enable TLS on the StoreFront servers.
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Answer: BC

NEW QUESTION 7
Which tool should a Citrix Engineer use to change the priority of an application layer to meet business requirements?

A. PowerShell on ELM server
B. ELM Management console
C. PowerShell on Delivery Controller
D. LayerPriority Utility

Answer: D

NEW QUESTION 8
Scenario: A user from the 'test.com' domain is browsing a StoreFront server from the 'corp.com' domain with URL: https://sf.corp.com. The user notices that the
browser redirects to a server with URL: https:// apps.test.com and again back to https://sf.corp.com. The user logged into the StoreFront store without getting any
authentication prompt.
is the Identity provider andis the authentication method used in this scenario.

A. sf.corp.com; Kerberos
B. sf.corp.com; NTLM
C. apps.test.com; SAML
D. apps.test.com; NTLM
E. sf.corp.com; SAML

Answer: C

Explanation: 
https://support.citrix.com/article/CTX220638 

NEW QUESTION 9
Scenario: A Citrix user is accessing a Windows 10 VDI machine using a personal laptop. The VDI is becoming unregistered frequently, which is making it difficult
for the user to access it. In order to troubleshoot the issue, a Citrix Engineer is assigned to collect CDF logs.
On which two components should the engineer run Citrix Diagnostic Facility (CDF) control to capture the required logs? (Choose two.)

A. Windows 10 VDI
B. Delivery Controller
C. StoreFront server
D. User's personal laptop

Answer: AB

Explanation: 
https://support.citrix.com/article/CTX224308

NEW QUESTION 10
A SQL Database Administrator has been asked to create a backup policy for the Citrix Virtual Apps and Desktops databases.
Which three SQL databases does a SQL Database Administrator need to back up for a Citrix environment? (Choose three.)

A. Monitoring database
B. Site database
C. Configuration Logging database
D. License Server database
E. Subscription database

Answer: ABC

NEW QUESTION 10
Which step does a Citrix Engineer need to perform prior to installing the applications when creating an application layer?

A. Run the Citrix App Layering Image Preparation Utility
B. Select the OS Layer version to be assigned to the packaging machine
C. Install Windows updates on the packaging machine
D. Verify that the layer is listed as Deployable in the Citrix App Layering Management Console

Answer: B

NEW QUESTION 12
Which two statements are valid regarding communication of Flexcast Management Architecture (FMA) services with the database? (Choose two.)

A. Monitoring Service will NOT have an additional separate connection to a secondary database.
B. Configuration Logging will NOT have an additional separate connection to a secondary database.
C. Each of the Citrix services establishes its own direct connection to the site database.
D. Each of the Citrix services use Citrix Configuration Service (CCS) to connect to the site database.
E. Configuration Logging will have an additional separate connection to a secondary database.

Answer: CE
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Explanation: 
https://ramprasadtech.com/the-flexcast-management-architecture-key-takeaways/

NEW QUESTION 15
Which service on the StoreFront server is responsible for replication of user subscriptions?

A. Citrix Configuration Replication
B. Citrix Service Monitor
C. Citrix Credential Wallet
D. Citrix Subscriptions Store

Answer: D

NEW QUESTION 20
Which two components should be managed by the customer as per Citrix recommendations, in order to move an existing on-premises Citrix Virtual Apps and
Desktops environment to Citrix Cloud? (Choose two.)

A. Citrix ADC/Gateway
B. Cloud Connector
C. VDA Machines
D. SQL Servers

Answer: AB

NEW QUESTION 21
A Citrix Engineer is taking over the management of an environment in which non-persistent machines were deployed with Workspace Environment Management
(WEM) Agent.
Which two statements are true for this environment? (Choose two.)

A. The Agent would need to contact the Infrastructure Service after restart to gather cache data again
B. The cache is lost at each restart without a persistent disk
C. The environment is NOT supported because the usage of a persistent disk is mandatory when using WEM
D. The WEM Agent applies real time updates only when the persistent disk is used

Answer: AB

NEW QUESTION 25
A Citrix Engineer can useandto optimize the performance of Windows workloads.

A. Citrix Workspace Environment Management (WEM)
B. Citrix Studio
C. Citrix Optimizer
D. Citrix Director
E. Citrix App Layering

Answer: AC

NEW QUESTION 30
Scenario: A Citrix Engineer is deploying a Citrix Virtual Apps and Desktops environment. The engineer noticed some Virtual Delivery Agent (VDA) machines are
having registration issues.
Which three items should the engineer review within the company infrastructure to determine the root cause of the issue? (Choose three.)

A. Time synchronization (NTP) configuration of the VDA machines with the domain
B. The SSL certificates on the VDA machines and the Delivery Controller servers
C. The VDA machines registry setting for ListOfDDCs entries
D. DNS configurations on either the VDA machines or the Delivery Controller servers
E. A firewall with a blocked or failing inbound port 8080

Answer: ACD

Explanation: 
https://www.citrix.com/blogs/2018/02/13/the-most-common-vda-registration-issues-troubleshooting-steps/

NEW QUESTION 33
Which database high availability option does Citrix recommend for Workspace Environment Management (WEM)?

A. Always On
B. Mirroring
C. Replication
D. Clustering

Answer: A

Explanation: 
https://docs.citrix.com/en-us/workspace-environment-management/current-release/system-requirements.html#sq
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NEW QUESTION 34
Scenario: A Citrix Engineer recently took over a multi-zone environment with one Primary zone in New York and two Secondary zones in San Francisco and
Orlando respectively. The New York zone has two Delivery Controllers, San Francisco has one Delivery Controller, and the Orlando zone has two Delivery
Controllers. The engineer received alerts that the Orlando zone Delivery Controllers were down.
Where will the Orlando zone Virtual Delivery Agent (VDA) machines register?

A. San Francisco Delivery Controllers
B. New York Delivery Controllers
C. New York and Orlando Delivery Controllers
D. New York and San Francisco Delivery Controller

Answer: A

NEW QUESTION 37
Which command can a Citrix Engineer use to get information about a Citrix Virtual Apps and Desktops setup?

A. Get-BrokerSite
B. Get-BrokerController
C. Get-BrokerDesktop
D. Get-BrokerSession

Answer: A

Explanation: 
https://developer-docs.citrix.com/projects/delivery-controller-sdk/en/latest/Broker/Get-BrokerSite/

NEW QUESTION 38
Scenario: A newly created Citrix Virtual Apps and Desktops site has sensitive information. The users consistently use different browsers for their daily tasks. A
Citrix Engineer is looking for ways to minimize attacks like ransomware, phishing, and session hijacking.
Which two steps can the engineer take to minimize attacks without interfering with user productivity? (Choose two.)

A. Disable access to specific browsers.
B. Disable all the user plugins.
C. Implement HTTP Strict Transport Security (HSTS).
D. Use HTTP response headers to send security policies to endpoint browsers.

Answer: BC

Explanation: 
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html

NEW QUESTION 40
Scenario: A large company recently acquired a smaller company. A Citrix Engineer needs to add more resources in the environment, so that all users can access
the published resources.
The engineer has planned to add six more StoreFront servers to the existing StoreFront server group with four StoreFront servers.
The engineer found that the scalability declined after reaching the seventh StoreFront.
What should the engineer increase in the StoreFront server group to prevent issues in the scalability?

A. The RAM for the initial StoreFront servers before adding more servers.
B. The CPUs allocated to the initial StoreFront servers, before adding more servers.
C. The RAM for the six new StoreFront servers.
D. The CPUs allocated for the six new StoreFront servers.

Answer: B

NEW QUESTION 42
Scenario: A Citrix Engineer is working on ICA policies to restrict sharing of client clipboard data to user sessions. However, the engineer wants to allow some
specific formats to be shared.
Which two policies should the engineer configure to allow this? (Choose two.)

A. Client clipboard write allowed formats
B. Restrict session clipboard write
C. Restrict client clipboard write
D. Session clipboard write allowed formats

Answer: AC

NEW QUESTION 45
Which two statements are valid when designing a Citrix Cloud Disaster Recovery plan? (Choose two.)

A. Disaster Recovery for Citrix Cloud includes only the components that are NOT within Citrix Cloud.
B. Citrix Cloud supports multiple zones.
C. Citrix Cloud does NOT support multiple resource locations.
D. Local Host Cache (LHC) would NOT be helpful in a Citrix Cloud setup during a Disaster Recovery scenario.

Answer: CD
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NEW QUESTION 49
Scenario: A Citrix Engineer recently changed the XML port in the Citrix Virtual Apps and Desktops site. After the change, the engineer observed that there is an
XML communication port mismatch. The engineer immediately identified that the port was only changed on the Delivery Controller and no change was performed
on the StoreFront server.
What are the two ways the engineer can change the port on the StoreFront server to match the changes made on the Delivery Controller? (Choose two.)

A. Run a PowerShell command on the Delivery Controller to change the port on the StoreFront server
B. Make changes in the web.config file on the StoreFront server
C. Run a PowerShell command on the StoreFront server
D. Make changes in the StoreFront settings using the StoreFront console

Answer: BC

NEW QUESTION 52
How can a Citrix Engineer setup synchronization of subscription data between server groups using a replication schedule?

A. Execute a Windows PowerShell command on the StoreFront server
B. Make changes in the subscription file on the StoreFront server
C. Make changes in the web.config file on the StoreFront server
D. Use the StoreFront console

Answer: B

NEW QUESTION 56
Scenario: There are two domains in an organization: Domain A and Domain B. A Citrix Engineer configured SAML authentication for Domain A, without
implementing Citrix Federated Authentication Service (FAS).
While launching the Citrix apps, the Single Sign-on will.

A. work for users from Domain A and NOT for users from Domain B
B. work for users from Domain B and NOT for users from Domain A
C. work for the users from Domain A and Domain B
D. NOT work for the users from Domain A and Domain B

Answer: B

Explanation: 
"With SAML, Citrix Gateway and StoreFront do not have access to the user’s password and thus cannot perform single sign-on to the VDA. FAS works around
this limitation by using issuing certificates that can be used to logon to the VDA." - Reference:
https://www.carlstalhood.com/citrix-federated-authentication-service-saml/

NEW QUESTION 57
Which PowerShell cmdlet is used to check the connection string, which connects the Citrix Delivery Controller to communicate to the site database?

A. Get-BrokerServiceInstance
B. Get-BrokerDbconnection
C. Get-BrokerConnectionLog
D. Get-BrokerInstalledDbVersion

Answer: B

NEW QUESTION 61
A Citrix Engineer is in the process of updating application layers.
Which three layer integrity messages must the engineer address before finalizing the application layer? (Choose three.)

A. User profile updates are in progress
B. A restart is pending to update drivers on the boot disk
C. Additional users are logged on to the machine
D. A post-installation restart is pending
E. An MSI install operation is in progress

Answer: BDE

NEW QUESTION 64
Which FlexCast Management Architecture (FMA) service failure can cause issues, when accessing Citrix Studio?

A. Citrix Analytics
B. Citrix Configuration Logging Service
C. Citrix Broker Service
D. Citrix Configuration Service

Answer: C

NEW QUESTION 65
Which three considerations are accurate regarding the Enterprise Layer Manager (ELM) server? (Choose three.)

A. It hosts the SMB file share for the Elastic Layers data.
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B. It manages and maintains copies of all layers and layered images.
C. It is a Windows-based virtual appliance maintained on the hypervisor.
D. It hosts the Citrix App Layering Management Web Console.
E. It coordinates all communication within the Citrix App Layering imaging process.
F. It hosts the secondary file share for User Layer profile data.

Answer: BDE

Explanation: 
https://docs.citrix.com/en-us/citrix-app-layering/4/manage/appliance-settings.html

NEW QUESTION 67
Scenario: An existing setup of session recording has stopped working. After investigating, a Citrix Engineer finds that the Session Recording Agent cannot connect
to the Session Recording Server. The following error is displayed:
"The underlying connection was closed. Could not establish a trust relationship for the SSL/TLS secure channel. "
Which two issues could cause this error? (Choose two.)

A. The Session Recording server is down or unavailable to accept requests.
B. The sessions are started but a request for a record policy evaluation was NOT made.
C. The server hosting the Session Recording Agent does NOT have a CA certificate.
D. The Session Recording server is using a certificate signed by a CA that the server hosting the Session Recording Agent does NOT trust.

Answer: CD

Explanation: 
"The underlying connection was closed. Could not establish a trust relationship for the SSL/TLS secure channel. This exception means that the Session Recording
Server is using a certificate that is signed by a CA that the server on which the Session Recording Agent resides does not trust, or have a CA certificate for.
Alternatively, the certificate might have expired or been revoked."
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/monitor/session-recording/troubleshooting.html

NEW QUESTION 71
A Citrix Engineer needs to return an environment back to normal operations after a Disaster Recovery (DR) occurred.
Which two tasks does Citrix recommend to move the users from the backup datacenter to the primary datacenter? (Choose two.)

A. Terminate existing user sessions.
B. Block access to the Disaster Recovery datacenter.
C. Enable access to the primary datacenter.
D. Block access to the primary datacenter.
E. Enable access to the Disaster Recovery datacenter.

Answer: BC

NEW QUESTION 73
Which three layers can a Citrix Engineer include in an image template? (Choose three.)

A. Platform
B. OS
C. User
D. Application
E. Elastic

Answer: ABD

Explanation: 
https://docs.citrix.com/en-us/citrix-app-layering/4/publish/create-image-template.html

NEW QUESTION 78
A Citrix Engineer wants to setup multi-site configurations, grouping Citrix Virtual Apps and Desktops
deployments that deliver the same desktop or application so that identical resources can be aggregated for users.
What are two considerations regarding resources that the engineer needs to consider before setting up multi- site configuration? (Choose two.)

A. They must have the same name.
B. They should be delivered from the same site.
C. They must have the same path on each server to be aggregated.
D. They must be tagged.

Answer: AC

NEW QUESTION 79
Scenario: A Citrix Engineer is managing a large environment with multiple locations. The setup is as follows:
- The setup has a single Citrix Virtual Apps and Desktops site with multiple zones such as a Primary zone and 3 Satellite zones.
-Virtual Delivery Agents (VDAs) are available for all applications in all 3 Satellite zones.
-An application 'app1' has its application database located in Satellite zone.
-As a sovereign mandate, it is desirable that this application database should NOT be accessible from zones 2 and 3.
-The application does NOT create any database cache and cannot work if the database is NOT reachable. - The outage is acceptable for complying with the
sovereign mandate.
Which zone preference should the engineer configure to achieve this setup?
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A. Mandatory application home to Satellite zone 1
B. User home to Satellite zone 1
C. Mandatory user home to Satellite zone 1
D. Application home to Satellite zone 1

Answer: A

Explanation: 
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/manage-deployment/zones.html

NEW QUESTION 83
Which two statements are true for a Workspace Environment Management (WEM) configuration set? (Choose two.)

A. A WEM Agent can point to more than one WEM configuration set.
B. The Environmental Settings within the WEM Administration Console are per machine, NOT per user.
C. Multiple configuration sets are needed in cases of different global settings for different agents.
D. A configuration set is related to a Citrix Virtual Desktops site and is NOT an independent entity.

Answer: BC

NEW QUESTION 86
When troubleshooting authentication issues through Citrix Gateway, the raw event output from the audit daemon can be reviewed in the.

A. ns.log
B. aaad.debug module
C. Wireshark trace
D. nsvpn.log

Answer: B

NEW QUESTION 88
Which command should a Citrix Engineer use to review recent connections and brokering attempts within a Citrix Virtual Apps and Desktops site?

A. Get-BrokerConnection
B. Get-BrokerSession
C. Get-BrokerConnectionLog
D. Get-BrokerSessionLog

Answer: C

NEW QUESTION 93
Which three minimum permissions should a Citrix Engineer configure for a user or group in the security settings of the User Layer folder? (Choose three.)

A. Modify Folder
B. Create Folder/Append Data
C. Write Attributes
D. Read Attributes
E. List Folder/Read Data

Answer: BDE

NEW QUESTION 98
What is a Citrix App Layering recipe?

A. Documented sequence of steps for integrating applications into Citrix App Layering
B. Scripts to automate the deployment of a Citrix App Layering infrastructure
C. Scripts to automate the deployment of applications into Citrix App Layering
D. Documented sequence of step for installing a Citrix App Layering infrastructure

Answer: A

Explanation: 
https://docs.citrix.com/en-us/citrix-app-layering/4/layer/app-layering-recipes.html

NEW QUESTION 100
Scenario: A Citrix Engineer is maintaining a Citrix Virtual Apps and Desktops environment with both internal and external users and has deployed Workspace
Environment Management (WEM) within the infrastructure to provide resources to users within their sessions.
The engineer has recently added a network printer to WEM under the Actions node, using the New Network Printer dialog tab, and wants to limit this printer usage
to internal Citrix users, as shown below:

 Internal users utilize Windows 10 only

 External users Windows 10 and Windows 2016 machines

 The server network IP address range is from 192.168.10.1 to 192.168.10.200

The external users are on a public domain

 The Everyone group has already been added to the Assignments node within the WEM console
The engineer needs to create a Condition based onfrom within the Filters node and the Matching Result field within WEM to complete this task.
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A. OS Platform type; select Windows 10 from
B. Client IP Address Match; add the IP address range 192.168.20.50 to 192.168.20.90 to
C. IP Address Match; add the IP address range 192.168.10.1 to 192.168.10.200 to
D. Client OS; select Windows 10 from

Answer: B

NEW QUESTION 104
Which two statements are true regarding the Application Security feature of Workspace Environment Management (WEM)? (Choose two.)

A. It is recommended to NOT use both WEM Application Security and Windows AppLocker interfaces at the same time to manage rules.
B. Application Security rules set to "Audit" are still enforced.
C. Exported Windows AppLocker rules CANNOT be imported into WEM.
D. It provides control over which applications users are permitted to run on a given machine.

Answer: AD

Explanation: 
https://docs.citrix.com/en-us/workspace-environment-management/service/user-interface-description/security.ht 

NEW QUESTION 107
Within Workspace Environment Management (WEM), the engineer needs to increase the default Active Directory search timeout value ofunder theoption of Active
Directory Objects to correct this issue.

A. 1000; Advanced
B. 1000; Rules
C. 500; Advanced
D. 500; Rules

Answer: A

Explanation: 
https://support.citrix.com/article/CTX233387

NEW QUESTION 110
Which two Citrix Diagnostic tools can upload files directly to Citrix Insight Services (CIS)? (Choose two.)

A. Citrix Scout
B. Citrix Diagnostic Facility (CDF) Control
C. Citrix Diagnostic Facility (CDF) Monitor
D. Citrix Receiver Diagnostics

Answer: AB

NEW QUESTION 112
Scenario: A Citrix Engineer has two datacenters: Site A, the main datacenter and Site B, the secondary datacenter. Both datacenters have Citrix App Layering 4.3
installed.
How can the engineer ensure that all layers are available in Site A and Site B?

A. Reconfigure ELM Site A and ELM Site B to use DFSR for all layers
B. Configure layer synchronization directly between ELM Site A and ELM Site B using the Citrix App Layering console
C. Export all the Standard Layers directly from ELM Site A to ELM Site B and export all other layers to a Windows Share, then import them to Site B
D. Export all layers from ELM Site A to a Windows Share, then import them to Site B

Answer: A

NEW QUESTION 114
Scenario: A Citrix Engineer is working on a Citrix Virtual Apps and Desktops deployment. The engineer is considering implementation of a multi-zone site instead
of multiple sites.
Which three benefits of zones can help the engineer to support this decision? (Choose three.)

A. Zones can help in managing multiple locations without multiple SQL databases.
B. Zone implementation in a site reduces the dependency of site on site database.
C. Zones lower the administrative overhead and implementation cost.
D. Zones help users with fast resource access.
E. Zones can help in controlling application location launches through zone preference.

Answer: ACE

NEW QUESTION 118
Scenario: A Citrix Engineer has recently implemented Citrix Gateway in a Citrix Virtual Apps and Desktops environment. The engineer has done the testing with
the test user account for authentication and enumeration of the published resources.
During the authentication at Citrix Gateway, the test user is getting the error ''403 - Forbidden: Access is denied."
Which two configuration steps are causing this error? (Choose two.)

A. The StoreFront address in the Citrix Gateway Session Profile matches the site address in StoreFront.
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B. DNS host entry is present on StoreFront to point to the Citrix Gateway virtual server.
C. The intermediate and root certificates in Citrix Gateway console are NOT linked.
D. The call back address is set to HTTP.

Answer: CD

Explanation: 
https://support.citrix.com/article/CTX206900

NEW QUESTION 122
Which delegated administrator permission does a Citrix Engineer need to select to allow an administrator the ability to allocate resources to users and groups?

A. Transformer Manager
B. Action Manager
C. System Utilities Manager
D. Assignment Manager

Answer: D

NEW QUESTION 125
......
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