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NEW QUESTION 1

Using mgmt_cli, what is the correct syntax to import a host object called Server_1 from the CLI?

A. mgmt_cli add-host “Server_1" ip_address “10.15.123.10" --format txt

B. mgmt_cli add host name “Server_1" ip-address “10.15.123.10” --format json
C. mgmt_cli add object-host “Server_1" ip-address “10.15.123.10" --format json
D. mgmt._cli add object “Server-1" ip-address “10.15.123.10" --format json

Answer: B

Explanation:
Example:

mgmt_cli add host name "New Host 1" ip-address "192.0.2.1" --format json
« "--format json" is optional. By default the output is presented in plain text. References:

NEW QUESTION 2

When using the Mail Transfer Agent, where are the debug logs stored?

A. $FWDIR/bin/emaild.mt
B. elg

C. $FWDIR/log/mtad elg
D. /var/log/mail.mta elg
E. $CPDIR/log/emaild elg

Answer: A

NEW QUESTION 3

Which configuration file contains the structure of the Security Server showing the port numbers, corresponding protocol name, and status?

A. $FWDIR/database/fwauthd.conf
B. $FWDIR/conf/fwauth.conf

C. $FWDIR/conf/fwauthd.conf

D. $FWDIR/state/fwauthd.conf

Answer: C

NEW QUESTION 4

Which of the following is a task of the CPD process?

A. Invoke and monitor critical processes and attempts to restart them if they fail
B. Transfers messages between Firewall processes

C. Log forwarding

D. Responsible for processing most traffic on a security gateway

Answer: A

Explanation:

https://scl.checkpoint.com/documents/R76/CP_R76_CLI_WebAdmin/12496.htm

NEW QUESTION 5

Which command can you use to enable or disable multi-queue per interface?

A. cpmq set

B. Cpmqueue set
C. Cpmq config

D. St cpmq enable

Answer: A

NEW QUESTION 6

NAT rules are prioritized in which order?

1. Automatic Static NAT

2. Automatic Hide NAT

3. Manual/Pre-Automatic NAT

4. Post-Automatic/Manual NAT rules

A.1,2 3,4
B.1,4,2,3
C.3,1,2,4
D.4,3,1,2
Answer: A

NEW QUESTION 7
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What is the minimum amount of RAM needed for a Threat Prevention Appliance?

A.6 GB

B. 8GB with Gaia in 64-bit mode

C.4GB

D. It depends on the number of software blades enabled

Answer: C

NEW QUESTION 8
As an administrator, you may be required to add the company logo to reports. To do this, you would save the logo as a PNG file with the name ‘cover-company-
logo.png’ and then copy that image file to which directory on the SmartEvent server?

A. SFWDIR/smartevent/conf
B. $RTDIR/smartevent/conf
C. $RTDIR/smartview/conf
D. $SFWDIR/smartview/conf

Answer: C

NEW QUESTION 9
What are the different command sources that allow you to communicate with the API server?

A. SmartView Monitor, API_cli Tool, Gaia CLI, Web Services

B. SmartConsole GUI Console, mgmt_cli Tool, Gaia CLI, Web Services
C. SmartConsole GUI Console, API_cli Tool, Gaia CLI, Web Services
D. API_cli Tool, Gaia CLI, Web Services

Answer: B

NEW QUESTION 10
Which command can you use to verify the number of active concurrent connections?

A. fw conn all

B. fw ctl pstat

C. show all connections
D. show connections

Answer: B

NEW QUESTION 10
In ClusterXL Load Sharing Multicast Mode:

A. only the primary member received packets sent to the cluster IP address

B. only the secondary member receives packets sent to the cluster IP address

C. packets sent to the cluster IP address are distributed equally between all members of the cluster
D. every member of the cluster received all of the packets sent to the cluster IP address

Answer: D

NEW QUESTION 13

The system administrator of a company is trying to find out why acceleration is not working for the traffic. The traffic is allowed according to the rule base and
checked for viruses. But it is not accelerated.

What is the most likely reason that the traffic is not accelerated?

A. There is a virus foun

B. Traffic is still allowed but not accelerated.

C. The connection required a Security server.

D. Acceleration is not enabled.

E. The traffic is originating from the gateway itself.

Answer: D

NEW QUESTION 18

What is the name of the secure application for Mail/Calendar for mobile devices?
A. Capsule Workspace

B. Capsule Mail

C. Capsule VPN

D. Secure Workspace

Answer: A

NEW QUESTION 20
You can access the ThreatCloud Repository from:
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A. R80.10 SmartConsole and Application Wiki
B. Threat Prevention and Threat Tools

C. Threat Wiki and Check Point Website

D. R80.10 SmartConsole and Threat Prevention

Answer: D

NEW QUESTION 23
Which one of the following is true about Threat Emulation?

A. Takes less than a second to complete

B. Works on MS Office and PDF files only

C. Always delivers a file

D. Takes minutes to complete (less than 3 minutes)

Answer: D

NEW QUESTION 28
You plan to automate creating new objects using new R80 Management API. You decide to use GAIA CLI for this task.
What is the first step to run management APl commands on GAIA'’s shell?

A. mgmt_admin@teabag > id.txt

B. mgmt_login

C. login user admin password teabag

D. mgmt_cli login user “admin” password “teabag” > id.txt

Answer: B

NEW QUESTION 30
When attempting to start a VPN tunnel, in the logs the error “no proposal chosen” is seen numerous times. No other VPN-related entries are present.
Which phase of the VPN negotiations has failed?

A. IKE Phase 1
B. IPSEC Phase 2
C. IPSEC Phase 1
D. IKE Phase 2

Answer: A

NEW QUESTION 34
What are the two high availability modes?

A. Load Sharing and Legacy
B. Traditional and New

C. Active and Standby

D. New and Legacy

Answer: D

Explanation:
ClusterXL has four working modes. This section briefly describes each mode and its relative advantages and disadvantages.

NEW QUESTION 37
Fill in the blank. Once a certificate is revoked from the Security Gateway by the Security Management Server, the certificate information is

A. Sent to the Internal Certificate Authority.

B. Sent to the Security Administrator.

C. Stored on the Security Management Server.
D. Stored on the Certificate Revocation List.

Answer: D

NEW QUESTION 39

Automation and Orchestration differ in that:

A. Automation relates to codifying tasks, whereas orchestration relates to codifying processes.

B. Automation involves the process of coordinating an exchange of information through web service interactions such as XML and JSON, but orchestration does
not involve processes.

C. Orchestration is concerned with executing a single task, whereas automation takes a series of tasks and puts them all together into a process workflow.

D. Orchestration relates to codifying tasks, whereas automation relates to codifying processes.

Answer: A

NEW QUESTION 43
Which VPN routing option uses VPN routing for every connection a satellite gateway handles?
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A. To satellites through center only

B. To center only

C. To center and to other satellites through center

D. To center, or through the center to other satellites, to Internet and other VPN targets

Answer: D

NEW QUESTION 45
The Security Gateway is installed on GAIA R80. The default port for the Web User Interface is

A.TCP 18211
B. TCP 257
C. TCP 4433
D. TCP 443

Answer: D

NEW QUESTION 49
What processes does CPM control?

A. Object-Store, Database changes, CPM Process and web-services
B. web-services, CPMI process, DLEserver, CPM process

C. DLEServer, Object-Store, CP Process and database changes

D. web_services, dle_server and object_Store

Answer: D

NEW QUESTION 53
Which statement is true about ClusterXL?

A. Supports Dynamic Routing (Unicast and Multicast)
B. Supports Dynamic Routing (Unicast Only)

C. Supports Dynamic Routing (Multicast Only)

D. Does not support Dynamic Routing

Answer: A

NEW QUESTION 54
Which of the following Check Point processes within the Security Management Server is responsible for the receiving of log records from Security Gateway?

A. logd
B. fwd
C. fwm
D. cpd

Answer: B

NEW QUESTION 58
To add a file to the Threat Prevention Whitelist, what two items are needed?

A. File name and Gateway

B. Object Name and MD5 signature

C. MD5 signature and Gateway

D. IP address of Management Server and Gateway

Answer: B

NEW QUESTION 61
What is the command to check the status of the SmartEvent Correlation Unit?

A. fw ctl get int cpsead_stat
B. cpstat cpsead

C. fw ctl stat cpsemd

D. cp_conf get_stat cpsemd

Answer: B

NEW QUESTION 66
Check Point recommends configuring Disk Space Management parameters to delete old log entries when available disk space is less than or equal to?

A. 50%
B. 75%
C. 80%
D. 15%
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Answer: D

NEW QUESTION 71
Which TCP-port does CPM process listen to?

A. 18191
B. 18190
C. 8983

D. 19009

Answer: D

NEW QUESTION 75
Full synchronization between cluster members is handled by Firewall Kernel. Which port is used for this?

A. UDP port 265
B. TCP port 265
C. UDP port 256
D. TCP port 256

Answer: D

Explanation:

Synchronization works in two modes:

Full Sync transfers all Security Gateway kernel table information from one cluster member to another. It is handled by the fwd daemon using an encrypted TCP
connection on port 256.

Delta Sync transfers changes in the kernel tables between cluster members. Delta sync is handled by the Security Gateway kernel using UDP connections on port
8116.

NEW QUESTION 76
When users connect to the Mobile Access portal they are unable to open File Shares. Which log file would you want to examine?

A. cvpnd.elg
B. httpd.elg
C. vpnd.elg
D. fw.elg

Answer: A

NEW QUESTION 81
As a valid Mobile Access Method, what feature provides Capsule Connect/VPN?

A. That is used to deploy the mobile device as a generator of one-time passwords for authenticating to an RSA Authentication Manager.
B. Fill Layer4 VPN —SSL VPN that gives users network access to all mobile applications.

C. Full Layer3 VPN —IPSec VPN that gives users network access to all mobile applications.

D. You can make sure that documents are sent to the intended recipients only.

Answer: C

NEW QUESTION 83

Vanessa is expecting a very important Security Report. The Document should be sent as an attachment via e-m ail. An e-mail with Security_report.pdf file was
delivered to her e-mail inbox. When she opened the PDF file, she noticed that the file is basically empty and only few lines of text are in it. The report is missing
some graphs, tables and links.

Which component of SandBlast protection is her company using on a Gateway?

A. SandBlast Threat Emulation
B. SandBlast Agent

C. Check Point Protect

D. SandBlast Threat Extraction

Answer: D

NEW QUESTION 87

SecureXL improves non-encrypted firewall traffic throughput and encrypted VPN traffic throughput.
A. This statement is true because SecureXL does improve all traffic.

B. This statement is false because SecureXL does not improve this traffic but CoreXL does.

C. This statement is true because SecureXL does improve this traffic.

D. This statement is false because encrypted traffic cannot be inspected.

Answer: C

Explanation:

SecureXL improved non-encrypted firewall traffic throughput, and encrypted VPN traffic throughput, by nearly an order-of-magnitude- particularly for small packets
flowing in long duration connections.
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NEW QUESTION 89
What is the command to check the status of Check Point processes?

A. top

B. cptop

C. cphaprob list

D. cpwd_admin list

Answer: D

NEW QUESTION 93
Which command is used to add users to or from existing roles?

A. Add rba user <User Name> roles <List>
B. Add rba user <User Name>

C. Add user <User Name> roles <List>

D. Add user <User Name>

Answer: A

NEW QUESTION 95
Selecting an event displays its configurable properties in the Detail pane and a description of the event in the Description pane. Which is NOT an option to adjust
or configure?

A. Severity

B. Automatic reactions
C. Policy

D. Threshold

Answer: C

NEW QUESTION 99
Fill in the blank: The “fw monitor” tool can be best used to troubleshoot

A. AV issues

B. VPN errors

C. Network issues

D. Authentication issues

Answer: C

NEW QUESTION 103

An administrator is creating an IPsec site-to-site VPN between his corporate office and branch office. Both offices are protected by Check Point Security Gateway
managed by the same Security Management Server. While configuring the VPN community to specify the pre-shared secret the administrator found that the check
box to enable pre-shared secret and cannot be enabled.

Why does it not allow him to specify the pre-shared secret?

A. IPsec VPN blade should be enabled on both Security Gateway.

B. Pre-shared can only be used while creating a VPN between a third party vendor and Check Point Security Gateway.

C. Certificate based Authentication is the only authentication method available between two Security Gateway managed by the same SMS.
D. The Security Gateways are pre-R75.40.

Answer: C

NEW QUESTION 106
R80.10 management server can manage gateways with which versions installed?

A. Versions R77 and higher
B. Versions R76 and higher
C. Versions R75.20 and higher
D. Versions R75 and higher

Answer: C

NEW QUESTION 107
What is the least amount of CPU cores required to enable CoreXL?

00w
oORAPFEPDN

Answer: B

NEW QUESTION 110
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Session unique identifiers are passed to the web api using which http header option?

A. X-chkp-sid

B. Accept-Charset

C. Proxy-Authorization
D. Application

Answer: C

NEW QUESTION 111
Fill in the blanks: Gaia can be configured using the or

A. GaiaUl; command line interface
B. WebUI; Gaia Interface
C. Command line interface; WebUI
D. Gaia Interface; GaiaUl

Answer: C

NEW QUESTION 115
Fill in the blank: Authentication rules are defined for

A. User groups

B. Users using UserCheck
C. Individual users

D. All users in the database

Answer: A

NEW QUESTION 117
How many users can have read/write access in Gaia at one time?

A. Infinite
B. One
C. Three
D. Two

Answer: B

NEW QUESTION 120
Which command shows actual allowed connections in state table?

A. fw tab —t StateTable
B. fw tab —t connections
C. fw tab —t connection
D. fw tab connections

Answer: B

NEW QUESTION 121

Which feature is NOT provided by all Check Point Mobile Access solutions?
A. Support for IPv6

B. Granular access control

C. Strong user authentication

D. Secure connectivity

Answer: A

Explanation:

Types of Solutions
All of Check Point's Remote Access solutions provide:

NEW QUESTION 122

GAIA Software update packages can be imported and installed offline in situation where:

A. Security Gateway with GAIA does NOT have SFTP access to Internet

B. Security Gateway with GAIA does NOT have access to Internet.

C. Security Gateway with GAIA does NOT have SSH access to Internet.

D. The desired CPUSE package is ONLY available in the Check Point CLOUD.

Answer: B

NEW QUESTION 127
Which statement is most correct regarding about “CoreXL Dynamic Dispatcher”?
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A. The CoreXL FW instances assignment mechanism is based on Source MAC addresses, Destination MAC addresses

B. The CoreXL FW instances assignment mechanism is based on the utilization of CPU cores

C. The CoreXL FW instances assignment mechanism is based on IP Protocol type

D. The CoreXl FW instances assignment mechanism is based on Source IP addresses, Destination IP addresses, and the IP ‘Protocol’ type

Answer: B

NEW QUESTION 128
After the initial installation on Check Point appliance, you notice that the Management-interface and default gateway are incorrect.
Which commands could you use to set the IP to 192.168.80.200/24 and default gateway to 192.168.80.1.

A. set interface Mgmt ipv4-address 192.168.80.200 mask-length 24set static-route default nexthop gateway address 192.168.80.1 onsave config
B. set interface Mgmt ipv4-address 192.168.80.200 255.255.255.0add static-route 0.0.0.0. 0.0.0.0 gw 192.168.80.1 onsave config

C. set interface Mgmt ipv4-address 192.168.80.200 255.255.255.0set static-route 0.0.0.0. 0.0.0.0 gw 192.168.80.1 onsave config

D. set interface Mgmt ipv4-address 192.168.80.200 mask-length 24add static-route default nexthop gateway address 192.168.80.1 onsave config

Answer: A

NEW QUESTION 130
Which Mobile Access Application allows a secure container on Mobile devices to give users access to internal website, file share and emails?

A. Check Point Remote User

B. Check Point Capsule Workspace
C. Check Point Mobile Web Portal
D. Check Point Capsule Remote

Answer: C

NEW QUESTION 132
Which web services protocol is used to communicate to the Check Point R80 Identity Awareness Web API?

A. SOAP

B. REST

C. XLANG
D. XML-RPC

Answer: B

Explanation:
The Identity Web API uses the REST protocol over SSL. The requests and responses are HTTP and in JSON format.

NEW QUESTION 135
SmartEvent uses it's event policy to identify events. How can this be customized?

A. By modifying the firewall rulebase

B. By creating event candidates

C. By matching logs against exclusions
D. By matching logs against event rules

Answer: C

NEW QUESTION 138
Fill in the blank: A new license should be generated and installed in all of the following situations EXCEPT when

A. The license is attached to the wrong Security Gateway.

B. The existing license expires.

C. The license is upgraded.

D. The IP address of the Security Management or Security Gateway has changed.

Answer: A

NEW QUESTION 143
Fill in the blank: information is included in “Full Log” tracking option, but is not included in “Log” tracking option?

A. Destination port
B. Data type

C. File attributes
D. Application

Answer: B
NEW QUESTION 148
Vanessa is a Firewall administrator. She wants to test a backup of her company’s production Firewall cluster Dallas_GW. She has a lab environment that is

identical to her production environment. She decided to restore production backup via SmartConsole in lab environment.
Which details she need to fill in System Restore window before she can click OK button and test the backup?
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A. Server, SCP, Username, Password, Path, Comment, Member

B. Server, TFTP, Username, Password, Path, Comment, All Members
C. Server, Protocol, Username, Password, Path, Comment, All Members
D. Server, Protocol, username Password, Path, Comment, Member

Answer: C

NEW QUESTION 151
Fill in the blank: The command provides the most complete restoration of a R80 configuration.

A. upgrade_import

B. cpconfig

C. fwm dbimport -p <export file>
D. cpinfo —recover

Answer: A

NEW QUESTION 155
Which Check Point software blade provides Application Security and identity control?

A. Identity Awareness
B. Data Loss Prevention
C. URL Filtering

D. Application Control

Answer: D

NEW QUESTION 160
Which of the following process pulls application monitoring status?

A. fwd
B. fwm
C. cpwd
D. cpd

Answer: D

NEW QUESTION 163
View the rule below. What does the lock-symbol in the left column mean? (Choose the BEST answer.)

A. The current administrator has read-only permissions to Threat Prevention Policy.

B. Another user has locked the rule for editing.

C. Configuration lock is presen

D. Click the lock symbol to gain read-write access.

E. The current administrator is logged in as read-only because someone else is editing the policy.

Answer: B

Explanation:
https://scl.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/CP_

NEW QUESTION 164
With Mobile Access enabled, administrators select the web-based and native applications that can be accessed by remote users and define the actions that users
can perform the applications. Mobile Access encrypts all traffic using:

. HTTPS for web-based applications and 3DES or RC4 algorithm for native application

. For end users to access the native applications, they need to install the SSL Network Extender.

. HTTPS for web-based applications and AES or RSA algorithm for native application

. For end users to access the native application, they need to install the SSL Network Extender.
HTTPS for web-based applications and 3DES or RC4 algorithm for native application
For end users to access the native applications, no additional software is required.

. HTTPS for web-based applications and AES or RSA algorithm for native application

. For end users to access the native application, no additional software is required.

IOMmMOOw2

Answer: A

NEW QUESTION 165
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Which process is available on any management product and on products that require direct GUI access, such as SmartEvent and provides GUI client
communications, database manipulation, policy compilation and Management HA synchronization?

A. cpwd
B. fwd
C.cpd
D. fwm

Answer: D

Explanation:

Firewall Management (fwm) is available on any management product, including Multi-Domain and on products that requite direct GUI access, such as SmartEvent,
It provides the following:

— GUI Client communication

— Database manipulation

— Policy Compilation

— Management HA sync

NEW QUESTION 166
What is the difference between SSL VPN and IPSec VPN?

A. IPSec VPN does not require installation of a resilient VPN client.

B. SSL VPN requires installation of a resident VPN client.

C. SSL VPN and IPSec VPN are the same.

D. IPSec VPN requires installation of a resident VPN client and SSL VPN requires only an installed Browser.

Answer: D

NEW QUESTION 167
Fill in the blank: The tool generates a R80 Security Gateway configuration report.

A. infoCP
B. infoview
C. cpinfo
D. fw cpinfo

Answer: C

NEW QUESTION 170
What is considered Hybrid Emulation Mode?

A. Manual configuration of file types on emulation location.

B. Load sharing of emulation between an on premise appliance and the cloud.
C. Load sharing between OS behavior and CPU Level emulation.

D. High availability between the local SandBlast appliance and the cloud.

Answer: B

NEW QUESTION 174
SandBlast Mobile identifies threats in mobile devices by using on-device, network, and cloud-based algorithms and has four dedicated components that constantly
work together to protect mobile devices and their data. Which component is NOT part of the SandBlast Mobile solution?

A. Management Dashboard
B. Gateway

C. Personal User Storage
D. Behavior Risk Engine

Answer: C

NEW QUESTION 175
Fill in the blank: A VPN deployment is used to provide remote users with secure access to internal corporate resources by authenticating the user through
an internet browser.

A. Clientless remote access

B. Clientless direct access

C. Client-based remote access
D. Direct access

Answer: A

NEW QUESTION 178

Which of the following is a new R80.10 Gateway feature that had not been available in R77.X and older?

A. The rule base can be built of layers, each containing a set of the security rule

B. Layers are inspected in the order in which they are defined, allowing control over the rule base flow and which security functionalities take precedence.

C. Limits the upload and download throughput for streaming media in the company to 1 Ghps.
D. Time object to a rule to make the rule active only during specified times.
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E. Sub Policies ae sets of rules that can be created and attached to specific rule
F. If the rule is matched, inspection will continue in the sub policy attached to it rather than in the next rule.

Answer: D

NEW QUESTION 181
For Management High Availability, which of the following is NOT a valid synchronization status?

A. Collision

B. Down

C. Lagging

D. Never been synchronized

Answer: B

NEW QUESTION 183
Which is NOT a SmartEvent component?

A. SmartEvent Server
B. Correlation Unit

C. Log Consolidator
D. Log Server

Answer: C

NEW QUESTION 184
Hit Count is a feature to track the number of connections that each rule matches, which one is not benefit of Hit Count.

A. Better understand the behavior of the Access Control Policy

B. Improve Firewall performance - You can move a rule that has hot count to a higher position in the Rule Base
C. Automatically rearrange Access Control Policy based on Hit Count Analysis

D. Analyze a Rule Base - You can delete rules that have no matching connections

Answer: C

NEW QUESTION 189
What are the methods of SandBlast Threat Emulation deployment?

A. Cloud, Appliance and Private

B. Cloud, Appliance and Hybrid

C. Cloud, Smart-1 and Hybrid

D. Cloud, OpenServer and Vmware

Answer: A

NEW QUESTION 194
What cloud-based SandBlast Mobile application is used to register new devices and users?

A. Check Point Protect Application
B. Management Dashboard

C. Behavior Risk Engine

D. Check Point Gateway

Answer: D

NEW QUESTION 198
Fill in the blank: Browser-based Authentication sends users to a web page to acquire identities using

A. User Directory

B. Captive Portal and Transparent Kerberos Authentication
C. Captive Portal

D. UserCheck

Answer: B

NEW QUESTION 200

To accelerate the rate of connection establishment, SecureXL groups all connection that match a particular service and whose sole differentiating element is the
source port. The type of grouping enables even the very first packets of a TCP handshake to be accelerated. The first packets of the first connection on the same
service will be forwarded to the Firewall kernel which will then create a template of the connection. Which of the these is NOT a SecureXL template?

A. Accept Template
B. Deny Template
C. Drop Template
D. NAT Template
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Answer: B

NEW QUESTION 202

Which command is used to display status information for various components?
A. show all systems

B. show system messages

C. sysmess all

D. show sysenv all

Answer: D

NEW QUESTION 204

SmartEvent has several components that function together to track security threats. What is the function of the Correlation Unit as a component of this

architecture?

A. Analyzes each log entry as it arrives at the log server according to the Event Polic
B. When a threat pattern is identified, an event is forwarded to the SmartEvent Server.
C. Correlates all the identified threats with the consolidation policy.

D. Collects syslog data from third party devices and saves them to the database.

E. Connects with the SmartEvent Client when generating threat reports.

Answer: A

NEW QUESTION 208
Fill in the blanks: In the Network policy layer, the default action for the Implied last rule is
default action is all traffic.

A. Accept; redirect
B. Accept; drop

C. Redirect; drop
D. Drop; accept

Answer: D

NEW QUESTION 211

Which packet info is ignored with Session Rate Acceleration?
A. source port ranges

B. source ip

C. source port

D. same info from Packet Acceleration is used

Answer: C

NEW QUESTION 215

all traffic. However, in the Application Control policy layer, the

Which option, when applied to a rule, allows traffic to VPN gateways in specific VPN communities?

A. All Connections (Clear or Encrypted)
B. Accept all encrypted traffic

C. Specific VPN Communities

D. All Site-to-Site VPN Communities

Answer: B

NEW QUESTION 218

What are the steps to configure the HTTPS Inspection Policy?

A. Go to Manageé&Settings > Blades > HTTPS Inspection > Configure in SmartDashboard
B. Go to Application&url filtering blade > Advanced > Https Inspection > Policy

C. Go to Manage&Settings > Blades > HTTPS Inspection > Policy

D. Go to Application&url filtering blade > Https Inspection > Policy

Answer: A

NEW QUESTION 219

When simulating a problem on ClusterXL cluster with cphaprob —d STOP -s problem -t O register, to initiate a failover on an active cluster member, what command

allows you remove the problematic state?
A. cphaprob —d STOP unregister

B. cphaprob STOP unregister

C. cphaprob unregister STOP

D. cphaprob —d unregister STOP

Answer: A
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Explanation:

esting a failover in a controlled manner using following command,;

# cphaprob -d STOP -s problem -t O register

This will register a problem state on the cluster member this was entered on; If you then run;
# cphaprob list

this will show an entry named STOP.

to remove this problematic register run following;

# cphaprob -d STOP unregister References:

NEW QUESTION 221
What is the recommended number of physical network interfaces in a Mobile Access cluster deployment?

A. 4 Interfaces — an interface leading to the organization, a second interface leading to the internet, a third interface for synchronization, a fourth interface leading
to the Security Management Server.

B. 3 Interfaces — an interface leading to the organization, a second interface leading to the Internet, a third interface for synchronization.

C. 1 Interface — an interface leading to the organization and the Internet, and configure for synchronization.

D. 2 Interfaces — a data interface leading to the organization and the Internet, a second interface for synchronization.

Answer: B

NEW QUESTION 226
An administrator would like to troubleshoot why templating is not working for some traffic. How can he determine at which rule templating is disabled?

A. He can use the fw accel stat command on the gateway.

B. He can use the fw accel statistics command on the gateway.

C. He can use the fwaccel stat command on the Security Management Server.
D. He can use the fwaccel stat command on the gateway

Answer: D

NEW QUESTION 228
Automatic affinity means that if SecureXL is running, the affinity for each interface is automatically reset every

A. 15 sec
B. 60 sec
C.5sec

D. 30 sec

Answer: B

NEW QUESTION 231
Can multiple administrators connect to a Security Management Server at the same time?

A. No, only one can be connected

B. Yes, all administrators can modify a network object at the same time

C. Yes, every administrator has their own username, and works in a session that is independent of other administrators.
D. Yes, but only one has the right to write.

Answer: C

NEW QUESTION 234
What is the difference between an event and a log?

A. Events are generated at gateway according to Event Policy

B. A log entry becomes an event when it matches any rule defined in Event Policy
C. Events are collected with SmartWorkflow form Trouble Ticket systems

D. Log and Events are synonyms

Answer: B

NEW QUESTION 238

What is the valid range for Virtual Router Identifier (VRID) value in a Virtual Routing Redundancy Protocol (VRRP) configuration?
A.1-254

B. 1-255

C. 0-254

D.0-255

Answer: B

NEW QUESTION 243

Which command collects diagnostic data for analyzing customer setup remotely?

A. cpinfo
B. migrate export
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C. sysinfo
D. cpview

Answer: A

Explanation:

CPInfo is an auto-updatable utility that collects diagnostics data on a customer's machine at the time of execution and uploads it to Check Point servers (it replaces
the standalone cp_uploader utility for uploading files to Check Point servers).

The CPInfo output file allows analyzing customer setups from a remote location. Check Point support engineers can open the CPInfo file in a demo mode, while
viewing actual customer Security Policies and Objects. This allows the in-depth analysis of customer's configuration and environment settings.

NEW QUESTION 245
Which pre-defined Permission Profile should be assigned to an administrator that requires full access to audit all configurations without modifying them?

A. Auditor

B. Read Only All
C. Super User
D. Full Access

Answer: B

NEW QUESTION 247
If an administrator wants to add manual NAT for addresses now owned by the Check Point firewall, what else is necessary to be completed for it to function
properly?

A. Nothing - the proxy ARP is automatically handled in the R80 version

B. Add the proxy ARP configurations in a file called /etc/conf/local.arp

C. Add the proxy ARP configurations in a file called $FWDIR/conf/local.arp
D. Add the proxy ARP configurations in a file called $CPDIR/conf/local.arp

Answer: D

NEW QUESTION 249
What Factor preclude Secure XL Templating?

A. Source Port Ranges/Encrypted Connections
B. IPS

C. ClusterXL in load sharing Mode

D. CoreXL

Answer: A

NEW QUESTION 251
Where do you create and modify the Mobile Access policy in R807?

A. SmartConsole

B. SmartMonitor

C. SmartEndpoint
D. SmartDashboard

Answer: A

NEW QUESTION 252
What are the main stages of a policy installations?

A. Verification & Compilation, Transfer and Commit

B. Verification & Compilation, Transfer and Installation
C. Verification, Commit, Installation

D. Verification, Compilation & Transfer, Installation

Answer: B

NEW QUESTION 256

Office mode means that:

A. SecurlD client assigns a routable MAC addres

B. After the user authenticates for a tunnel, the VPN gateway assigns a routable IP address to the remote client.
C. Users authenticate with an Internet browser and use secure HTTPS connection.

D. Local ISP (Internet service Provider) assigns a non-routable IP address to the remote user.

E. Allows a security gateway to assign a remote client an IP addres

F. After the user authenticates for a tunnel, the VPN gateway assigns a routable IP address to the remote client.

Answer: D

NEW QUESTION 260
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What is the Implicit Clean-up Rule?

A. A setting is defined in the Global Properties for all policies.
B. A setting that is configured per Policy Layer.

C. Another name for the Clean-up Rule.

D. Automatically created when the Clean-up Rule is defined.

Answer: C

NEW QUESTION 262
Which application should you use to install a contract file?

A. SmartView Monitor
B. WebUI

C. SmartUpdate

D. SmartProvisioning

Answer: C

NEW QUESTION 264
Fill in the blank: The R80 utility fw monitor is used to troubleshoot

A. User data base corruption
B. LDAP conflicts

C. Traffic issues

D. Phase two key negotiations

Answer: C

Explanation:
Check Point’'s FW Monitor is a powerful built-in tool for capturing network traffic at the packet level. The FW Monitor utility captures network packets at multiple
capture points along the FireWall inspection chains. These captured packets can be inspected later using the WireShark.

NEW QUESTION 267
When installing a dedicated R80 SmartEvent server. What is the recommended size of the root partition?

A. Any size

B. Less than 20GB

C. More than 10GB and less than 20GB
D. At least 20GB

Answer: D

NEW QUESTION 269
Where you can see and search records of action done by R80 SmartConsole administrators?

A. In SmartView Tracker, open active log

B. In the Logs & Monitor view, select “Open Audit Log View”
C. In SmartAuditLog View

D. In Smartlog, all logs

Answer: B

NEW QUESTION 274

You notice that your firewall is under a DDoS attack and would like to enable the Penalty Box feature, which command you use?
A. sim erdos —e 1

B.simerdos—-m 1

C.simerdos —v 1

D. sim erdos —x 1

Answer: A

NEW QUESTION 275

What is not a component of Check Point SandBlast?
A. Threat Emulation

B. Threat Simulator

C. Threat Extraction

D. Threat Cloud

Answer: B

NEW QUESTION 280
With MTA (Mail Transfer Agent) enabled the gateways manages SMTP traffic and holds external email with potentially malicious attachments. What is required in
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order to enable MTA (Mail Transfer Agent) functionality in the Security Gateway?

A. Threat Cloud Intelligence

B. Threat Prevention Software Blade Package
C. Endpoint Total Protection

D. Traffic on port 25

Answer: B

NEW QUESTION 283
Which NAT rules are prioritized first?

A. Post-Automatic/Manual NAT rules
B. Manual/Pre-Automatic NAT

C. Automatic Hide NAT

D. Automatic Static NAT

Answer: B

NEW QUESTION 284
The Firewall kernel is replicated multiple times, therefore:

A. The Firewall kernel only touches the packet if the connection is accelerated

B. The Firewall can run different policies per core

C. The Firewall kernel is replicated only with new connections and deletes itself once the connection times out
D. The Firewall can run the same policy on all cores.

Answer: D

Explanation:

On a Security Gateway with CoreXL enabled, the Firewall kernel is replicated multiple times. Each replicated copy, or instance, runs on one processing core.
These instances handle traffic concurrently, and each instance is a complete and independent inspection kernel. When CoreXL is enabled, all the kernel instances
in the Security Gateway process traffic through the same interfaces and apply the same security policy.

NEW QUESTION 285
How many images are included with Check Point TE appliance in Recommended Mode?

A. 2(0OS) images

B. images are chosen by administrator during installation
C. as many as licensed for

D. the most new image

Answer: A

NEW QUESTION 286
Which of the following authentication methods ARE NOT used for Mobile Access?

A. RADIUS server

B. Username and password (internal, LDAP)
C. SecurlD

D. TACACS+

Answer: D

NEW QUESTION 288
How do Capsule Connect and Capsule Workspace differ?

A. Capsule Connect provides a Layer3 VP

B. Capsule Workspace provides a Desktop with usable applications.
C. Capsule Workspace can provide access to any application.

D. Capsule Connect provides Business data isolation.

E. Capsule Connect does not require an installed application at client.

Answer: A

NEW QUESTION 291

You have existing dbedit scripts from R77. Can you use them with R80.107?

A. dbedit is not supported in R80.10

B. dbedit is fully supported in R80.10

C. You can use dbedit to modify threat prevention or access policies, but not create or modify layers

D. dbedit scripts are being replaced by mgmt_cli in R80.10

Answer: D
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NEW QUESTION 293
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