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NEW QUESTION 1
What are two valid options when configuring the scope of a distributed firewall rule? (Choose two.)

A. Segment Port
B. Group

C. Segment

D. DFW

E. Tier-1 Gateway

Answer: BD

NEW QUESTION 2

Which two ports are used by a transport node to communicate with the management and control planes in NSX-T Data Center 3.0? (Choose two.)

A. 5685
B. 1235
C. 5671
D. 5678
E. 1234

Answer: BE

Explanation:

The NSX Manager management plane communicates with the transport nodes by using APH Server over NSX-RPC/TCP through port 1234. CCP communicates
with the transport nodes by using APH Server over NSX-RPC/TCP through port 1235. Taken from NSX-T ICM 3.0 Lecture manual

NEW QUESTION 3
A user is assigned these two roles in NSX Manager:

LB Admin
Network Engineer
What privileges does this user have in the system?

A. read permissions on all networking services and full access permissions on load balancing features

B. full access permissions on all networking services and full access permissions on load balancing features
C. full access permissions on all networking services and read permissions on load balancing features

D. read permissions on all networking services and read permissions on load balancing features

Answer: B

NEW QUESTION 4
Which CLI command should be executed on a KVM hypervisor to retrieve the VM interface UUID?

A. virsh dumpxml <VM Name> | grep interfaceid
B. virsh get-interface <VM Name>

C. virsh show <VM Name> | grep interfaceid

D. virsh list-interface <VM Name>

Answer: A

Explanation:
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.0/nsxt_30_admin.pdf
NEW QUESTION 5

Which two statements are true about the implementation of multicast in NSX-T Data Center? (Choose two.)
A. Multicast routing is implemented with PIM Sparse-Mode.

B. IGMP Snooping is used to populate multicast forwarding tables.

C. Tier-0 gateways can be the Rendezvous Point.

D. Multicast is supported in ESXi and KVM transport nodes.

E. An Edge can be the Rendezvous Point.

Answer: AB

Explanation:

https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.0/nsxt_30_admin.pdf

NEW QUESTION 6

What needs to be configured on a Tier-0 Gateway to make NSX Edge Services available to a VM on a VLAN- backed logical switch?

A. Service interface

B. Loopback Router Port
C. Downlink interface

D. VLAN Uplink
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Answer: A

Explanation:

"The service interface is a special-purpose port to enable services for mainly VLAN-based networks.

North-south service insertion is another use case that requires a service interface to connect a partner appliance and redirect north-south traffic for partner
services. Service interfaces are supported on both active-standby Tier-0 logical routers and Tier-1 routers. Firewall, NAT, and VPNs are supported on this
interface. The service interface is also a downlink"

NEW QUESTION 7
An NSX administrator noticed that the nsxcli command times out after 600 secs of idle time. Which CLI command disables the nsxcli time out value on NSX
Manager?

A. set cli-timeout O
B. set cli-timeout enabled
C. set cli-timeout disabled
D. set cli-timeout 1

Answer: A

Explanation:
"https://vdc-download.vmware.com/vmwb-repository/dcr-public/cc42e3c1-eb34-4567-a916-147e79798957/8264
https://www.virten.net/2020/06/quick-tip-remove-nsx-t-ssh-and-http-session-timeout/

NEW QUESTION 8
Which three teaming policy modes are supported by NSX-T Data Center? (Choose three.)

A. Destination MAC

B. Load Balanced Source IP
C. Failover Order

D. Destination Port

E. Load Balanced Source MAC
F. Load Balanced Source

Answer: CEF

NEW QUESTION 9
An NSX administrator is reviewing syslog and notices that Distributed Firewall Rules hit counts are not being logged. What could cause this issue?

A. Syslog is not configured on the NSX Manager

B. Distributed Firewall Rule logging is not enabled

C. Zero Trust Security is not enabled

D. Syslog is not configured on the ESXi transport node

Answer: B

NEW QUESTION 10
Which tool could be used to inspect the path of a packet in the data plane?

A. Port Connection

B. Port Mirroring Session
C. Netflow

D. Traceflow

Answer: D

NEW QUESTION 10
Which to steps must an NSX administrator take to integrate VMware Identity Manager in NSX-T to support role-based access control? (Choose two.)

A. Create a SAML authentication in VMware ldentity Manager using the NSX Manager FQDN.
B. Add NSX Manager as a Service Provider (SP) in VMware Identity Manager.

C. Create an OAuth 2.0 client in VMware Identity Manager.

D. Enter the Identity Provider (IdP) metadata URL in NSX Manager.

E. Enter the service URL, Client Secret, and SSL thumbprint in NSX Manager.

Answer: CE

NEW QUESTION 11

An NSX administrator is using ping to check connectivity between VM1 running on ESXil to VM2 running on ESXi2. The ping tests fails. The administrator knows
the maximum transmission unit size on the physical switch is 1600.

Which command does the administrator use to check the VMware kernel ports for tunnel end point communication?

A. esxcli network diag ping -H <destination IP address>

B. vmkping ++netstack=geneve -d -s 1572 <destination IP address>
C. vmkping ++netstack=vxlan-d -s 1572 <destination IP address>
D. esxcli network diag ping -I vmkO -H <destination IP address>
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Answer: C

Explanation:
https://kb.vmware.com/s/article/1003728

NEW QUESTION 13
Which two commands does an NSX administrator use to check the IP address of the VMkernel port for the GENEVE protocol on the ESXi transport node?
(Choose two.)

. esxcfg-nics -1

. het-dvs

. esxcli network nic list

. esxcfg-vmknic -1

. esxcli network ip interface ipv4 get

mooOw>

Answer: DE

NEW QUESTION 17
What are two supported N-VDS modes? (Choose two.)

A. DPDK Datapath

B. Overlay Datapath
C. Secure Datapath

D. Enhanced Datapath
E. Standard Datapath

Answer: DE

Explanation:
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.0/installation/GUID-37BC3CEF-DCC1-4C6F-960

NEW QUESTION 22

A company is deploying a NSX-T Data Center micro-segmentation in their vSphere environment to secure a simple application composed of web, app, and
database tiers.

The naming convention will be:

WKS-WEB-SRV-XXX

WKY-APP-SRR-XXX

WKI-DB-SRR-XXX

What is the optimal way to group them in order to enforce security policies from NSX-T Data Center?

A. Create an Ethernet based security policy.

B. Group all by means of tags membership.

C. Use Edge as a firewall between tiers.

D. Do a service insertion to accomplish the task.

Answer: B

NEW QUESTION 23
An NSX administrator would like to configure syslog for a KVM transport node. Which host log files could be exported to a remote syslog server?

A. Ivar/log/vmware/nsx-syslog
B. /var/log/cfgAgent.log

C. /var/log/nsx-audit.log

D. /var/log/cloudnet/nsx-ccp.log

Answer: A

NEW QUESTION 27
Which is correct when deploying a NSX Edge in a KVM only environment?

A. deploy NSX Edge VM with QCOW?2 image
B. deploy NSX Edge VM with ISO image

C. deploy NSX Edge on a bare-metal server
D. deploy NSX Edge VM with OVF template

Answer: C

NEW QUESTION 31
Which three can an administrator define in a transport node profile? (Choose three.)

A. Logical Router

B. Segment Profile

C. Segment

D. Uplink Profile

E. VDS switch configuration
F. N-VDS switch configuration
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Answer: DEF

NEW QUESTION 33
A customer is preparing to deploy VMware Kubernetes on an NSX-T Data Center. What is the minimum MTU size for the UPLINK profile?

A. 1500
B. 1650
C. 1550
D. 1600

Answer: D

NEW QUESTION 36
Which CLI command does an NSX administrator run on the NSX Manager to generate support bundle logs if the NSX Ul is inaccessible?

A. get support-bundle file vcpnv.tgz

B. set support-bundle file vcpnv.tgz

C. vm-support

D. esxcli system syslog config logger set --id=nsxmanager

Answer: A

Explanation:
https://vdc-download.vmware.com/vmwb-repository/dcr-public/cc42e3cl-eb34-4567-a916-147e79798957/8264

NEW QUESTION 40

Which CLI command would an administrator use to allow syslog on an ESXi transport node when using the esxcli utility?
A. esxcli network firewall ruleset -e syslog

B. esxcli network firewall ruleset set -a -e false

C. esxcli network firewall ruleset set -r syslog -e true

D. esxcli network firewall ruleset set -r sysloq -e false

Answer: C

NEW QUESTION 41
How many IPs are required when deploying a highly available NSX Management Cluster with VIP in a production environment?

00 w»
A WO O

Answer: D

NEW QUESTION 44
Which Network and Security virtualization solution provides network hybridity and mobility?

A. VMware HCX

B. VMware Tanzu Service Mesh
C. NSX Advanced Load Balancer
D. NSX Intelligence

Answer: A

NEW QUESTION 49
An NSX administrator is configuring the KVM hypervisor host as a transport node and wants to apply the Failover Order as a NIC teaming policy.
Which profile allows the administrator to configure the NIC Teaming policy as Failover Order?

A. N-VDS/VDS Profile

B. Transport Node Profile
C. Host Switch Profile

D. Uplink Profile

Answer: D

NEW QUESTION 54

Which NSX CLI command is used to check the GENEVE tunnel status on ESXi transport node?
A. get host-switch <Host-Switch-Name> tunnels

B. get transport-node tunnel status

C. get host-switch <Host-Switch-Name> tunnel status

D. get transport-node tunnel state

Answer: A
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Explanation:
https://vdc-download.vmware.com/vmwb-repository/dcr-public/cc42e3cl-eb34-4567-a916-147e79798957/8264

NEW QUESTION 56
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