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NEW QUESTION 1

Study the following log extract and identify the attack.
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A. Hexcode Attack
B. Cross Site Scripting

C. Multiple Domain Traversal Attack
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D. Unicode Directory Traversal Attack

Answer: D

NEW QUESTION 2

AckK: OxX1CBO9TF156

64
=F
73
63
2E
65
62
65
20
2E
63
70
73
2A
2E
4D
T
41
2E
1D
77
62
43
2D
11
51
4F
OA

63
=E
9
2B
31
2F
69
&7
61
6D
61
70
2D
oD
30
53
73
57
30
53
73
ZE
&6F
11
53
51
s0
41

eF
=E
65
64
ob
67
74
aC
70
73
74
6C
70
OA
20
49
20
65
20
99
Z0
77
6E
&C
50
SA
4%
S0

2E
cQo
&b
69
04
69
6D
20
70
ol i
69
69
(3
41
28
a5
39
GE
28
45
39
69
&6E
&9
53
55
4D
]E

2E
AF
33
72
41

Wit

co
<E
32
2B
63
2C
70
6D
(3=
78
6E
61
(=]
63
6F
35
29
3A
&F
35
29
65
63
(3]
53

AF

o N

LU

=] B O N
MWW e 0D QW

ooy 0 O v O =)
me o mMmeont L

oD

48 4E

41
40

17216.1.106:80

Ox2238 TcpLen: 20

2E
=F
63
IA
65
69
20
67
61
65
&D
3
70
70
70
30
OA
4D
70
30
DA
72

What does the following command in netcat do? nc -l -u -p55555 < /etc/passwd

A. logs the incoming connections to /etc/passwd file
B. loads the /etc/passwd file to the UDP port 55555

C. grabs the /etc/passwd file when connected to UDP port 55555
D. deletes the /etc/passwd file when connected to the UDP port 55555

Answer: C

NEW QUESTION 3

GET /meade/.....
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Which of the following is the structure designed to verify and authenticate the identity of individuals within the enterprise taking part in a data exchange?

A. SOA
B. biometrics
C. single sign on
D. PKI

Answer: D

NEW QUESTION 4

Which of the following tools can be used to perform a zone transfer?

A. NSLookup
B. Finger
C. Dig

D. Sam Spade

E. Host
F. Netcat
G. Neotrace
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Answer: ACDE

NEW QUESTION 5
One of your team members has asked you to analyze the following SOA record. What is the version? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu
(200302028 3600 3600 604800 2400.) (Choose four.)

A. 200303028
B. 3600

C. 604800

D. 2400

E. 60

F. 4800

Answer: A

NEW QUESTION 6
When discussing passwords, what is considered a brute force attack?

A. You attempt every single possibility until you exhaust all possible combinations or discover the password
B. You threaten to use the rubber hose on someone unless they reveal their password

C. You load a dictionary of words into your cracking program

D. You create hashes of a large number of words and compare it with the encrypted passwords

E. You wait until the password expires

Answer: A

NEW QUESTION 7
Which of the following describes the characteristics of a Boot Sector Virus?

A. Modifies directory table entries so that directory entries point to the virus code instead of the actual program.
B. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR.

C. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR.

D. Overwrites the original MBR and only executes the new virus code.

Answer: C

NEW QUESTION 8

DNS cache snooping is a process of determining if the specified resource address is present in the DNS cache records. It may be useful during the examination of
the network to determine what software update resources are used, thus discovering what software is installed.

What command is used to determine if the entry is present in DNS cache?

A. nslookup -fullrecursive update.antivirus.com
B. dnsnooping —rt update.antivirus.com

C. nslookup -norecursive update.antivirus.com
D. dns --snoop update.antivirus.com

Answer: C

NEW QUESTION 9
env x="(){ :;};echo exploit’ bash —c ‘cat/etc/passwd’
What is the Shellshock bash vulnerability attempting to do on a vulnerable Linux host?

A. Removes the passwd file

B. Changes all passwords in passwd
C. Add new user to the passwd file
D. Display passwd content to prompt

Answer: D

NEW QUESTION 10

Suppose your company has just passed a security risk assessment exercise. The results display that the risk of the breach in the main company application is
50%. Security staff has taken some measures and

implemented the necessary controls. After that, another security risk assessment was performed showing that risk has decreased to 10%. The risk threshold for
the application is 20%. Which of the following risk decisions will be the best for the project in terms of its successful continuation with the most business profit?

A. Accept the risk

B. Introduce more controls to bring risk to 0%
C. Mitigate the risk

D. Avoid the risk

Answer: A

NEW QUESTION 10
What port number is used by LDAP protocol?
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A. 110
B. 389
C. 464
D. 445

Answer: B

NEW QUESTION 11
Which of the following tools is used to detect wireless LANs using the 802.11a/b/g/n WLAN standards on a linux platform?

A. Kismet

B. Abel

C. Netstumbler
D. Nessus

Answer: A

NEW QUESTION 12

Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his company's email server based on analysis
of a suspicious connection from the email server to an unknown IP Address.

What is the first thing that Nedved needs to do before contacting the incident response team?

A. Leave it as it Is and contact the incident response te3m right away
B. Block the connection to the suspicious IP Address from the firewall
C. Disconnect the email server from the network

D. Migrate the connection to the backup email server

Answer: C

NEW QUESTION 15
Gavin owns a white-hat firm and is performing a website security audit for one of his clients. He begins by running a scan which looks for common
misconfigurations and outdated software versions. Which of the following tools is he most likely using?

A. Nikto

B. Nmap

C. Metasploit
D. Armitage

Answer: B

NEW QUESTION 20

When a normal TCP connection starts, a destination host receives a SYN (synchronize/start) packet from a source host and sends back a SYN/ACK (synchronize
acknowledge). The destination host must then hear an ACK (acknowledge) of the SYN/ACK before the connection is established. This is referred to as the "TCP
three-way handshake." While waiting for the ACK to the SYN ACK, a connection queue of finite size on the destination host keeps track of connections waiting to
be completed. This queue typically empties quickly since the ACK is expected to arrive a few milliseconds after the SYN ACK.

How would an attacker exploit this design by launching TCP SYN attack?

A. Attacker generates TCP SYN packets with random destination addresses towards a victim host
B. Attacker floods TCP SYN packets with random source addresses towards a victim host

C. Attacker generates TCP ACK packets with random source addresses towards a victim host

D. Attacker generates TCP RST packets with random source addresses towards a victim host

Answer: B

NEW QUESTION 23
What type of analysis is performed when an attacker has partial knowledge of inner-workings of the application?

A. Black-box
B. Announced
C. White-box
D. Grey-box

Answer: D

NEW QUESTION 28
What is the proper response for a NULL scan if the port is open?

A. SYN
B. ACK
C. FIN
D. PSH
E. RST
F. No response

Answer: F
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NEW QUESTION 33

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com", the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts

Answer: D

NEW QUESTION 35
You have successfully comprised a server having an IP address of 10.10.0.5. You would like to enumerate all machines in the same network quickly.
What is the best Nmap command you will use?

A. nmap -T4 -q 10.10.0.0/24
B. nmap -T4 -F 10.10.0.0/24
C.nmap -T4 -r 10.10.1.0/24

D. nmap -T4 -O 10.10.0.0/24

Answer: B

NEW QUESTION 40

While examining audit logs, you discover that people are able to telnet into the SMTP server on port 25. You would like to block this, though you do not see any
evidence of an attack or other wrong doing. However, you are concerned about affecting the normal functionality of the email server. From the following options
choose how best you can achieve this objective?

A. Block port 25 at the firewall.

B. Shut off the SMTP service on the server.

C. Force all connections to use a username and password.
D. Switch from Windows Exchange to UNIX Sendmail.

E. None of the above.

Answer: E

NEW QUESTION 45
How can you determine if an LM hash you extracted contains a password that is less than 8 characters long?

A. There is no way to tell because a hash cannot be reversed
B. The right most portion of the hash is always the same

C. The hash always starts with AB923D

D. The left most portion of the hash is always the same

E. A portion of the hash will be all 0's

Answer: B

NEW QUESTION 49
What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network is comprised of Windows NT, 2000,
and XP?

A. 110
B. 135
C. 139
D. 161
E. 445
F. 1024

Answer: BCE

NEW QUESTION 54
When analyzing the IDS logs, the system administrator noticed an alert was logged when the external router was accessed from the administrator's Computer to
update the router configuration. What type of an alert is this?

A. False negative
B. True negative
C. True positive

D. False positive

Answer: D

NEW QUESTION 55

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving the information in the message vulnerable
to being read by an unauthorized person. SMTP can upgrade a connection between two mail servers to use TLS. Email transmitted by SMTP over TLS is

encrypted. What is the name of the command used by SMTP to transmit email over TLS?

A. OPPORTUNISTICTLS
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B. UPGRADETLS
C. FORCETLS
D. STARTTLS

Answer: D

NEW QUESTION 59
An attacker runs netcat tool to transfer a secret file between two hosts.
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He is worried about information being sniffed on the network.
How would the attacker use netcat to encrypt the information before transmitting onto the wire?

A. Machine A: netcat -l -p -s password 1234 < testfileMachine B: netcat <machine A IP> 1234

B. Machine A: netcat -1 -e magickey -p 1234 < testfileMachine B: netcat <machine A IP> 1234

C. Machine A: netcat -1 -p 1234 < testfile -pw passwordMachine B: netcat <machine A IP> 1234 -pw password
D. Use cryptcat instead of netcat

Answer: D

NEW QUESTION 63
Your company was hired by a small healthcare provider to perform a technical assessment on the network. What is the best approach for discovering
vulnerabilities on a Windows-based computer?

A. Use the built-in Windows Update tool

B. Use a scan tool like Nessus

C. Check MITRE.org for the latest list of CVE findings
D. Create a disk image of a clean Windows installation

Answer: B

NEW QUESTION 64
You need a tool that can do network intrusion prevention and intrusion detection, function as a network sniffer, and record network activity, what tool would you

most likely select?

A. Nmap

B. Cain & Abel
C. Nessus

D. Snort

Answer: D

NEW QUESTION 67

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a Demilitarized Zone (DMZ) and a second DNS server
on the internal network.

What is this type of DNS configuration commonly called?

A. DynDNS

B. DNS Scheme
C. DNSSEC

D. Split DNS

Answer: D

NEW QUESTION 68
What is one of the advantages of using both symmetric and asymmetric cryptography in SSL/TLS?

A. Supporting both types of algorithms allows less-powerful devices such as mobile phones to use symmetric encryption instead.
B. Symmetric algorithms such as AES provide a failsafe when asymmetric methods fail.

C. Symmetric encryption allows the server to security transmit the session keys out-of-band.

D. Asymmetric cryptography is computationally expensive in compariso

E. However, it is well-suited to securely negotiate keys for use with symmetric cryptography.

Answer: A

NEW QUESTION 70

Bob, a network administrator at BigUniversity, realized that some students are connecting their notebooks in the wired network to have Internet access. In the
university campus, there are many Ethernet ports available for professors and authorized visitors but not for students.

He identified this when the IDS alerted for malware activities in the network. What should Bob do to avoid this problem?

A. Disable unused ports in the switches

B. Separate students in a different VLAN

C. Use the 802.1x protocol

D. Ask students to use the wireless network

Answer: C
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NEW QUESTION 72

Let's imagine three companies (A, B and C), all competing in a challenging global environment. Company A and B are working together in developing a product
that will generate a major competitive advantage for them. Company A has a secure DNS server while company B has a DNS server vulnerable to spoofing. With
a spoofing attack on the DNS server of company B, company C gains access to outgoing e-mails from company B. How do you prevent DNS spoofing?

A. Install DNS logger and track vulnerable packets
B. Disable DNS timeouts

C. Install DNS Anti-spoofing

D. Disable DNS Zone Transfer

Answer: C

NEW QUESTION 73
Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires over the network.
Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNMPUtil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser
E. NMap

Answer: ABD

NEW QUESTION 76

Bob, a system administrator at TPNQM SA, concluded one day that a DMZ is not needed if he properly configures the firewall to allow access just to servers/ports,
which can have direct internet access, and block the access to workstations.

Bob also concluded that DMZ makes sense just when a stateful firewall is available, which is not the case of TPNQM SA.

In this context, what can you say?

A. Bob can be right since DMZ does not make sense when combined with stateless firewalls
B. Bob is partially righ

C. He does not need to separate networks if he can create rules by destination IPs, one by one
D. Bob is totally wron

E. DMZ is always relevant when the company has internet servers and workstations

F. Bob is partially righ

G. DMZ does not make sense when a stateless firewall is available

Answer: C

NEW QUESTION 80
PGP, SSL, and IKE are all examples of which type of cryptography?

A. Digest

B. Secret Key

C. Public Key

D. Hash Algorithm

Answer: C

NEW QUESTION 83

The Payment Card Industry Data Security Standard (PCl DSS) contains six different categories of control objectives. Each objective contains one or more
requirements, which must be followed in order to achieve compliance. Which of the following requirements would best fit under the objective, "Implement strong
access control measures"?

A. Regularly test security systems and processes.

B. Encrypt transmission of cardholder data across open, public networks.

C. Assign a unique ID to each person with computer access.

D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Answer: C

NEW QUESTION 87

Which of the following programs is usually targeted at Microsoft Office products?
A. Polymorphic virus

B. Multipart virus

C. Macro virus

D. Stealth virus

Answer: C

NEW QUESTION 88

An attacker, using a rogue wireless AP, performed an MITM attack and injected an HTML code to embed a malicious applet in all HTTP connections.
When users accessed any page, the applet ran and exploited many machines. Which one of the following tools the hacker probably used to inject HTML code?
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A. Wireshark
B. Ettercap

C. Aircrack-ng
D. Tcpdump

Answer: B

NEW QUESTION 92

Matthew, a black hat, has managed to open a meterpreter session to one of the kiosk machines in Evil Corp’s lobby. He checks his current SID, which is

S-1-5-21-1223352397-1872883824-861252104-501. What needs to happen before Matthew has full administrator access?

A. He must perform privilege escalation.

B. He needs to disable antivirus protection.

C. He needs to gain physical access.

D. He already has admin privileges, as shown by the “501” at the end of the SID.

Answer: A

NEW QUESTION 94

Which type of security feature stops vehicles from crashing through the doors of a building?
A. Bollards

B. Receptionist

C. Mantrap

D. Turnstile

Answer: A

NEW QUESTION 96

Although FTP traffic is not encrypted by default, which layer 3 protocol would allow for end-to-end encryption of the connection?

A. SFTP
B. Ipsec
C. SSL

D. FTPS

Answer: B

NEW QUESTION 100
Switches maintain a CAM Table that maps individual MAC addresses on the network to physical ports on the switch.

=1 athl

:85:15 13:15:5a:6:45:0d 0.0.0.0.25684 > 0.0.0.0.86254: S 2650741236:1235486715(0) win 512
4d4: 3 ab:4c:od:5f:ad:od 0.0.0.0.12387 > 0.0.0.0.TEEZ: 5 1230569742 : TE2S563145(0) win 512
125:95 66:ab:6d:4:b2:85 0.0.0.0.45638 > 0.0.0.0.4568: 5 123587152 :456312589(0) win 512

i85:12ia0:2 12:85:20:52:41: 0.0.0.0.42358 > 0.0.0.0.35842: 5 3256789512 : 3568742158 (0) win 512
ald:5c:52:af 82:12:41:1:ac:d6 0.0.0.0.45213 > 0.0.0.0.2358: 5 J684125687: 1256874125 (0) win 512
rarhS:8o:6d: 2a Satoc:f6:41:8ddf 0.0.0.0.12354 > 0.0.0.0.78521: § 1236542358 3698521475(0) wim 512
42 ia0:85:05:96 ab:SfiadiSd:12:aa 0.0.0.0.123 > 0.0.0.0.12369: 5§ 8523695412:8523698742 (0) win 512
yled ;e :Sa: Nl ad ad:ad:50:dd:e%9iad 0.0.0.0.23685 > 0.0.0.0.45686: S ZI6A54125: 365145752 (0) wim 512
JiaS:la:25:21a 25:35:a8:5d:af:fe 0.0.0.0.23685 > 0.0.0.0.85236: S BE2AST4125:3698521456(0) win 512

)

In MAC flooding attack, a switch is fed with many Ethernet frames, each containing different source MAC addresses, by the attacker. Switches have a limited

memory for mapping various MAC addresses to physical ports. What happens when the CAM table becomes full?

A. Switch then acts as hub by broadcasting packets to all machines on the network

B. The CAM overflow table will cause the switch to crash causing Denial of Service

C. The switch replaces outgoing frame switch factory default MAC address of FF:FF:FF:FF.FF.FF
D. Every packet is dropped and the switch sends out SNMP alerts to the IDS port

Answer: A

NEW QUESTION 104

What is the algorithm used by LM for Windows2000 SAM?
A. MD4

B. DES

C. SHA

D. SSL

Answer: B
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NEW QUESTION 106
What is the known plaintext attack used against DES which gives the result that encrypting plaintext with one DES key followed by encrypting it with a second DES
key is no more secure than using a single key?

A. Man-in-the-middle attack
B. Meet-in-the-middle attack
C. Replay attack

D. Traffic analysis attack

Answer: B

NEW QUESTION 111

You are a Network Security Officer. You have two machines. The first machine (192.168.0.99) has snort installed, and the second machine (192.168.0.150) has
kiwi syslog installed. You perform a syn scan in your network, and you notice that kiwi syslog is not receiving the alert message from snort. You decide to run
wireshark in the snort machine to check if the messages are going to the kiwi syslog machine. What Wireshark filter will show the connections from the snort
machine to kiwi syslog machine?

A. tcp.sreport= = 514 && ip.src= = 192.168.0.99
B. tcp.srcport= = 514 && ip.src= = 192.168.150
C. tcp.dstport= = 514 && ip.dst==192.168.0.99
D. tcp.dstport= = 514 && ip.dst= = 192.168.0.150

Answer: D

NEW QUESTION 114

You have retrieved the raw hash values from a Windows 2000 Domain Controller. Using social engineering, you come to know that they are enforcing strong
passwords. You understand that all users are required to use passwords that are at least 8 characters in length. All passwords must also use 3 of the 4 following
categories: lower case letters, capital letters, numbers and special characters. With your existing knowledge of users, likely user account names and the possibility
that they will choose the easiest passwords possible, what would be the fastest type of password cracking attack you can run against these hash values and still
get results?

A. Online Attack

B. Dictionary Attack
C. Brute Force Attack
D. Hybrid Attack

Answer: D

NEW QUESTION 119
The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the Central Processing Unit (CPU), rather than passing only
the frames that the controller is intended to receive. Which of the following is being described?

A. Multi-cast mode

B. Promiscuous mode
C. WEM

D. Port forwarding

Answer: B

NEW QUESTION 124
Study the snort rule given below and interpret the rule. alert tcp any any -->192.168.1.0/24 111 (content:"|00 01 86 a5|"; msG. "mountd access";)

A. An alert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP on port 111

B. An alert is generated when any packet other than a TCP packet is seen on the network and destined for the 192.168.1.0 subnet

C. An alert is generated when a TCP packet is originated from port 111 of any IP address to the 192.168.1.0 subnet

D. An alert is generated when a TCP packet originating from any IP address is seen on the network and destined for any IP address on the 192.168.1.0 subnet on
port 111

Answer: D

NEW QUESTION 127
Which of the following tools can be used for passive OS fingerprinting?

A. nmap

B. tcpdump
C. tracert
D. ping

Answer: B

NEW QUESTION 128

Which results will be returned with the following Google search query? site:target.com — site:Marketing.target.com accounting

A. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word accounting.
B. Results matching all words in the query.

C. Results for matches on target.com and Marketing.target.com that include the word “accounting”
D. Results matching “accounting” in domain target.com but not on the site Marketing.target.com
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Answer: D

NEW QUESTION 130
What is the BEST alternative if you discover that a rootkit has been installed on one of your computers?

A. Copy the system files from a known good system
B. Perform a trap and trace

C. Delete the files and try to determine the source
D. Reload from a previous backup

E. Reload from known good media

Answer: E

NEW QUESTION 131

Fred is the network administrator for his company. Fred is testing an internal switch.

From an external IP address, Fred wants to try and trick this switch into thinking it already has established a session with his computer. How can Fred accomplish
this?

A. Fred can accomplish this by sending an IP packet with the RST/SIN bit and the source address of his computer.
B. He can send an IP packet with the SYN bit and the source address of his computer.

C. Fred can send an IP packet with the ACK bit set to zero and the source address of the switch.

D. Fred can send an IP packet to the switch with the ACK bit and the source address of his machine.

Answer: D

NEW QUESTION 136
Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs?

A. Nikto
B. John the Ripper
C. Dsniff
D. Snort

Answer: A

NEW QUESTION 140
DHCP snooping is a great solution to prevent rogue DHCP servers on your network. Which security feature on switchers leverages the DHCP snooping database
to help prevent man-in-the-middle attacks?

A. Spanning tree

B. Dynamic ARP Inspection (DAI)

C. Port security

D. Layer 2 Attack Prevention Protocol (LAPP)

Answer: B

NEW QUESTION 145
What is a NULL scan?

A. A scan in which all flags are turned off

B. A scan in which certain flags are off

C. A scan in which all flags are on

D. A scan in which the packet size is set to zero
E. A scan with an illegal packet size

Answer: A

NEW QUESTION 146
Peter is surfing the internet looking for information about DX Company. Which hacking process is Peter doing?

A. Scanning

B. Footprinting

C. Enumeration

D. System Hacking

Answer: B

NEW QUESTION 148
These hackers have limited or no training and know how to use only basic technigues or tools. What kind of hackers are we talking about?

A. Black-Hat Hackers A
B. Script Kiddies

C. White-Hat Hackers
D. Gray-Hat Hacker
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Answer: C

NEW QUESTION 149
is a set of extensions to DNS that provide the origin authentication of DNS data to DNS clients (resolvers) so as to reduce the threat of DNS poisoning, spoofing,
and similar types of attacks.

A. DNSSEC

B. Resource records
C. Resource transfer
D. Zone transfer

Answer: A

NEW QUESTION 151
Internet Protocol Security IPsec is actually a suite pf protocols. Each protocol within the suite provides different functionality. Collective IPsec does everything
except.

A. Protect the payload and the headers
B. Encrypt

C. Work at the Data Link Layer

D. Authenticate

Answer: D

NEW QUESTION 152
What does a firewall check to prevent particular ports and applications from getting packets into an organization?

A. Transport layer port numbers and application layer headers
B. Presentation layer headers and the session layer port numbers
C. Network layer headers and the session layer port numbers
D. Application layer port numbers and the transport layer headers

Answer: A

NEW QUESTION 157
What does the —oX flag do in an Nmap scan?

A. Perform an eXpress scan

B. Output the results in truncated format to the screen
C. Output the results in XML format to a file

D. Perform an Xmas scan

Answer: C

NEW QUESTION 161
Identify the web application attack where the attackers exploit vulnerabilities in dynamically generated web pages to inject client-side script into web pages viewed
by other users.

A. LDAP Injection attack

B. Cross-Site Scripting (XSS)

C. SQL injection attack

D. Cross-Site Request Forgery (CSRF)

Answer: B

NEW QUESTION 164

A company's policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect some employees are still performing file
transfers using unencrypted protocols because the employees do not like changes. You have positioned a network sniffer to capture traffic from the laptops used
by employees in the data ingest department. Using Wire shark to examine the captured traffic, which command can be used as a display filter to find unencrypted
file transfers?

A. tcp.port 1= 21
B. tcp.port = 23
C. tcp.port ==21
D. tcp.port ==21 || tcp.port ==22

Answer: D

NEW QUESTION 167

During the process of encryption and decryption, what keys are shared? During the process of encryption and decryption, what keys are shared?
A. Private keys

B. User passwords

C. Public keys
D. Public and private keys

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 312-50v11 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/312-50v11-dumps.html (254 Q&AS)

Answer: C

NEW QUESTION 170
E- mail scams and mail fraud are regulated by which of the following?

18 U.S.

pa

. 1030 Fraud and Related activity in connection with Computers

18 U.S.

pa

1029 Fraud and Related activity in connection with Access Devices
.18 U.S.

. pa

I. 1362 Communication Lines, Stations, or Systems

J. 18 U.S.

K. pa

L. 2510 Wire and Electronic Communications Interception and Interception of Oral Communication

ITOmMmMoOOw>

Answer: A

NEW QUESTION 171
You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be using LM Brute force hacking tool for decryption. What encryption
algorithm will you be decrypting?

A. MD4
B. DES
C. SHA
D. SSL

Answer: B

NEW QUESTION 172
Null sessions are un-authenticated connections (not using a username or password.) to an NT or 2000 system. Which TCP and UDP ports must you filter to check
null sessions on your network?

A. 137 and 139
B. 137 and 443
C. 139 and 443
D. 139 and 445

Answer: D

NEW QUESTION 173

While using your bank’s online servicing you notice the following string in the URL bar:

“http: // www. MyPersonalBank. com/ account?id=368940911028389&Damount=10980&Camount=21"

You observe that if you modify the Damount & Camount values and submit the request, that data on the web page reflects the changes.
Which type of vulnerability is present on this site?

A. Cookie Tampering

B. SQL Injection

C. Web Parameter Tampering
D. XSS Reflection

Answer: C

NEW QUESTION 176
The tools which receive event logs from servers, network equipment, and applications, and perform analysis and correlation on those logs, and can generate
alarms for security relevant issues, are known as what?

A. network Sniffer

B. Vulnerability Scanner

C. Intrusion prevention Server

D. Security incident and event Monitoring

Answer: D

NEW QUESTION 178

If a tester is attempting to ping a target that exists but receives no response or a response that states the destination is unreachable, ICMP may be disabled and
the network may be using TCP. Which other option could the tester use to get a response from a host using TCP?

A. Traceroute

B. Hping

C. TCP ping

D. Broadcast ping

Answer: B
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NEW QUESTION 180
Which definition among those given below best describes a covert channel?

A. A server program using a port that is not well known.

B. Making use of a protocol in a way it is not intended to be used.

C. It is the multiplexing taking place on a communication link.

D. It is one of the weak channels used by WEP which makes it insecure

Answer: B

NEW QUESTION 184

What hacking attack is challenge/response authentication used to prevent?

A. Replay attacks

B. Scanning attacks

C. Session hijacking attacks

D. Password cracking attacks

Answer: A

NEW QUESTION 189

Why is a penetration test considered to be more thorough than vulnerability scan?

A. Vulnerability scans only do host discovery and port scanning by default.

B. A penetration test actively exploits vulnerabilities in the targeted infrastructure, while a vulnerability scan does not typically involve active exploitation.
C. Itis not — a penetration test is often performed by an automated tool, while a vulnerability scan requires active engagement.

D. The tools used by penetration testers tend to have much more comprehensive vulnerability databases.

Answer: B

NEW QUESTION 192
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