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NEW QUESTION 1
In a Cisco SD-WAN architecture, what is the role of the WAN Edge?

A. It provides orchestration to assist in automatic provisioning of WAN Edge routers and overlay
B. It is the management plane responsible for centralized configuration and monitoring

C. Itis the control plane that builds and maintains network topology

D. It is the data plane that is responsible for forwarding traffic

Answer: D

Explanation:
Cisco WAN Edge routers are responsible for establishing the network fabric and
forwarding traffic. Cisco WAN Edge routers come in multiple forms, virtual and

NEW QUESTION 2

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 3
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over a SMTP connection
B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 4
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 5
Refer to the exhibit

vManage
(-2) A (-2) 209.165.201.0.0/28
eth1 {1 eth0 Transport
. (.14)
10.1»*:;;:‘:.:!;24 S 010 :‘.:
HQ
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etho wm
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vManage vBond
system system
system-ip 10.10.10.101 system-ip 10.10.10.103
host-name wvManage host-name wvBond
site-id 1 site-id 1
clock timezone Europe/London clock timezone Europe/London
vbond 209.165.201.3 vbond 209.165.201.3 local
organization-name Cisco.com organizatien-name wviptela.com
1 1
vpn 0 vpn 0
interface ethl interface gel/0
ip address 209.165.201.1/28 ip address 209.165.201.3/28
no shut no shut
tunnel-interface tunnel-interface
allow-service all encapsulation ipsec
ip route 0.0.0.0/0 209.165.201.14 allow-service all
! ip route 0.0.0.0/0 209.165.201.14
commit :
commit

vManage and vBond have an issue establishing a connection with each other Which action resolves the issue?
A. Reconfigure the system IPs to belong to the same subnet

B. Change the organization name on both controllers to match vipteta.com.

C. Remove the encapsulation ipsec command under the tunnel interface of vBond

D. Configure the encapsulation ipsec command under the tunnel interface on vManage

Answer: B

Explanation:

https://community.cisco.com/t5/sd-wan-and-cloud-networking/encapsulation-ipsec-on-vbond/td-p/4451149 "encapsulation" command under vBond tunnel-interface

has no meaning and effect.

NEW QUESTION 6
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

» Application visibility and granular control

» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 7

Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 8

Which two image formats are supported for controller codes? (Choose two.)
A. .nxos
B. .qcow?2
C. .ova
D. .bin

E. Tgz

Answer: BC

NEW QUESTION 9

The Leader of IT Certification

visit - https://www.certleader.com



CertLeaderw 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader
Toader of IT Corlifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 10
Refer to the exhibit.

Q Q
Customer (ﬁe’@?@
XYZ
Ge0/2 Ge0/2
TLOC Extension
Ge0/3 Ge0/3

R1 R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them
for load balancing toward the hub site. Which configuration achieves this objective?
R1
interface gel'2
ip address 43.43.43.2/30
tloc-extension gel/D

interface gel/
ip address 34.34 24 1/30
tunnel-interface
color mpis

i)

R2

interface ged/2
ip address 43.43.43.1/30
tunnel-interface

color public-internst

interface gel/d
ip address 34.34.34. /30
tioc-extension gel/0

R1

interface ge0/2
ip address 43.43.43 2730
tloc-extension gel/0

interface ged/d
ip address 34.34.34.2/30
tioc-extension ged/0

R2
interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

inmterface ged/3
ip address 34,34.34.1/30
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R1

interface gel/2
|p address 43.43.42.2/130
tloc-extension ged/0

interface gel/d
ip address 34.34 34.2/30
L. toc-extension ged0

R2
interface gel/2
ip address 43.43.43.1/30

interface gel/3
ip address 34 34 .34 1/30

R1
interface ged/2
ip address 43.43.43.2/30
tloc-extension gel/0

interface ged/d
ip address 34.34_34.1°30
tunnel-interface

. color mpls
|
R2
interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

interface gel/d
ip address 34.34 34 2730
tioc-extension gel/2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 10
Which secure connection should be used to access the REST APIs through the Cisco vManage web server?

A. HTTP inspector interface
B. authenticated HTTPS

C. authenticated DTLS

D. JSON Inspector interface

Answer: B

Explanation:
https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650

NEW QUESTION 15
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2
NEW QUESTION 19

When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?
A. two

B. four

C.one

D. three

Answer: C

NEW QUESTION 24

An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?
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policy
control-policy Route_Leaking
segUence 1
match route
vpn-list VPN_T3
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VEN_50
sequence 11
match route
vpn-list VPN_S0
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN _T73
default-action accept

policy
control-policy Route_Leaking
sgquence 1
match route
VEN_T3
prefix-list _AnylpvdPrefixList
export-to VEN_50
sequence 11
mateh route
VPN_50
prefix-list _AnylpvdPrefixList
export-to VPN_T73
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPMN_ALL
prefig-list _AnylpvdPrefixList
action accept
export-to VPMN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPN_S0VPN_T73
prefix-list _AnylpvdPrefixList
action accept
axport-to VPN_T3 VPN_50

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 27
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C.VPNO
D. VPN 512

Answer: C

Explanation:
transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuning a static default gateway (most

NEW QUESTION 31
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging
Answer: B

NEW QUESTION 33
Refer to the exhibit.
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The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh IPsec tunnels between all colors with branches over MPLS and

Internet circuits. The branch ts configured with:

viptela-system system

device-model vedge-cloud

host-nam vEdge-Cloud
location CA

system-ip 10444
domain-id 1

3ite-id 1

organization-name ABC
clock imezone U
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restant

vpn 512

interface eth0
ip address 10.0.0.1/24
no shutdown

Which configuration meets the requirement?

A)

vpn 0
interface ge0/0
description “**" Internet Circuit """
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

interface gel/1
description “** MPLS "**"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls
allow-service all

B)
vpn 0
interface ge0/0
description "™ Internet Circuit "**"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS ="
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all

C)
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vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1
description “** MPLS ***"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all
D)
vpn 0
interface ge0/0
description “*** Internet Circuit ="
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 1
interface gel/
description “** MPLS ™"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mols

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 34

An administrator wants to create a policy to add a traffic policer called "politer-ccnp” to police data traffic on the WAN Edge. Which configuration accomplishes this
task in vSmart?

vpn 1
interface ge 0/4
policer policer-ccnp in

Jpolicy
data-policy policy-ccnp
vpn-list list-conp
sequence number
action accept
sel policer policer-conp

policy
access-list list-conp
Sequence number
achon accepl
policer policer-conp

]

vpn 1
0] interface ge O/4
policer policer-conp out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 35
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations
B. authentication headers

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

C. certificates

D. TPM chip

E. encapsulation security payload
Answer: BE

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software _Features/Release_18.4/Security/01Security Ov

NEW QUESTION 37
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC

Explanation:
https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 40
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol

Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 44

An engineer is troubleshooting a certificate issue on vEdge. Which command is used to verify the validity of the certificates?

A. show control local-properties
B. show control summary

C. show certificate installed

D. show certificate status

Answer: A

NEW QUESTION 46
Refer to the exhibit.
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policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tloc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
! 1
site-list sites-region-west action accept
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
sile-list dc-sites default-action accept
site-id 100-101 !
i
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
sel out
tioc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 47
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?
vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 51
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 53

Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?
A)

{

Crsco vllarage

B)
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Craco vManage

Caco vMarage

wutred Satus (Total §

N LT R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices
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NEW QUESTION 56
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D
NEW QUESTION 58

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant
name field?

D

4
28
56

cow>
NP

Answer: B

Explanation:

nter a name 1or the tenant. It Can De Up to 126 CnardCters ana can contain only alpnanumeric cnaracters

NEW QUESTION 59
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 62
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy

B. central data policy
C. app-aware policy

D. central control policy

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h

NEW QUESTION 67
Refer to the exhibit.
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An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R1007?

A. 100 10666

B. 100 20 104

C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 69

Which API call retrieves a list of all devices in the network?

A. https://lvmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges

NEW QUESTION 71
Refer to the exhibit

jataull-achon accef

et 9

from-vamart lists vpn-hst 1

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1

Answer: B
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 76
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
B)
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Section Parameter Type Variable/value
Basic configuration  Numberof paths  Global 16
advertised per
prefis
Advertise Radio Global Off
Static Global Off
C)
Section Parameter Type Variable/value
Sarver HostnamelP Global 10.4.48.13
Address
VPNID Global 1
Source interface  Global loopbackD
D)
Section Parameter Type Variablelvalue
Basic configuration VPN Global 512
Name Gilobal Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Mext Hop
Mext Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 78
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 81

Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?
A. Real Time

B. System Status

C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the configured services on the Real Time monitoring page (Monitor > Network > hub-device > Real Time). For Device Options, select OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 85
At which layer does the application-aware firewall block applications on a WAN Edge?
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NEW QUESTION 90
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:
The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to

TI

the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS

LATA K]

ontrol connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN

|

Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

NEW QUESTION 92
Which feature allows reachability to an organization’s internally hosted application for an active DNS security policy on a device?

A. local domain bypass

B. DHCP option 6

C. DNSCrypt configurator
D. data pokey with redirect

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/umbrell
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NEW QUESTION 95

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 99

Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?
A. vBond

B. WAN Edge

C. vSmart

D. vManage

Answer: A

NEW QUESTION 100
Refer to the exhibit.
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Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server

B. Generate a CSR manually on the WAN Edge

C. Request a certificate manually from the Enterprise CA server

D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.

NEW QUESTION 105
Refer to the exhibit.

#Branch1-Edgel #Branchl-Edge2
vpn O vpn 0
|
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension ge0/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?
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A interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
no shutdown

B interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

C interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tioc-extension ge0/2

D interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
miu 1496
tloc-extension ge0/2
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 106
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 110
Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable
B. no system logging disk local
C. system logging disk disable
D. system logging server remote

Answer: A

NEW QUESTION 113

Which two services are critical for zero touch provisioning on-boarding? (Choose two)
A. SNMP

B. DNS
C. DHCP
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D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 117
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows

traffic flow between two zones destination zone

grouping of VPNs where the data

traffic flows originate firewall policy

container that associates

source zone
forwarding and blocking decisions
grouping of VPNs where the data zone pair
traffic flows terminate

A. Mastered
B. Not Mastered
Answer: A
Explanation:
¢ Source zona—A grouping of VPNs where the data traffic flows originate, .
+ Dstination 20ne—# grouping of VPNs where the data trafic flows terminate. A VPN can be part of only one zone

Zone-based firewall policy—A dats policy, similar to  localized data policy, that defines the conditions that the dat3

traffic flow from the source zone must match to allow the flaw to continue to the destination zone. Zone-based firewells can match IP prefixes, IP ports, an

protocois TCP, UDP, and ICMP. Matching flows :;r:a:,::':::d-:':*:: ed, and the packet hezders can be loggea. .‘-{t-rf:'-s‘.:h-':'“:.'.s;e:’: ped by de
+ Zone palr—A container that 3ssociates a source zone with 3 destination zane and that applies & zone-based firewa!l policy to the traffic that flows betweer

THNGS

&l

NEW QUESTION 119
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A

NEW QUESTION 124
A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer
Prefix List over TLOC and TLOC over Origin?

A. highest to lowest sequence number
B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

Answer: D

Explanation:
A centralized control policy consists of a series of numbered (ordered) sequences of match-action pairs that are evaluated in order, from lowest sequence number fo
highest sequence number. When a route or TLOC matches the match conditions, the associated action or actions are taken and policy evaluation on that packets

stops. Keep this process in mind as you design your policies to ensure that the desired actions are taken on the i’.':--S‘EL'tJj':Lil-.- poticy

If 2 route or TLOC matches no parameters in any of the sequences in the policy configure, it is, by default, rejected and discarded
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NEW QUESTION 128
Which configuration changes the packet loss priority from low to highly?
A)

o

nD
1
—

hp-tralls

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.h

NEW QUESTION 129
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 130

Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?
A.TLS

B. BFD

C. OMP

D. BGP

Answer: B

NEW QUESTION 132

WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
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B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 135
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 136
Refer to the exhibit

vBond

MNAT Internet

vEdge vSmart

Which configuration sets up direct Internet access for VPN 1?
vpn 1

iatarfat.a geli
nat
!
na shutdown
vpn 1]
ip route 0.0.0.0/0 vpn 1
vpn 1

interface ged/0
nat

1

;'m shutdown

\I'pl'l 0

|p route 0.0.0.0 vpn 1
vpn 0

i;‘llt'&ﬂﬂl‘:ﬂ gell

: 1p nat

ﬁn- shutdown
vprr 1

ip route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 137
Refer to the exhibit.
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‘Edge-Cloud# vshell
vEdge-Cloud:~% ed /var/log/
vEdge-Cloud: /var/log$
edge-Cloud: /var/log} 1s -1
otal 28992

-rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log

rw-r--r-- 1 basic adm 0 aug 7 15:29 cloud-init. leg
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd

rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern. log

rw-r-—r-- 1 root root 292292 Aaug 9 22:31 lastlog

rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages

rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l

rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb

rwxr-xr-x 2 quagga quagga 4096 Aug 7 15:29 quagga

rvi-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active. log
rw-r==r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-1'--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
- rW-———-—- 1 root root 64064 Nov 22 15:07 tallylog

Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog

-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd

-rw-r--r-- 1 root root 184602 Aug 7 15:29 wvdebug

-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog

rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp

vEdge-Cloud: /var/log$

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages fles. Each time Cisco vManage logs in to
a Cisco vedge device to retneve stabistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time

these messages can il the log flles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsViptela(config-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 141

An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this

task?

A. Create groups of interest

B. Configure network topology.

C. Configure traffic rules.

D. Apply policies to sites and VPNs.
Answer: A

NEW QUESTION 142
Drag and drop the REST API calls from the left onto the functions on the right.
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GET

A. Mastered
B. Not Mastered

Answer: A

Explanation:

DELETE

- GET: Get resource from the server.

- POST: Create resource to the server.

Retrieve of read,

Update an object

Create an object

Remaove an object

- PATCH or PUT: Update existing resource on the server.

- DELETE: Delete existing resource from the server.

NEW QUESTION 144
Refer to the exhibit

] MOMITOR | AUDIT LOG

Wbl = Nbtiaw  afkmrasg @

©og

Certificate:

Data:
Version

The Leader of IT Certification

Server certificate

.

: 1 (0x0)

Serial Number:
d0:d1:£f0:e0:63:52:c9:3a

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=UK,

vManage# show certificate installed

ST=ENG, L=London, O=ABC, CN=SDWAN.lab

Validity
Not Before: Jul 30
Not After Jul 30

19:42:30 2020 GMT
19:42:30 2021 GMT

Subject: C=US, ST=California, L=San Jose, OU=ABC,
O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9££f5-
10e810£9ddab-0.vm

Subject Public Key Info:
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Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

Step! Gerarate the RootCA Cartficate

openssl x505 -reg -inm vmanage_csr \
-CA ROOTCA pem -CAkey ROOTCA key -CAcreateserial
-out vmanage.crt -days 365 -sha2ié

Step2. Install the RootCA Certificala

vManage > Administration > Settings > Controller Carlificate Authonzation >
J Enterprise Rool Centificato

B)
Step1: Generale the RootCA Centificale
openssl x509 -req -in vmanage_csr \
=CA ROOTCA.pem -CAkey ROOTCA.key -CAcreateserial \
-out vmanage.crt -days 365 -shalSE
Step2: Install the RootCA Certificate
vidanage > Administration > Seltings > Controller Certificate Authonzation >
Symantec Auiomated (Recommandad)
©)
Step1: Genarate the RootCA Cartificate
vManage : ~Sopenssl req -x309% -new -nodes -key RODTCA.key -
sha256 -days 2000 \
-subj " /C=UK/ST=ENG/L=London/O=XYZ/CH= SDWAN.lab " \
~out ROOTCA.pem
Step2: Install the RootCA Centificale
vManage > Admmnistralion > Seltings > Controfier Certificate Authonzalion >
Enterprise Root Certificate
D)
Stepl: Gonorato the RootCA Certificate
wManagefopanssl req -x309% -naw -nodes -key ROOTCA key -sha25e
~days 2000 %
-subi “/SCsUK/STENG/ LaLondon /OeABC /Ce SDHAN, lak = &
~out ROOTCA. pom
Step?: Install the RoolCA Certificats
vManaga > Administration > Seltings > Controlar Cartificala Authorization =
Symantec Automated (Recommended)
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step

: - T, oy, o =
y'd new cags e T

o

[
i
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NEW QUESTION 146
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?
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A. VPN

B. control

C. app-route
D. data

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 150
Which two hardware platforms support Cisco I0S XE SD-WAN images" (Choose two)

A. ASR1000 series

B. ISR9300 series

C. vEdge-1000 series
D. ASR9000 series
E. ISR4000 series

Answer: AE

NEW QUESTION 154
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 157

In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?
A. control policy on vManage

B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 160

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version 300-415 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-415-dumps.html (222 Q&AS)

Thank You for Trying Our Product

* 100% Pass or Money Back
All our products come with a 90-day Money Back Guarantee.
* One year free update
You can enjoy free update one year. 24x7 online support.
* Trusted by Millions
We currently serve more than 30,000,000 customers.
* Shop Securely

All transactions are protected by VeriSign!

100% Pass Your 300-415 Exam with Our Prep Materials Via below:

https://www.certl eader.com/300-415-dumps.html

The Leader of IT Certification

visit - https://www.certleader.com


https://www.certleader.com/300-415-dumps.html
http://www.tcpdf.org

