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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C
Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 2
DRAG DROP
Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the right.

Select the chedk box next to the current node, and then dick step 1
Click Save. Step 2
Choose Administration > System > Deployment. -~
Stop 4

Olick Make Primary. —l - :

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 3

Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot

C. posture

D. guest AUP

E. BYOD

Answer: BD

NEW QUESTION 4

Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?
A. Cisco Secure Services Client and Cisco Access Control Server

B. Cisco AnyConnect NAM and Cisco ldentity Service Engine

C. Cisco AnyConnect NAM and Cisco Access Control Server

D. Windows Native Supplicant and Cisco Identity Service Engine

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html

NEW QUESTION 5
Which two fields are available when creating an endpoint on the context visibility page of Cisco ISE? (Choose two.)

A. Security Group Tag

B. Endpoint Family

C. Policy Assignment

D. Identity Group Assignment
E. IP Address

Answer: CD

Explanation:
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Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide 22 chapter_010101.html

NEW QUESTION 6
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS

D. SGACL
E. SXP

Answer: AD

NEW QUESTION 7
When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group nhames?

A. MIB
B. SID
C. MAB
D. TGT

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

NEW QUESTION 8
Which interface-level command is needed to turn on 802.1X authentication?

A. dotlx system-auth-control

B. dotlx pae authenticator

C. aaa server radius dynamic-author

D. authentication host-mode single- host

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/31sg/configuration/guide/conf/dot1x.html

NEW QUESTION 9
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. session-timeout

B. termination-action

C. radius-server timeout
D. idle-timeout

Answer: D

NEW QUESTION 10
Which command displays all 802.1X/MAB sessions that are active on the switch ports of a Cisco Catalyst switch?

A. show authentication sessions interface Gil/0/x output
B. show authentication sessions

C. show authentication sessions output

D. show authentication sessions interface Gi 1/0/x

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-xe-3se-3850-cr-book/sec-s1-xe-3se-3850-cr-
book_chapter_01.html#wp3404908137

NEW QUESTION 10
What are two requirements of generating a single certificate in Cisco ISE by using a certificate provisioning portal, without generating a certificate signing request?
(Choose two.)

A. Enter the IP address of the device.

B. Enter the common hame.

C. Choose the hashing method.

D. Locate the CSV file for the device MAC.
E. Select the certificate template.

Answer: BE

Explanation:
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Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0-Certificate-Provisioning-Portal.html

NEW QUESTION 12
Refer to the exhibit.

A WY , W

A

QT2 Rt

Which command is typed within the CLI of a switch to view the troubleshooting output?

A. show authentication sessions mac 000e.84af.59af details
B. show authentication registrations

C. show authentication interface gigabitethernet2/0/36

D. show authentication sessions method

Answer: A

NEW QUESTION 15
What gives Cisco ISE an option to scan endpoints for vulnerabilities?

A. authentication policy
B. authorization profile
C. authentication profile
D. authorization policy

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_010100.html

NEW QUESTION 20
Which two values are compared by the binary comparison function in authentication that is based on Active Directory?

A. user-presented certificate and a certificate stored in Active Directory

B. MS-CHAPV2 provided machine credentials and credentials stored in Active Directory
C. user-presented password hash and a hash stored in Active Directory

D. subject alternative name and the common name

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/ISE-ADIntegrationDoc/b_ISE-ADIntegration.html

NEW QUESTION 21
Which two methods should a sponsor select to create bulk guest accounts from the sponsor portal? (Choose two.)

A. Known
B. Monthly
C. Daily

D. Imported
E. Random

Answer: AE
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/sponsor_guide/b_spons_SponsorPortalUserGuide_13/b_spons_SponsorPortalUserGuide_13 ¢
hapter_01.html

NEW QUESTION 23

What is the minimum certainty factor when creating a profiler policy?

A. the minimum number that a predefined condition provides

B. the maximum number that a predefined condition provides

C. the minimum number that a device certainty factor must reach to become a member of the profile

D. the maximum number that a device certainty factor must reach to become a member of the profile

Answer: C
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NEW QUESTION 25
What sends the redirect ACL that is configured in the authorization profile back to the Cisco WLC?

A. State attribute
B. Class attribute
C. Event

D. Cisco-av-pair

Answer: D

Explanation:
Reference: https://community.cisco.com/t5/network-access-control/ise-airespace-acl-wlc-problem/td-p/2110491

NEW QUESTION 30
Which profiling probe collects the user-agent string?

A. DHCP
B. HTTP
C. NMAP
D. AD

Answer: B

NEW QUESTION 34
Which use case validates a change of authorization?

A. An endpoint that is disconnected from the network is discovered.
B. Endpoints are created through device registration for the guests.
C. An endpoint profiling policy is changed for authorization policy.
D. An authenticated, wired EAP-capable endpoint is discovered.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_user_guide/ise_prof_pol.html

NEW QUESTION 36
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member of?

A. blacklist
B. unknown
C. whitelist
D. profiled

E. endpoint

Answer: B

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_man_identities.html

NEW QUESTION 40
What service can be enabled on the Cisco ISE node to identify the types of devices connecting to a network?

A. profiling

B. central web authentication
C. MAB

D. posture

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide 21/b_ise_admin_guide 20 chapter_010100.html
NEW QUESTION 42

Which two events trigger a CoA for an endpoint when CoA is enabled globally for ReAuth? (Choose two.)
A. addition of endpoint to My Devices Portal

B. endpoint marked as lost in My Devices Portal

C. updating of endpoint dACL

D. endpoint profile transition from Apple-device to Apple-iPhone

E. endpoint profile transition from Unknown to Windows10-Workstation

Answer: DE

NEW QUESTION 43
Which statement about configuring certificates for BYOD is true?
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A. The SAN field is populated with the end user name.

B. The CN field is populated with the endpoint host name.

C. An endpoint certificate is mandatory for the Cisco ISE BYOD.

D. An Android endpoint uses EST, whereas other operating systems use SCEP for enroliment.

Answer: C

NEW QUESTION 48
What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?

A. Application Visibility and Control
B. Supplicant Provisioning Wizard
C. My Devices Portal

D. Network Access Control

Answer: C

NEW QUESTION 52
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two.)

A. Redirect ACL

B. Connection Type
C. Operating System
D. Windows Settings
E. iOS Settings

Answer: CE

NEW QUESTION 54
Which Cisco ISE service allows an engineer to check the compliance of endpoints before connecting to the network?

A. qualys
B. posture
C. personas
D. nexpose

Answer: B

NEW QUESTION 57
What are two components of the posture requirement when configuring Cisco ISE posture? (Choose two.)

A. Client Provisioning portal
B. remediation actions

C. updates

D. access policy

E. conditions

Answer: BE

NEW QUESTION 61
Which term refers to an endpoint agent that tries to join an 802.1X- enabled network?

A. EAP server
B. authenticator
C. supplicant
D. client

Answer: C

NEW QUESTION 62

What must match between Cisco ISE and the network access device to successfully authenticate endpoints?
A. shared secret

B. profile

C. certificate

D. SNMP version

Answer: A

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_man_network_devices.html

NEW QUESTION 64
A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?
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A. aaa accounting resource default start-stop group radius
B. radius-server vsa send accounting

C. aaa accounting network default start-stop group radius
D. aaa accounting exec default start-stop group radius

Answer: B
Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_sw_cnfg.pdf

NEW QUESTION 68
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