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NEW QUESTION 1
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 3657?

A. executive
B. marketing
C. security
D. sales

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb-and-teams? view=0365-worldwide

NEW QUESTION 2

- (Exam Topic 1)

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements. What should you include in the solution? To answer,
select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces \ 4
required in the Azure subscription of Fabrikam:

M= O

Query element required to correlate data between

tenants: extend
project
Lwmrk.'=.|:3.'an'.e
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

NEW QUESTION 3
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft- defender-atp-ios

NEW QUESTION 4

- (Exam Topic 2)

You need to configure DC1 to meet the business requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Provide domain administrator credentials
to the itware.com Active Directory domain

Create an instance of Microsoft Defender
for Identity

| Provide global administrator credentials @
to the litware.com Azure AD tenant @

©

Install the sensor on DC1.

Install the standalone sensor on DCA1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence

Step 1: log in to https://portal.atp.azure.com as a global admin Step 2: Create the instance

Step 3. Connect the instance to Active Directory Step 4. Download and install the sensor. Reference:
https://docs.microsoft.com/en-us/defender-for-identity/install-stepl https://docs.microsoft.com/en-us/defender-for-identity/install-step4

NEW QUESTION 5

- (Exam Topic 2)

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Secunty Center
LA1

Windows security events to collect v
All Events
Common
Minimal

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 6

- (Exam Topic 3)

You have a Microsoft Sentinel workspace named Workspacel.

You need to exclude a built-in, source-specific Advanced Security information Model (ASIM) parse from a built-in unified ASIM parser.
What should you create in Workspacel?

A. a watch list
B. an analytic rule
C. a hunting query
D. a workbook

Answer: A

NEW QUESTION 7

- (Exam Topic 3)

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the
correct order.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader:

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Actions

!

Deploy an OMS Gateway on the network.

' Setthe sysiog daemon to forward the events
 directly to Azure Sentinel.

— — — =

| Configure the syslog daemon. Restart the syslog
daemon and the Log Analytics agent.

Download and install the Log Analytics agent.

Set the Log Analytics agent to listen on port 25226
and forward the CEF messages to Azure Sentinel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

NEW QUESTION 8
- (Exam Topic 3)

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)

©
o

Answer Area

©>

Seoute Scone Recommuendations status Rescurce health
Unhealthy
[ 1 B completed control 10 Total 2
o ©66% (~30 of 45 points) I Healthy
1
16 completed 21%tal
Y=  recommendations | Not applicable
T 12
Resource exemption (preview)
< MNow you can exempt irrelevant resources 5o they do not affect your secure score. »
Leam more
Each security control below represents a secunty nsk you should mitigate.
Address the recommendations in each control, fogusing on the controls weorth the most points.
To get the max score, fix all recommendations for all resources in 3 control.  Leam mare >
£ Search recommendations . Control status” 2 Selected Recommendation status: 2 Selected

Recommendaton matunty. All Resource type: All Quick fix available: All

Contains exempbons: All

Controds Potential score increase
> Restnct unauthorized network access +09%, {4 pnints}

7 Secure management ports +994 [4 pqints}

> Enable encryption at rest +9% (4 points)

?  Remedhate security configurations +4% (2 points)
> Apply adaptive application control +3% (2 points)
> Apply system updates © Completed +0% (0 points)
# Enable endpomt protection € Completed +0% [{I points}
> Remediate vulnerabilities @ Completed +0% (0 points)
? Implement security best practices @ Completed ()% [U points}
> Enable MFA @ Completed +0% (0 points)
b

Manage access and permissions @ Completed +0% (0 pﬂiﬂts}
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Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)

Home > Policy

Policy - Compliance

Cranview
i Gething started
¥ Compliance
" Remediation
Authoring
& Asfignments
Definions

@ Exemplions

Related Services
By Blueprints (preview)
“s Resource Graph

& User privacy

 assign policy 5 assign intiatve () Refresh

i

Microsoft Azure !

Owrerall resource complance

100%

Mon-comphant polces

0-&

out of O

MName

Mo assignments to display within the given scope

Ty Compliance state Cearch

All definition types  ~ All compliance states «

Resources by comphliance state Mon-compliant mitiatves
B 0 - Compliant 0
2
0 = Exempt -
ﬂ out aof O
= MNOfR-€ Srmiideanit
Hi-N ol

W 0 - Conflicting

TJ Scope T Compliance 7. Resource compliance

T4 Non-Compliant Resources T Mon-compliant policies

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

O O

Both virtual machines have management ports exposed O o

directly to the internet

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-ac https://techcommunity.microsoft.com/t5/azure-

security-center/security-control-secure-management-ports/ba-p/1

NEW QUESTION 9
- (Exam Topic 3)

You have five on-premises Linux servers.
You have an Azure subscription that uses Microsoft Defender for Cloud. You need to use Defender for Cloud to protect the Linux servers.
What should you install on the servers first?

A. the Dependency agent
B. the Log Analytics agent

C. the Azure Connected Machine agent

D. the Guest Configuration extension
Answer: B

Explanation:

Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to:
* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure

* Etc. Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-analytics-agent

NEW QUESTION 10
- (Exam Topic 3)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?
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A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 10
- (Exam Topic 3)

You have a Microsoft subscription that has Microsoft Defender for Cloud enabled You configure the Azure logic apps shown in the following table.

T
!

Action

Name Trigger

|
|
|
*
|
b

Cand an amai

Send an ema

|
|
|
1

You need to configure an automatic action that will run if a Suspicious process executed alert is triggered. The solution must minimize administrative effort.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

rifw e jhe LI es Tl AT Rlspis LT Js @

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* A. Configure the Trigger automated response settings in the Azure Security Center or Azure Logic App,

* B. Filter by alert title (e.g. "Suspicious process executed").
* C. Select "Take action" (e.g. "Mitigate the threat").

NEW QUESTION 12
- (Exam Topic 3)
You recently deployed Azure Sentinel.

Answer Areas

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled. You need to ensure that the Fusion rule can generate

alerts.
What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 15
- (Exam Topic 3)
You create a hunting query in Azure Sentinel.

You need to receive a notification in the Azure portal as soon as the hunting query detects a match on the query. The solution must minimize effort.

What should you use?
A. a playbook

B. a notebook

C. alivestream

D. a bookmark

Answer: C

Explanation:

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader
e — https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Leader of IT Certifications

Use livestream to run a specific query constantly, presenting results as they come in. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/hunting

NEW QUESTION 18

- (Exam Topic 3)

You have a third-party security information and event management (SIEM) solution.

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign-events in near real time.
What should you do to route events to the SIEM solution?

A. Create an Azure Sentinel workspace that has a Security Events connector.

B. Configure the Diagnostics settings in Azure AD to stream to an event hub.

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector.
D. Configure the Diagnostics settings in Azure AD to archive to a storage account.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 20

- (Exam Topic 3)

You have an Azure Sentinel workspace.

You need to test a playbook manually in the Azure portal. From where can you run the test in Azure Sentinel?

A. Playbooks

B. Analytics

C. Threat intelligence
D. Incidents

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-playbook-on-demand

NEW QUESTION 25

- (Exam Topic 3)

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The
solution must minimize development effort.

What should you use to create the visuals?

A. plotly

B. TensorFlow
C. msticpy

D. matplotlib

Answer: C

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with
Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (I0A) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

Threat intelligence lookups with TI providers, such as VirusTotal and AlienVault OTX.

Enrichment functions like geolocation of IP addresses, Indicator of Compromise (loC) extraction, and Whols lookups.

Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started https://msticpy.readthedocs.io/en/latest/

NEW QUESTION 26

- (Exam Topic 3)

Your on-premises network contains 100 servers that run Windows Server. You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel. What should you do? To answer, select the appropriate options m the answer
area.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

To upload custom logs from the on-premises servers to Microsoft Sentinel, you should install the Log Analytics agent on each of the 100 servers. The Log
Analytics agent is a lightweight agent that runs on the server and allows it to connect to the cloud-based Microsoft Defender Security Center. Once installed, the
agent will allow the Microsoft Sentinel service to collect and analyze the custom log data from the servers.

NEW QUESTION 27

- (Exam Topic 3)

You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts generated by Azure Security Center.
You need to create a query that will be used to display a bar graph. What should you include in the query?

A. extend

B. bin

C. count

D. workspace

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart-visualizations

NEW QUESTION 30

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 35

- (Exam Topic 3)

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point
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Values Answer Area

| project LogonFailures=count|()

| summarize LogonFailures=count()
by DeviceName, LogonType

| where ActiconType == FailureReason

| whare DeviceNams in (“CFOLaptop”,
“CECOLaptop”, “COOLaptop™)

and

ActionType == “LogonFailed”

ActionType == FailureReason

DeviceEvents

Device LogonEvents

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Values Answer Area

e e e |

| project LogonFailures=count () I

|| where ActionType == FailureReason| | DeviceLogonEvents I

||
Fl whare DeviceNams in E“CFGLaptnp",i” where DeyiceName in (“CFOLaptop”™, s
“CEOLaptop”™, “COOLaptop™) “CEQLaptop”, "“COOLaptop”)

— e s W W W ween  wewn e
- - - -
— — w— w—— w— —— — — w— w— w— — —

P e s N W W W RSN mN . Gwm S W— -ll—l.,__-ul1
ActionType == “LogonFailed” | | ActionType == FailureReason

s e o e e
———————————————— . e
ActionType == FailureReason | || summarize LogonFailures=count()
R P gy R R by DeviceName, LogonType
r —_ m—— — — — L B R E— ] — — e — 1:

|

DevicelogonEvents I

NEW QUESTION 40

- (Exam Topic 3)

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected
experience may be used once, more than once, or not at all. You may need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 41

- (Exam Topic 3)

You create a new Azure subscription and start collecting logs for Azure Monitor.

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution
must validate the configuration.

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.

Actions Answer Area

Change the alert severity threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_AlentTest_662[fi039N exe.

Enable Azure Defender for the subscription.

OlQ
©O

Change the alert severity threshold for emails
to Low.

Run the executable file and specify the appropriate
arguments.

Rename the executable file as AlertTest exe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

NEW QUESTION 45

- (Exam Topic 3)

Your company uses Azure Sentinel to manage alerts from more than 10,000 loT devices.

A security manager at the company reports that tracking security threats is increasingly difficult due to the large number of incidents.

You need to recommend a solution to provide a custom visualization to simplify the investigation of threats and to infer threats by using machine learning.
What should you include in the recommendation?

A. built-in queries
B. livestream
C. notebooks
D. bookmarks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 46

- (Exam Topic 3)

A security administrator receives email alerts from Azure Defender for activities such as potential malware uploaded to a storage account and potential successful
brute force attacks.
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The security administrator does NOT receive email alerts for activities such as antimalware action failed and suspicious network activity. The alerts appear in
Azure Security Center.
You need to ensure that the security administrator receives email alerts for all the activities. What should you configure in the Security Center settings?

A. the severity level of email notifications

B. a cloud connector

C. the Azure Defender plans

D. the integration settings for Threat detection

Answer: A

Explanation:
Reference:
https://techcommunity.microsoft.com/t5/microsoft-365-defender/get-email-notifications-on-new-incidents-from

NEW QUESTION 48

- (Exam Topic 3)

You implement Safe Attachments policies in Microsoft Defender for Office 365.

Users report that email messages containing attachments take longer than expected to be received. You need to reduce the amount of time it takes to deliver
messages that contain attachments without

compromising security. The attachments must be scanned for malware, and any messages that contain malware must be blocked.

What should you configure in the Safe Attachments policies?

A. Dynamic Delivery

B. Replace

C. Block and Enable redirect
D. Monitor and Enable redirect

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?view=0365-world

NEW QUESTION 52

- (Exam Topic 3)

You have a Microsoft Sentinel workspace named swsl1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must exclude users that list storage
keys for a single storage account.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A 3 ] 1
AZureActivity

BehaviorAnalytics

C & L ¥
HSCUNMLYyEVEnt

where OperationNameValue == “microsoft.storage/storageaccounts/listkeys/action™
where ActivityStatusValue == “Succeeded”
{oin kind= inner

where OperationhameValue == “microsoft.storagesstorageaccounts/listkeys/action”™

-

Succesded”

where ActivityStatusvValues ==

project ExpectedlpiAddress=Callerlpiddress, Calle
evaluate x
n Caller
where CallerlpAddress != ExpectedlpAddress
cummarize Resourcelds = make set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the
following code:

Box 2: autocluster()

Example: description: |

‘Listing of storage keys is an interesting operation in Azure which might expose additional

secrets and PII to callers as well as granting access to VMs. While there are many benign operations of this

type, it would be interesting to see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn
from it their normal activity (only based on a single event). The activities for listing storage account keys is correlated with this learned

clusters of expected activities and activity which is not expected is returned.' AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”

| where ActivityStatusValue == "Succeeded"

| join kind= inner ( AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”

| where ActivityStatusValue == "Succeeded"

| project ExpectedipAddress=CallerIipAddress, Caller

| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedipAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld)
by OperationNameValue, Caller, CallerlpAddress

| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress Reference:
https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_O

NEW QUESTION 56

- (Exam Topic 3)

You use Azure Sentinel.

You need to receive an immediate alert whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a livestream

B. Add a data connector
C. Create an analytics rule
D. Create a hunting query.
E. Create a bookmark.

Answer: BC

Explanation:

B: To add a data connector, you would use the Azure Sentinel data connectors feature to connect to your Azure subscription and to configure log data collection
for Azure Storage account key enumeration events.

C: After adding the data connector, you need to create an analytics rule to analyze the log data from the Azure storage connector, looking for the specific event of
Azure storage account keys enumeration. This rule will trigger an alert when it detects the specific event, allowing you to take immediate action.

NEW QUESTION 61

- (Exam Topic 3)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an
unusually high volume of delete operations on the blobs in storagel. You need to identify which blobs were deleted. What should you review?

A. the activity logs of storagel

B. the Azure Storage Analytics logs
C. the alert details

D. the related entities of the alert

Answer: A

Explanation:

To identify which blobs were deleted, you should review the activity logs of the storage account. The activity logs contain information about all the operations that
have taken place in the storage account, including delete operations. These logs can be accessed in the Azure portal by navigating to the storage account,
selecting "Activity log" under the "Monitoring" section, and filtering by the appropriate time range. You can also use Azure Monitor and Log Analytics to query and
analyze the activity logs data.

References:

> https://docs.microsoft.com/en-us/azure/storage/common/storage-activity-logs
> https://docs.microsoft.com/en-us/azure/azure-monitor/platform/activity-log-azure-storage

NEW QUESTION 66

- (Exam Topic 3)

You are informed of an increase in malicious email being received by users.

You need to create an advanced hunting query in Microsoft 365 Defender to identify whether the accounts of the email recipients were compromised. The query
must return the most recent 20 sign-ins performed by the recipients within an hour of receiving the known malicious email.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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et MaliciousEmalils = v
EmailAttachementinfo

EmailEvents
IdentityLogonEvents

where MalwareFilterVerdict == “"Malware”™
project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName =
tostring(split (RecipientEmailAddress, “@") [0]):;
MaliciousEmails
1ein | o
EmailAttachementinfo
EmailEvents
IdentityLogonEvents
project LogonTime = Timestamp, AccountName, DeviceName
) on AccountName
where (LogonTime - TimeEmail) between (Umin.. ©&0min)
select 20
take 20
top 20
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view

NEW QUESTION 67

- (Exam Topic 3)

Your company has an on-premises network that uses Microsoft Defender for Identity.

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos delegation.
You need remediate the security risk. What should you do?

A. Install the Local Administrator Password Solution (LAPS) extension on the computers listed as exposed entities.
B. Modify the properties of the computer objects listed as exposed entities.

C. Disable legacy protocols on the computers listed as exposed entities.

D. Enforce LDAP signing on the computers listed as exposed entities.

Answer: B

Explanation:

To remediate the security risk associated with unsecure Kerberos delegation, you should modify the properties of the computer objects listed as exposed entities.
Specifically, you should set the Kerberos delegation settings to either 'Trust this computer for delegation to any service' or 'Trust this computer for delegation to
specified services only'. This will ensure that the computer is not allowed to use Kerberos delegation to access other computers on the network.

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/microsoft-defender-for-iden

NEW QUESTION 72

- (Exam Topic 3)

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.
You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User Task

A .

Userl *  Ass|

gn initiatives

® Edit security policies

¢ Enable automatic provisioning
User2 . View alerts and re:é-n*n*e-rn-::a:;n:lr*-t-.

* Apply security recommendations

® Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.
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Roles Answer Area
Contributor Userl:
Owner User2:
Security

administrator

Security reader

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Owner

Only the Owner can assign initiatives. Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

NEW QUESTION 74

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add each account as a Sensitive account. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION 78

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online. You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. afile policy in Microsoft Defender for Cloud Apps
B. an access review policy

C. an alert policy in Microsoft Defender for Office 365
D. an insider risk policy

Answer: C

Explanation:

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your

organization, set a threshold level for when an alert is triggered, and decide whether to receive email notifications when alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users
outside of your organization. This includes activities such as accessing files, downloading files, and deleting files. This policy has a High severity setting.
Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 80

- (Exam Topic 3)

You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

« Provide threat and vulnerability management.

 Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Angwer Arca

From the Diata controller settmgs in the AZure portal, create an AZure Arc data
&1

n the on-prémises sénvers, install the Arure Mondor sgent @

OO

From the Add servers with AZure Arc settings in the Azure portal, generate an

M the of-p B3 SErvers, install the Arune Connectsd Machane Ager
' [ BT Ay isiadl the Lo Anabtiacs acen
A. Mastered

B. Not Mastered
Answer: A

Explanation:
To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

> On the on-premises servers, install the Azure Connected Machine agent.
> On the on-premises servers, install the Log Analytics agent.

> From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-d

NEW QUESTION 82

- (Exam Topic 3)

Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same Azure Active Directory (Azure AD) tenant.
Every project consists of multiple Azure virtual machines that run Windows Server. The Windows events of the virtual machines are stored in a Log Analytics
workspace in each machine’s respective subscription.

You deploy Azure Sentinel to a new Azure subscription.

You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the subscriptions.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add the Security Events connector to the Azure Sentinel workspace.

B. Create a query that uses the workspace expression and the union operator.
C. Use the alias statement.

D. Create a query that uses the resource expression and the alias operator.

E. Add the Azure Sentinel solution to each workspace.

Answer: BE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

NEW QUESTION 85
- (Exam Topic 3)
You have the following SQL query.

el 1PLict |-+'F.-.r||'|:'|ij t{ Bad
cvent

| WITE w0
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Answer Area

Statemients

Yes No
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

NEW QUESTION 89

- (Exam Topic 3)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You have Microsoft SharePoint Online sites that contain sensitive documents. The documents contain customer account numbers that each consists of 32
alphanumeric characters.

You need to create a data loss prevention (DLP) policy to protect the sensitive documents. What should you use to detect which documents are sensitive?

A. SharePoint search

B. a hunting query in Microsoft 365 Defender
C. Azure Information Protection

D. RegEx pattern matching

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection

NEW QUESTION 92

- (Exam Topic 3)

You have an Azure subscription that has Azure Defender enabled for all supported resource types. You create an Azure logic app named LA1.
You plan to use LA1 to automatically remediate security risks detected in Defenders for Cloud. You need to test LAl in Defender for Cloud.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the LAY tngger to: | When a Defender for Cloud Recommendation 15 créated or tnggered

When a Defender for Cloud Recommendation s created or tnggered

When a Defender for Cloud Alert 1s created or tnggered

When a response 1o a Defender for Cloud alert i tnggered

Trigger the execution of LA1 from: | Requlatory comphance standards é '
Recommendatbons
Secunty alerts

Regulatory comphance standards
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

et the LAY tngger %« l i T8 Defencer for C) { Recommendation is created or thooered 'ﬂ‘l
When a Defender for Cloud Recom is created or inggered

] li"._l f""r"r"

i A las® oo
N I M p LICA A

When a response to a Defender for Cloud alert s tnggered

'r| :I_:,Lr! 'r'":- |:'||-'-_I__r. M ' ‘,.-J,. 1 Tl i :.,.. 1L |': i (@ g al .|" i LT 1y i 1L TJ

NEW QUESTION 93

- (Exam Topic 3)

You are configuring Microsoft Cloud App Security.

You have a custom threat detection policy based on the IP address ranges of your company’s United

States-based offices.

You receive many alerts related to impossible travel and sign-ins from risky IP addresses. You determine that 99% of the alerts are legitimate sign-ins from your
corporate offices. You need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Override automatic data enrichment.

B. Add the IP addresses to the corporate address range category.

C. Increase the sensitivity level of the impossible travel anomaly detection policy.
D. Add the IP addresses to the other address range category and add a tag.

E. Create an activity policy that has an exclusion for the IP addresses.

Answer: AD

NEW QUESTION 96

- (Exam Topic 3)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-automatically/

NEW QUESTION 99

- (Exam Topic 3)

Your company has a single office in Istanbul and a Microsoft 365 subscription.

The company plans to use conditional access policies to enforce multi-factor authentication (MFA). You need to enforce MFA for all users who work remotely.
What should you include in the solution?

A. a fraud alert

B. a user risk policy

C. a named location

D. a sign-in user policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 101
- (Exam Topic 3)
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Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.

You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

A. Microsoft Sentinel Responder
B. Logic App Contributor

C. Microsoft Sentinel Reader

D. Microsoft Sentinel Contributor

Answer: A

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other
users. This role is designed to provide the necessary permissions for incident management and response while still adhering to the principle of least privilege.
Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the
analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

NEW QUESTION 103

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add the accounts to an Active Directory group and add the group as a Sensitive group. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION 105

- (Exam Topic 3)

You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender has automatic provisioning enabled.
You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of PowerShell on VML1.

What should you do first?

A. From Azure Security Center, add a workflow automation.

B. On VM1, run the Get-MPThreatCatalog cmdlet.

C. On VM1 trigger a PowerShell alert.

D. From Azure Security Center, export the alerts to a Log Analytics workspace.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-alerts?view=0365-worldwid

NEW QUESTION 109

- (Exam Topic 3)

You have an Azure Sentinel deployment in the East US Azure region.

You create a Log Analytics workspace named LogsWest in the West US Azure region.

You need to ensure that you can use scheduled analytics rules in the existing Azure Sentinel deployment to generate alerts based on queries to LogsWest.
What should you do first?

A. Deploy Azure Data Catalog to the West US Azure region.

B. Modify the workspace settings of the existing Azure Sentinel deployment
C. Add Microsoft Sentinel to a workspace.

D. Create a data connector in Azure Sentinel.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

NEW QUESTION 114

- (Exam Topic 3)

You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need
to customize which details will be included when an alert is created for a specific event. What should you do?

A. Modify the properties of the connector.
B. Create a Data Collection Rule (DCR).
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C. Create a scheduled query rule.
D. Enable User and Entity Behavior Analytics (UEBA)

Answer: B

NEW QUESTION 118

- (Exam Topic 3)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

You need to add threat indicators for all the IP addresses in a range of 171.23.3432-171.2334.63. The solution must minimize administrative effort.
What should you do in the Microsoft 365 Defender portal?

A. Create an import file that contains the IP address of 171.23.34.32/27. Select Import and import the file.
B. Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

C. Select Add indicator and set the IP address to 171.23.34.32/27

D. Create an import file that contains the individual IP addresses in the rang

E. Select Import and import the file.

Answer: C

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the
range.

Reference:

[1] https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/threat-intellige

NEW QUESTION 123

- (Exam Topic 3)

You have a Microsoft Sentinel workspace.

You need to prevent a built-in Advance Security information Model (ASIM) parse from being updated automatically.

What are two ways to achieve this goal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Redeploy the built-in parse and specify a CallerContext parameter of any and a SourceSpecificParse parameter of any.
B. Create a hunting query that references the built-in parse.

C. Redeploy the built-in parse and specify a CallerContext parameter of built-in.

D. Build a custom unify parse and include the build- parse version

E. Create an analytics rule that includes the built-in parse

Answer: AD

NEW QUESTION 127

- (Exam Topic 3)

You deploy Azure Sentinel.

You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative
effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Microsoft Teams: w

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security Events
Syslog

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365 https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION 132
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- (Exam Topic 3)

You have an Azure subscription that has Azure Defender enabled for all supported resource types. You create an Azure logic app named LAL.
You plan to use LA1 to automatically remediate security risks detected in Azure Security Center. You need to test LAl in Security Center.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to: v
When an Azure Security Center Recommendation is created or triggered
When an Azure Secunty Center Alert is created or triggered
When a response to an Azure Security Center alert is triggered

Trigger the execution of LA1 from: v
Recommendations
Workflow automation

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-whe

NEW QUESTION 136

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.

You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender portal. The solution must use
the principle of least privilege.

What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

= : TR m

To contigure Microsoft Defender for Endpoint: |
Turn on endpoint detection and response (EDR) in block mode
Turn on Live Response |
Turn off Tamper Protection |

To configure the devices: Y|

Add a network assessment job |
Create a device group that contains the devices and set Automation level ta Full _
Create a device group that contains the devices and set Automation level to No automated response

! =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the power to do in-depth
investigative work and take immediate response actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine-alerts?view=0365- https://docs.microsoft.com/en-
us/microsoft-365/security/defender-endpoint/network-devices?view=0365-worldw

NEW QUESTION 141
- (Exam Topic 3)
You have the following KQL query.
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let IPList « Getwatchlist('Bad IPs');
Event
here Source == “Hicrosoft-wWindows-Sysmon”
whiré EventlD == }
extend EvDate = parse xml|EventData
exvtend EventDetail » EvData.Datalter.EventData.Data
extend SourcelP = EventDetall.[9].[ #text™], DestinmationIP = EventDetall.[14].[ " #tent™]
ihere SourcelP in [IPLEst) or DestinationIP in (IPLIst

extend IPMatch » case! SourcelP In [IPLIst), "SourcelP”, DestinationlP In (IPLIst), “Des

extend timestamy = Timelenérated, accountlustomEntity = Userbame, WostCustomEntlity = Computer, '

Statements Yes

The usertiame field 15 Set a5 the account entity
The watchlist cannot be updated after it is created

The 1pPList vanable is set as the IP address entity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes

The username field is set as the account entity '
The watchlist cannot be updated after it is created

The 1PList vanable is set as the IP address entity
NEW QUESTION 143
- (Exam Topic 3)

You use Azure Sentinel to monitor irregular Azure activity.
You create custom analytics rules to detect threats as shown in the following exhibit.
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o Arzure Santine] workepaces AFUre Sant

Analytics rule wizard — Edit existing rule

Lo | t nule bowg il wrdhend aeitirgs AT SlEd relps X Bercwm g Creat
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&y TE Sarta e Bl Pt & oi ATEMEN BNE LGS

-Azure.ﬂ.r:t Lwvity n

| whaora OperationNama == “Croato r Updata V
or OpseratlonMars — Croats [Daploymant
| | whaarsa ARSELvE l‘.‘r!il‘_i'l.'u.. — S e e ™
|| make-series doount (Rescurceld) default=
i EvantSubmiasionTimasatamp In rangs (ago (7d) , now () ,

irtual Maachinao®*™

1} by Callar
L

Map entities

Map the entities recognized by Azure Sertinel (o the appropriaie columns available in your query
rEsulls This enables AZure Sentingd 10 MeCOgmld the Srlitds That ane Darn of e WS 1o Tuthe
araksis Endity type must be a stnng

Entity Type Column

Account Choose column
Hoal Choose column
o ChodSe Columin
URL Choose column
FriaHash Choose column

Cuery scheduling

= SRy She -

5 [ Bt retes v |
5 Howrs >
Alert threvhold

eprape 3iy pigri ol g L 2L N ity -

I graates than v |2

Event groupineg

- = £ L re & F =

L ] T ik r i

Supprestion

2100 T b e Tt et TR

o

5 Homus -

Previoun Maxt - inchden! settings =

You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If a user deploys three Azure virtual machines simultaneously, how many

_ v
times will you receive [answer choice] in the next five hours

0 alerts
1 alert

2 alerts
3 alerts

If three separate users deploy one Azure virtual machine each within five
minutes of each other, you will receive [answer choice].

0 alerts
1 alert

2 alerts
3 alerts

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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NEW QUESTION 148

- (Exam Topic 3)

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a hunting query using Kusto Query Language (KQL) that meets the following requirements:

« Identifies an anomalous number of changes to the rules of a network security group (NSG) made by the same security principal

» Automatically associates the security principal with an Microsoft Sentinel entity

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

-
AuditLoc iig ; ; ;
_ﬂ 35 in~ icrosoft.Network/networkSecurityGroups/securltyRules/urite
AzureDiagnostics ¢ == Succetded
| make-series dcount(Resourceld} default=2 on EventSubmissionTimestamp in range(ago(7d}, now(), 1d) by Caller

| extend timestamp = todatetime(EventSubmissionTimestamp[0]
¥  AccountCustomEntity = Caller
| extend

| parse-where

A. Mastered
B. Not Mastered

Answer: A
Explanation:
-
il in~ ("Microsoft.Network./networkSecurityGroups/securityRules/write”
AzureActivity
AzureDiagnostics ¢ == “JSucceeced
| -ll‘:e-iﬂ‘ifi dtl}uﬂtfﬁfinur‘fef.ﬁl -jéfﬂa;ﬁfﬂ on E fﬁ:iut‘ri'_;i_‘.ﬁfi—_!Ltj.H: in range E"E:‘.':"J-J now! Y, 1d} t_. Caller

| extend timestamp = todatetime(EventSubmissionTimestanp[Q]
¥  AccountCustomEntity = Caller
| éxtend |

| parse-where

NEW QUESTION 153
- (Exam Topic 3)
You have the following advanced hunting query in Microsoft 365 Defender.
DeviceProcessEvents

where Timestamp > ago (24h)
and InitiatingProcessFileName =~ ‘runsll32.exe’
and InitiatingProcessCommandLine !contains
and

L4 L1 LLT

and InitiatingProcessCommandLine !=
ileName in~ (‘schtasks.exe’)

cessCommandLine has ‘Change’ and ProcessCommandLine has ‘SystemRestore’
essCommandLine has ‘disable’

Timestamp, AccountName, ProcessCommandLine

F
and Pr
and P

0 0
et

You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a detection rule.

B. Create a suppression rule.

C. Add | order by Timestamp to the query.

D. Replace DeviceProcessEvents with DeviceNetworkEvents.
E. Add Deviceld and Reportld to the output of the query.

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detection- rules

NEW QUESTION 158
- (Exam Topic 3)
You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple
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devices. You need to mark the file as safe and remove the file from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

A. From Threat tracker, review the queries.

B. From the History tab in the Action center, revert the actions.
C. From the investigation page, review the AIR processes.

D. From Quarantine from the Review page, modify the rules.

Answer: B

NEW QUESTION 160

- (Exam Topic 3)

You provision Azure Sentinel for a new Azure subscription. You are configuring the Security Events connector.

While creating a new rule from a template in the connector, you decide to generate a new alert for every event. You create the following rule query.

1 timeframe = 1d;
SecurityEvent

Timekenerated >= (timeframe

EventID == 1102 EventSourceName == :

StartTimeUtc = (TimeGenerated), EndTimeUtc = TimeGenerated),
E'«:E’"t':-:u!".: = { :I
Computer, C  EventlID, Activity
timestamp = StartTimeUtc, AccountCustomEntity = ;

HostCustomEntity = Computer

By which two components can you group alerts into incidents? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. user

B. resource group
C. IP address

D. computer

Answer: AD

NEW QUESTION 164

- (Exam Topic 3)

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.
Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification
labels and content inspection warnings from this tenant

B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection
classification labels and content inspection warnings

E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: DE

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dip https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 168

- (Exam Topic 3)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 169

- (Exam Topic 3)

You use Azure Sentinel.

You need to use a built-in role to provide a security analyst with the ability to edit the queries of custom Azure Sentinel workbooks. The solution must use the

principle of least privilege.
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Which role should you assign to the analyst?

A. Azure Sentinel Contributor
B. Security Administrator
C. Azure Sentinel Responder
D. Logic App Contributor

Answer: A
Explanation:

Azure Sentinel Contributor can create and edit workbooks, analytics rules, and other Azure Sentinel resources. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 170
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