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NEW QUESTION 1

Study the following log extract and identify the attack.

12/26=-07:0622:31.167035 207.219.207.240:1882 -> 17216.1.106:80
TCP TTL:13 TTL:50 TOS:0x0 IP:53476 DFF

REEAPT®Y Se2q: OXZBDC107 Ack: OxX1CBO9F186 Win: Ox2238 TcpLen: 20

47 45 54 20 2F 6D 73 61 64 63 2F 2E 2E CO AF 2E GET /weade/ ... ..
2E ZF 2ZE ZFE €0 AF ZE 2E 2F 2E 2E CO AF 2E 2E 2F . Jasssaafvannasd
77 69 6E 6E 79 2F 73 79 73 74 65 6D 33 32 2F 63 wvinnt/system3z/c
6D 64 2E 65 78 65 3F 2F 63 2B 64 69 72 2B 63 3Amd.exe?/c+dir+c:
5C 20 48 59 5S4 50 2F 31 2E 31 OD OA 41 63 63 65 \ HTTP/1.1..Acce
70 74 3A 23 69 6D 61 67 65 2F 67 69 66 2C 20 69 pr: image/gir, 1
6D 61 67 65 2F 78 2D 78 62 69 749 6D 61 70 2C 20 mage/x-xbitmap
69 6D 61 67 65 2ZF 6A 70 6S 67 2C 20 69 6D 61 67 image/jpeg, imag
65 2F 70 6A 7O 65 67 2C Z0 61 70 70 6C 69 63 61 e/pipey, applica
74 69 6F 6E ZF 76 6E 64 2E 6D 73 2D 65 78 63 65 tion/vnd.ms-exce
6C 2C 20 61 70 70 6C 69 63 61 79 69 6F 6E ZF 6D 1, applicatcion/m
T3 ?? 6F 72 o4 2C 20 61 70 70 6C 69 63 61 V4 69 sword, applicati
6F 6E 2F 76 6E 64 2E 6D 73 2D 70 6F 77 65 72 70 on/vnd.ms—-pouerp
6F 69 6E 79 2C 20 24 ZF 2A OD OA 41 63 63 65 70 oinc, =/7%..Acce)p
74 2D 4C 67 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/age: en-v
73 0D DA 82 6C 65 3B 20 4D 53 49 45 20 35 ZE 30 acvible;pt-Encodd
6E B7 3A 57 69 BE B9 BF 77 73 20 39 35 29 0D DA 1; Windo, deflat
65 OD O S5 73 65 72 2D 41 67 65 6 74 3A 20 4D e..User-Agentc: H
6F 7h 69 6 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/4.0 (comp
61 79 69 &2 oC 65 3B 20 4D 53 499 45 20 35 2E 30 actible:; HM3IE 5.0
31 3B 20 57 69 6E 64 B6F 77 73 20 39 35 29 0D 04 1: Windows 95)..
48 6F 73 T4 3A 20 6C 61 62 2E 77 69 72 65 79 72 Host: lib.bvitor
69 70 ZE 6E 65 74 OD OA 43 oF B6E 6E 65 63 74 69 1p.org. .Connectl
6F GE 3& 2D 48 465 465 T0 2D 41 6C 49 Td 65 0D Ok wiu: Keep-Alive,..
143 6F 6F BB 69 65 3A 20 41 53 50 53 45 53 53 49 Cookie: ASPSESSI
4F gE 49 =2& 47 51 51 51 51 51 54 55 3D 4B 4E &4F ONIDGOOOQOOIU=ENO
48 4D 4F =2k 41 4B 50 26 4F 50 40 4D 4C 41 50 4E HMOJAXPFOPHMLAFPN
49 46 49 40 42 0D OA OD OA 491 50 /E 49 406 49 46 IFIFB....AFNIFIF
42 0D OhA O D2 B....

A. Hexcode Attack

B. Cross Site Scripting

C. Multiple Domain Traversal Attack
D. Unicode Directory Traversal Attack

Answer: D

NEW QUESTION 2

You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c
char shellcode[] =
"W\x31\xc0\xb0\x46\x31\xdb\x31\xcS\xcd\x80\xeb\xl16\x5b\x31\xcO"”
“AuxBB\x4A3\x0 7T \xE9\x5b\ 208 \xB89\x43\x0c\xb0\x0b\x8d\ x4b\x 08\ x84"
“"ANuE3\x0c\xcd \xE0\xeB\ ke \xff\xfA\xf A \x2 F\x62\x69\ x6\x2f\x73"

“ANX687;

What is the hexadecimal value of NOP instruction?

A. 0x60
B. 0x80
C. 0x70
D. 0x90

Answer: D

NEW QUESTION 3

Which of the following Linux commands will resolve a domain name into IP address?
A. >host-t a hackeddomain.com

B. >host-t ns hackeddomain.com

C. >host -t soa hackeddomain.com

D. >host -t AXFR hackeddomain.com

Answer: A

NEW QUESTION 4

John is an incident handler at a financial institution. His steps in a recent incident are not up to the standards of the company. John frequently forgets some steps
and procedures while handling responses as they are very stressful to perform. Which of the following actions should John take to overcome this problem with the
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least administrative effort?

A. Create an incident checklist.
B. Select someone else to check the procedures.
C. Increase his technical skills.
D. Read the incident manual every time it occurs.

Answer: C

NEW QUESTION 5

An incident investigator asks to receive a copy of the event logs from all firewalls, proxy servers, and Intrusion Detection Systems (IDS) on the network of an
organization that has experienced a possible breach of security. When the investigator attempts to correlate the information in all of the logs, the sequence of
many of the logged events do not match up.

What is the most likely cause?

A. The network devices are not all synchronized.

B. Proper chain of custody was not observed while collecting the logs.
C. The attacker altered or erased events from the logs.

D. The security breach was a false positive.

Answer: A

NEW QUESTION 6

You are working as a Security Analyst in a company XYZ that owns the whole subnet range of 23.0.0.0/8 and 192.168.0.0/8.

While monitoring the data, you find a high number of outbound connections. You see that IP’'s owned by XYZ (Internal) and private IP’s are communicating to a
Single Public IP. Therefore, the Internal IP’s are sending data to the Public IP.

After further analysis, you find out that this Public IP is a blacklisted IP, and the internal communicating devices are compromised.

What kind of attack does the above scenario depict?

A. Botnet Attack

B. Spear Phishing Attack

C. Advanced Persistent Threats
D. Rootkit Attack

Answer: A

NEW QUESTION 7

Scenariol:

* 1. Victim opens the attacker's web site.

* 2. Attacker sets up a web site which contains interesting and attractive content like ‘Do you want to make

$1000 in a day?'.

* 3. Victim clicks to the interesting and attractive content URL.

* 4, Attacker creates a transparent ‘iframe’ in front of the URL which victim attempts to click, so victim thinks that he/she clicks to the 'Do you want to make $1000
in a day?' URL but actually he/she clicks to the content or URL that exists in the transparent ‘iframe’ which is setup by the attacker.

What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution
D. Clickjacking Attack

Answer: D

NEW QUESTION 8
In the field of cryptanalysis, what is meant by a “rubber-hose” attack?

A. Forcing the targeted keystream through a hardware-accelerated device such as an ASIC.

B. A backdoor placed into a cryptographic algorithm by its creator.

C. Extraction of cryptographic secrets through coercion or torture.

D. Attempting to decrypt ciphertext by making logical assumptions about the contents of the original plaintext.

Answer: C

NEW QUESTION 9

env x="(}{ :;};echo exploit’ bash —c ‘cat/etc/passwd’

What is the Shellshock bash vulnerability attempting to do on a vulnerable Linux host?
A. Removes the passwd file

B. Changes all passwords in passwd

C. Add new user to the passwd file

D. Display passwd content to prompt

Answer: D

NEW QUESTION 10
Which of the following is assured by the use of a hash?
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A. Authentication
B. Confidentiality
C. Avalilability

D. Integrity

Answer: D

NEW QUESTION 10

Log monitoring tools performing behavioral analysis have alerted several suspicious logins on a Linux server occurring during non-business hours. After further
examination of all login activities, it is noticed that none of the logins have occurred during typical work hours. A Linux administrator who is investigating this
problem realizes the system time on the Linux server is wrong by more than twelve hours. What protocol used on Linux servers to synchronize the time has
stopped working?

A. Time Keeper
B. NTP

C. PPP

D. OSPP

Answer: B

NEW QUESTION 14

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He's determined that the application is vulnerable to SQL injection,
and has introduced conditional timing delays into injected queries to determine whether they are successful. What type of SQL injection is Elliot most likely
performing?

A. Error-based SQL injection
B. Blind SQL injection

C. Union-based SQL injection
D. NoSQL injection

Answer: B

NEW QUESTION 18
What type of analysis is performed when an attacker has partial knowledge of inner-workings of the application?

A. Black-box
B. Announced
C. White-box
D. Grey-box

Answer: D

NEW QUESTION 22

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com", the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts

Answer: D

NEW QUESTION 26
You have successfully comprised a server having an IP address of 10.10.0.5. You would like to enumerate all machines in the same network quickly.
What is the best Nmap command you will use?

A. nmap -T4 -q 10.10.0.0/24
B. nmap -T4 -F 10.10.0.0/24
C.nmap -T4 -r 10.10.1.0/24

D. nmap -T4 -O 10.10.0.0/24

Answer: B

NEW QUESTION 29
What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network is comprised of Windows NT, 2000,
and XP?

A. 110
B. 135
C. 139
D. 161
E. 445
F. 1024

Answer: BCE
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NEW QUESTION 34
You have successfully logged on a Linux system. You want to now cover your trade Your login attempt may be logged on several files located in /var/log. Which
file does NOT belongs to the list:

A. user.log
B. auth.fesg
C. wtmp

D. btmp

Answer: C

NEW QUESTION 35

Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS with the following characteristics: - Verifies
success or failure of an attack - Monitors system activities Detects attacks that a network-based IDS fails to detect - Near real-time detection and response - Does
not require additional hardware - Lower entry cost Which type of IDS is best suited for Tremp's requirements?

A. Gateway-based IDS
B. Network-based IDS
C. Host-based IDS

D. Open source-based

Answer: C

NEW QUESTION 36
What is the proper response for a NULL scan if the port is closed?

A. SYN
B. ACK
C. FIN
D. PSH
E. RST
F. No response

Answer: E

NEW QUESTION 40
Identify the UDP port that Network Time Protocol (NTP) uses as its primary means of communication?

A. 113
B. 69

C.123
D. 161

Answer: C

NEW QUESTION 44
In the field of cryptanalysis, what is meant by a “rubber-hose" attack?

A. Attempting to decrypt cipher text by making logical assumptions about the contents of the original plain text.
B. Extraction of cryptographic secrets through coercion or torture.

C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.

D. A backdoor placed into a cryptographic algorithm by its creator.

Answer: B

NEW QUESTION 46

Your company was hired by a small healthcare provider to perform a technical assessment on the network. What is the best approach for discovering
vulnerabilities on a Windows-based computer?

A. Use the built-in Windows Update tool

B. Use a scan tool like Nessus

C. Check MITRE.org for the latest list of CVE findings

D. Create a disk image of a clean Windows installation

Answer: B

NEW QUESTION 49
Study the snort rule given below:
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alert tcop $EXTERWAL NET any -> $HOME NET 135
(m=ag: “HETBIOS DCERPC ISvystemActivator bind attempt™:

flow:to server, established; content: ™[03|7: distance: 0; within: 1;
content: “|ob|[”: distance: 1; within: 1; byte test: 1, &, 1, 0, relatiwve;
content: ™jAQ0 01 ©Q OO0 0O GO 00 0O CO OO0 0O GO 00 OO0 00 46)7;

distance: 28; within: 16; reference: cve, CAN-Z2003-03532;

classtype: attempted-admin; sid: 2182; rev: 1]

alert tcp EEHTERHAL_HET any -» SHOME NET 445 (msg: “NETEIOS SME
DCERPC ISystemActivator bind attempt”; flow: to serwver, estakblished;
content: “|FF|5MB[25|"”:; nocase; offset:4, depth:5; content: ™|26 00|7:

nocase; distance:5; within: 12! content: “j05|"; distance:{0; within:1;
content: “lob|”:; distance: 1: within: 1; byte test: 1, &, 1, 0, relative;
content: “jAD 01 GO 0O OO 00 OO0 COO CO OO OO0 OO OO0 OO0 00 46)7:

distance: 28; within: 16; reference: cve, CAN-Z2003-0353Z2;

claszstype: attempted-admin; =sid: 215%3; rev: 1:;)

From the options below, choose the exploit against which this rule applies.
A. WebDav

B. SQL Slammer

C. MS Blaster
D. MyDoom

Answer: C

NEW QUESTION 53

While performing online banking using a Web browser, a user receives an email that contains a link to an interesting Web site. When the user clicks on the link,
another Web browser session starts and displays a video of cats playing a piano. The next business day, the user receives what looks like an email from his bank,
indicating that his bank account has been accessed from a foreign country. The email asks the user to call his bank and verify the authorization of a funds transfer
that took place. What Web browser-based security vulnerability was exploited to compromise the user?

A. Clickjacking

B. Cross-Site Scripting

C. Cross-Site Request Forgery

D. Web form input validation

Answer: C

NEW QUESTION 55
Which type of sniffing technique is generally referred as MiTM attack?

MAC Flooding
DNS Poisoning

ARP Poisoning

DHCP Attacks

Password Sniffing

Spoofing Attack

A. Password Sniffing
B. ARP Poisoning
C. Mac Flooding

D. DHCP Sniffing

Answer: B

NEW QUESTION 60
Which system consists of a publicly available set of databases that contain domain name registration contact information?
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A. WHOIS

B. CAPTCHA
C. IANA

D. IETF

Answer: A

NEW QUESTION 62

The network team has well-established procedures to follow for creating new rules on the firewall. This includes having approval from a manager prior to
implementing any new rules. While reviewing the firewall configuration, you notice a recently implemented rule but cannot locate manager approval for it. What
would be a good step to have in the procedures for a situation like this?

A. Have the network team document the reason why the rule was implemented without prior manager approval.

B. Monitor all traffic using the firewall rule until a manager can approve it.

C. Do not roll back the firewall rule as the business may be relying upon it, but try to get manager approval as soon as possible.
D. Immediately roll back the firewall rule until a manager can approve it

Answer: D

NEW QUESTION 63
Session splicing is an IDS evasion technique in which an attacker delivers data in multiple, small sized packets to the target computer, making it very difficult for an
IDS to detect the attack signatures. Which tool can be used to perform session splicing attacks?

A. tcpsplice
B. Burp

C. Hydra
D. Whisker

Answer: D

NEW QUESTION 67
Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires over the network.
Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNMPUtil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser
E. NMap

Answer: ABD

NEW QUESTION 71

Bob, a system administrator at TPNQM SA, concluded one day that a DMZ is not needed if he properly configures the firewall to allow access just to servers/ports,
which can have direct internet access, and block the access to workstations.

Bob also concluded that DMZ makes sense just when a stateful firewall is available, which is not the case of TPNQM SA.

In this context, what can you say?

A. Bob can be right since DMZ does not make sense when combined with stateless firewalls
B. Bob is partially righ

C. He does not need to separate networks if he can create rules by destination IPs, one by one
D. Bob is totally wron

E. DMZ is always relevant when the company has internet servers and workstations

F. Bob is partially righ

G. DMZ does not make sense when a stateless firewall is available

Answer: C

NEW QUESTION 74

A technician is resolving an issue where a computer is unable to connect to the Internet using a wireless access point. The computer is able to transfer files locally
to other machines, but cannot successfully reach the Internet. When the technician examines the IP address and default gateway they are both on the
192.168.1.0/24. Which of the following has occurred?

A. The computer is not using a private IP address.

B. The gateway is not routing to a public IP address.

C. The gateway and the computer are not on the same network.
D. The computer is using an invalid IP address.

Answer: B

NEW QUESTION 75

The Payment Card Industry Data Security Standard (PCl DSS) contains six different categories of control objectives. Each objective contains one or more
requirements, which must be followed in order to achieve compliance. Which of the following requirements would best fit under the objective, "Implement strong

access control measures"?

A. Regularly test security systems and processes.
B. Encrypt transmission of cardholder data across open, public networks.
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C. Assign a unique ID to each person with computer access.
D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Answer: C

NEW QUESTION 76

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal network. You intend to retrieve all DNS
records for the internal domain, if the DNS server is at 192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt
to attempt a zone transfer?

A. list server=192.168.10.2 type=all

B. is-d abccorp.local

C. Iserver 192.168.10.2-t all

D. List domain=Abccorp.local type=zone

Answer: B

NEW QUESTION 81
How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender’s identity?

A. Hash value
B. Private key
C. Digital signature
D. Digital certificate

Answer: D

NEW QUESTION 86
An attacker, using a rogue wireless AP, performed an MITM attack and injected an HTML code to embed a malicious applet in all HTTP connections.
When users accessed any page, the applet ran and exploited many machines. Which one of the following tools the hacker probably used to inject HTML code?

A. Wireshark
B. Ettercap

C. Aircrack-ng
D. Tcpdump

Answer: B

NEW QUESTION 91
What is correct about digital signatures?

A. A digital signature cannot be moved from one signed document to another because it is the hash of the original document encrypted with the private key of the
signing party.

B. Digital signatures may be used in different documents of the same type.

C. A digital signature cannot be moved from one signed document to another because it is a plain hash of the document content.

D. Digital signatures are issued once for each user and can be used everywhere until they expire.

Answer: A

NEW QUESTION 93
Which type of security feature stops vehicles from crashing through the doors of a building?

A. Bollards
B. Receptionist
C. Mantrap
D. Turnstile

Answer: A

NEW QUESTION 94
To reach a bank web site, the traffic from workstations must pass through a firewall. You have been asked to review the firewall configuration to ensure that
workstations in network 10.10.10.0/24 can only reach the bank web site 10.20.20.1 using https. Which of the following firewall rules meets this requirement?

A. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 443) then permit

B. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 80 or 443) then permit
C. If (source matches 10.20.20.1 and destination matches 10.10.10.0/24 and port matches 443) then permit

D. If (source matches 10.10.10.0 and destination matches 10.20.20.1 and port matches 443) then permit

Answer: A
NEW QUESTION 97
In this attack, a victim receives an e-mail claiming from PayPal stating that their account has been disabled and confirmation is required before activation. The

attackers then scam to collect not one but two credit card numbers, ATM PIN number and other personal details. Ignorant users usually fall prey to this scam.
Which of the following statement is incorrect related to this attack?
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A. Do not reply to email messages or popup ads asking for personal or financial information
B. Do not trust telephone numbers in e-mails or popup ads

C. Review credit card and bank account statements regularly

D. Antivirus, anti-spyware, and firewall software can very easily detect these type of attacks
E. Do not send credit card numbers, and personal or financial information via e-mail

Answer: D

NEW QUESTION 102
This kind of password cracking method uses word lists in combination with numbers and special characters:

A. Hybrid

B. Linear

C. Symmetric
D. Brute Force

Answer: A

NEW QUESTION 103
What is the known plaintext attack used against DES which gives the result that encrypting plaintext with one DES key followed by encrypting it with a second DES
key is no more secure than using a single key?

A. Man-in-the-middle attack
B. Meet-in-the-middle attack
C. Replay attack

D. Traffic analysis attack

Answer: B

NEW QUESTION 107
Why would you consider sending an email to an address that you know does not exist within the company you are performing a Penetration Test for?

A. To determine who is the holder of the root account

B. To perform a DoS

C. To create needless SPAM

D. To illicit a response back that will reveal information about email servers and how they treat undeliverable mail
E. To test for virus protection

Answer: D

NEW QUESTION 110

You are a Network Security Officer. You have two machines. The first machine (192.168.0.99) has snort installed, and the second machine (192.168.0.150) has
kiwi syslog installed. You perform a syn scan in your network, and you notice that kiwi syslog is not receiving the alert message from snort. You decide to run
wireshark in the snort machine to check if the messages are going to the kiwi syslog machine. What Wireshark filter will show the connections from the snort
machine to kiwi syslog machine?

A. tcp.srcport= = 514 && ip.src= =192.168.0.99
B. tcp.srcport= = 514 && ip.src= = 192.168.150
C. tcp.dstport= = 514 && ip.dst==192.168.0.99
D. tcp.dstport= = 514 && ip.dst= = 192.168.0.150

Answer: D

NEW QUESTION 111
Which of the following tools can be used for passive OS fingerprinting?

A. nmap

B. tcpdump
C. tracert
D. ping

Answer: B

NEW QUESTION 113

A company'’s policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect some employees are still performing file
transfers using unencrypted protocols because the employees do not like changes. You have positioned a network sniffer to capture traffic from the laptops used
by employees in the data ingest department. Using Wireshark to examine the captured traffic, which command can be used as display filter to find unencrypted file
transfers?

A. tcp.port = =21

B. tcp.port = 23

C. tcp.port = =21 | | tcp.port = =22
D. tcp.port ! =21

Answer: A
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NEW QUESTION 118
Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs?

A. Nikto
B. John the Ripper
C. Dsniff
D. Snort

Answer: A

NEW QUESTION 123
DHCP snhooping is a great solution to prevent rogue DHCP servers on your network. Which security feature on switchers leverages the DHCP snooping database
to help prevent man-in-the-middle attacks?

A. Spanning tree

B. Dynamic ARP Inspection (DAI)

C. Port security

D. Layer 2 Attack Prevention Protocol (LAPP)

Answer: B

NEW QUESTION 124
Peter is surfing the internet looking for information about DX Company. Which hacking process is Peter doing?

A. Scanning

B. Footprinting

C. Enumeration

D. System Hacking

Answer: B

NEW QUESTION 125

Steve, a scientist who works in a governmental security agency, developed a technological solution to identify people based on walking patterns and implemented
this approach to a physical control access.

A camera captures people walking and identifies the individuals using Steve’s approach.

After that, people must approximate their RFID badges. Both the identifications are required to open the door. In this case, we can say:

A. Although the approach has two phases, it actually implements just one authentication factor

B. The solution implements the two authentication factors: physical object and physical characteristic
C. The solution will have a high level of false positives

D. Biological motion cannot be used to identify people

Answer: B

NEW QUESTION 126
What is the minimum number of network connections in a multihomed firewall?

00 w»
N D O W

Answer: A

NEW QUESTION 127
What does a firewall check to prevent particular ports and applications from getting packets into an organization?

A. Transport layer port numbers and application layer headers
B. Presentation layer headers and the session layer port numbers
C. Network layer headers and the session layer port numbers
D. Application layer port numbers and the transport layer headers

Answer: A

NEW QUESTION 130

A bank stores and processes sensitive privacy information related to home loans. However, auditing has never been enabled on the system. What is the first step
that the bank should take before enabling the audit feature?

A. Perform a vulnerability scan of the system.

B. Determine the impact of enabling the audit feature.

C. Perform a cost/benefit analysis of the audit feature.

D. Allocate funds for staffing of audit log review.

Answer: B
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NEW QUESTION 132

A company's policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect some employees are still performing file
transfers using unencrypted protocols because the employees do not like changes. You have positioned a network sniffer to capture traffic from the laptops used
by employees in the data ingest department. Using Wire shark to examine the captured traffic, which command can be used as a display filter to find unencrypted
file transfers?

A. tcp.port 1= 21
B. tcp.port = 23
C. tcp.port ==21
D. tcp.port ==21 || tcp.port ==22

Answer: D

NEW QUESTION 136
A pen tester is configuring a Windows laptop for a test. In setting up Wireshark, what river and library are required to allow the NIC to work in promiscuous mode?

A. Libpcap
B. Awinpcap
C. Winprom
D. Winpcap

Answer: D

NEW QUESTION 138

A large company intends to use Blackberry for corporate mobile phones and a security analyst is assigned to evaluate the possible threats. The analyst will use the
Blackjacking attack method to demonstrate how an attacker could circumvent perimeter defenses and gain access to the Prometric Online Testing — Reports
https://ibtl.prometric.com/users/custom/report_queue/rq_str... corporate network. What tool should the analyst use to perform a Blackjacking attack?

A. Paros Proxy
B. BBProxy
C. Blooover
D. BBCrack

Answer: B

NEW QUESTION 143
Which of the following LM hashes represent a password of less than 8 characters? (Choose two.)

A. BA8B10DBA98995F1817306D272A9441BB
B. 44EFCE164AB921CQAAD3B435B51404EE
C. 0182BD0BD4444BF836077A718CCDF409
D. CEC52EB9C8E3455DC2265B23734E0DAC
E. B757BF5C0D87772FAAD3B435B51404EE
F. E52CAC67419A9A224A3B108F3FAG6CB6D

Answer: BE

NEW QUESTION 146
The tools which receive event logs from servers, network equipment, and applications, and perform analysis and correlation on those logs, and can generate
alarms for security relevant issues, are known as what?

A. network Sniffer

B. Vulnerability Scanner

C. Intrusion prevention Server

D. Security incident and event Monitoring

Answer: D

NEW QUESTION 147

Which definition among those given below best describes a covert channel?
A. A server program using a port that is not well known.

B. Making use of a protocol in a way it is not intended to be used.

C. It is the multiplexing taking place on a communication link.

D. It is one of the weak channels used by WEP which makes it insecure

Answer: B

NEW QUESTION 149
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