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NEW QUESTION 1
Select the best definition of “compliance” from the options below.

A. The development of a routine that covers all necessary security measures.
B. The diligent habits of good security practices and recording of the same.
C. The timely and efficient filing of security reports.

D. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions deemed necessary and appropriate.

E. The process of completing all forms and paperwork necessary to develop a defensible paper trail.

Answer: D

NEW QUESTION 2

Which of the following encryption methods would be utilized when object storage is used as the back-end for an application?
A. Database encryption

B. Media encryption

C. Asymmetric encryption

D. Object encryption

E. Client/application encryption

Answer: E

NEW QUESTION 3

What is known as a code execution environment running within an operating system that shares and uses the resources of the operating system?

A. Platform-based Workload
B. Pod

C. Abstraction

D. Container

E. Virtual machine

Answer: D

NEW QUESTION 4
What item below allows disparate directory services and independent security domains to be interconnected?

A. Coalition

B. Cloud

C. Intersection
D. Union

E. Federation

Answer: E

NEW QUESTION 5
What is defined as the process by which an opposing party may obtain private documents for use in litigation?

A. Discovery

B. Custody

C. Subpoena

D. Risk Assessment
E. Scope

Answer: A

NEW QUESTION 6
If there are gaps in network logging data, what can you do?

A. Nothin

B. There are simply limitations around the data that can be logged in the cloud.
C. Ask the cloud provider to open more ports.

D. You can instrument the technology stack with your own logging.

E. Ask the cloud provider to close more ports.

F. Nothin

G. The cloud provider must make the information available.

Answer: C
NEW QUESTION 7
Containers are highly portable code execution environments.

A. False
B. True

Answer:
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B

NEW QUESTION 8
Which of the following is one of the five essential characteristics of cloud computing as defined by NIST?

A. Multi-tenancy

B. Nation-state boundaries
C. Measured service

D. Unlimited bandwidth

E. Hybrid clouds

Answer: C

NEW QUESTION 9
What is true of a workload?

A. Itis a unit of processing that consumes memory
B. It does not require a hardware stack

C. Itis always a virtual machine

D. It is configured for specific, established tasks

E. It must be containerized

Answer: A

NEW QUESTION 10
What is resource pooling?

A. The provider's computing resources are pooled to serve multiple consumers.

B. Internet-based CPUs are pooled to enable multi-threading.

C. The dedicated computing resources of each client are pooled together in a colocation facility.

D. Placing Internet (“cloud”) data centers near multiple sources of energy, such as hydroelectric dams.
E. None of the above.

Answer: A

NEW QUESTION 10
How can web security as a service be deployed for a cloud consumer?

A. By proxying or redirecting web traffic to the cloud provider
B. By utilizing a partitioned network drive

C. On the premise through a software or appliance installation
D. Both Aand C

E. None of the above

Answer: A

NEW QUESTION 12
What is a potential concern of using Security-as-a-Service (SecaaS)?

A. Lack of visibility

B. Deployment flexibility
C. Scaling and costs

D. Intelligence sharing
E. Insulation of clients

Answer: A

NEW QUESTION 17
Which term describes any situation where the cloud consumer does not manage any of the underlying hardware or virtual machines?

A. Serverless computing
B. Virtual machineless
C. Abstraction

D. Container

E. Provider managed

Answer: A

NEW QUESTION 21
Which of the following statements best describes an identity federation?

A. A library of data definitions

B. A group of entities which have decided to exist together in a single cloud

C. Identities which share similar attributes

D. Several countries which have agreed to define their identities with similar attributes
E. The connection of one identity repository to another
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Answer: E

NEW QUESTION 24
If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the dispute in the litigation or investigation, how is
the information likely to be obtained?

A. It may require a subpoena of the provider directly

B. It would require a previous access agreement

C. It would require an act of war

D. It would require a previous contractual agreement to obtain the application or access to the environment
E. It would never be obtained in this situation

Answer: D

NEW QUESTION 25
ENISA: “VM hopping” is:

A. Improper management of VM instances, causing customer VMs to be commingled with other customer systems.
B. Looping within virtualized routing systems.

C. Lack of vulnerability management standards.

D. Using a compromised VM to exploit a hypervisor, used to take control of other VMs.

E. Instability in VM patch management causing VM routing errors.

Answer: D

NEW QUESTION 28
What type of information is contained in the Cloud Security Alliance's Cloud Control Matrix?

A. Network traffic rules for cloud environments

B. A number of requirements to be implemented, based upon numerous standards and regulatory requirements
C. Federal legal business requirements for all cloud operators

D. Alist of cloud configurations including traffic logic and efficient routes

E. The command and control management hierarchy of typical cloud company

Answer: B

NEW QUESTION 32
An important consideration when performing a remote vulnerability test of a cloud-based application is to

A. Obtain provider permission for test

B. Use techniques to evade cloud provider’s detection systems
C. Use application layer testing tools exclusively

D. Use network layer testing tools exclusively

E. Schedule vulnerability test at night

Answer: A
NEW QUESTION 37
Vulnerability assessments cannot be easily integrated into CI/CD pipelines because of provider restrictions.

A. False
B. True

Answer: A

NEW QUESTION 42
What does it mean if the system or environment is built automatically from a template?

A. Nothing.

B. It depends on how the automation is configured.

C. Changes made in production are overwritten by the next code or template change.
D. Changes made in test are overwritten by the next code or template change.

E. Changes made in production are untouched by the next code or template change.

Answer: D
NEW QUESTION 44
If the management plane has been breached, you should confirm the templates/configurations for your infrastructure or applications have not also been

compromised.

A. False
B. True

Answer: A
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NEW QUESTION 49

Which of the following statements best defines the "authorization" as a component of identity, entitlement, and access management?

A. The process of specifying and maintaining access policies

B. Checking data storage to make sure it meets compliance requirements
C. Giving a third party vendor permission to work on your cloud solution
D. Establishing/asserting the identity to the application

E. Enforcing the rules by which access is granted to the resources

Answer: D

NEW QUESTION 53
ENISA: An example high risk role for malicious insiders within a Cloud Provider includes

A. Sales

B. Marketing

C. Legal counsel
D. Auditors

E. Accounting

Answer: D

NEW QUESTION 56
What are the primary security responsibilities of the cloud provider in compute virtualizations?

A. Enforce isolation and maintain a secure virtualization infrastructure

B. Monitor and log workloads and configure the security settings

C. Enforce isolation and configure the security settings

D. Maintain a secure virtualization infrastructure and configure the security settings
E. Enforce isolation and monitor and log workloads

Answer: A

NEW QUESTION 61
Which of the following statements is true in regards to Data Loss Prevention (DLP)?

A. DLP can provide options for quickly deleting all of the data stored in a cloud environment.
B. DLP can classify all data in a storage repository.

C. DLP never provides options for how data found in violation of a policy can be handled.

D. DLP can provide options for where data is stored.

E. DLP can provide options for how data found in violation of a policy can be handled.

Answer: E
NEW QUESTION 66
All cloud services utilize virtualization technologies.

A. False
B. True

Answer: B

NEW QUESTION 69

Which opportunity helps reduce common application security issues?
A. Elastic infrastructure

B. Default deny

C. Decreased use of micro-services

D. Segregation by default

E. Fewer serverless configurations

Answer: A

NEW QUESTION 72

Which governance domain focuses on proper and adequate incident detection, response, notification, and remediation?

A. Data Security and Encryption

B. Information Governance

C. Incident Response, Notification and Remediation
D. Compliance and Audit Management

E. Infrastructure Security

Answer: C

NEW QUESTION 74
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What are the encryption options available for SaaS consumers?

A. Any encryption option that is available for volume storage, object storage, or PaaS
B. Provider-managed and (sometimes) proxy encryption

C. Client/application and file/folder encryption

D. Object encryption Volume storage encryption

Answer: B

NEW QUESTION 75
Which governance domain deals with evaluating how cloud computing affects compliance with internal security policies and various legal requirements, such as
regulatory and legislative?

A. Legal Issues: Contracts and Electronic Discovery
B. Infrastructure Security

C. Compliance and Audit Management

D. Information Governance

E. Governance and Enterprise Risk Management

Answer: C

NEW QUESTION 76
Which layer is the most important for securing because it is considered to be the foundation for secure cloud operations?

A. Infrastructure
B. Datastructure
C. Infostructure

D. Applistructure
E. Metastructure

Answer: A

NEW QUESTION 77
CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, practice or any other actions which modify risk.

A. Risk Impact
B. Domain
C. Control Specification

Answer: C

NEW QUESTION 78
What is the most significant security difference between traditional infrastructure and cloud computing?

A. Management plane

B. Intrusion detection options

C. Secondary authentication factors

D. Network access points

E. Mobile security configuration options

Answer: A

NEW QUESTION 83
ENISA: A reason for risk concerns of a cloud provider being acquired is:

A. Arbitrary contract termination by acquiring company
B. Resource isolation may fail

C. Provider may change physical location

D. Mass layoffs may occur

E. Non-binding agreements put at risk

Answer: E

NEW QUESTION 84

CCM: A hypothetical company called: “Health4Sure” is located in the United States and provides cloud based services for tracking patient health. The company is
compliant with HIPAA/HITECH Act among other industry standards. Health4Sure decides to assess the overall security of their cloud service against the CCM
toolkit so that they will be able to present this document to potential clients.

Which of the following approach would be most suitable to assess the overall security posture of Health4Sure’s cloud service?

A. The CCM columns are mapped to HIPAA/HITECH Act and therefore Health4Sure could verify the CCM controls already covered ad a result of their compliance
with HIPPA/HITECH Ac

B. They could then assess the remaining control

C. This approach will save time.

D. The CCM domain controls are mapped to HIPAA/HITECH Act and therefore Health4Sure could verify the CCM controls already covered as a result of their
compliance with HIPPA/HITECH Ac

E. They could then assess the remaining controls thoroughl

F. This approach saves time while being able to assess the company’s overall security posture in an efficient manner.
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G. The CCM domains are not mapped to HIPAA/HITECH Ac
H. Therefore Health4Sure should assess the security posture of their cloud service against each and every control in the CC
I. This approach will allow a thorough assessment of the security posture.

Answer: C

NEW QUESTION 85
To understand their compliance alignments and gaps with a cloud provider, what must cloud customers rely on?

A. Provider documentation

B. Provider run audits and reports
C. Third-party attestations

D. Provider and consumer contracts
E. EDiscovery tools

Answer: C

NEW QUESTION 90
Big data includes high volume, high variety, and high velocity.

A. False
B. True

Answer: B

NEW QUESTION 92
What is the best way to ensure that all data has been removed from a public cloud environment including all media such as back-up tapes?

A. Allowing the cloud provider to manage your keys so that they have the ability to access and delete the data from the main and back-up storage.

B. Maintaining customer managed key management and revoking or deleting keys from the key management system to prevent the data from being accessed
again.

C. Practice Integration of Duties (I0OD) so that everyone is able to delete the encrypted data.

D. Keep the keys stored on the client side so that they are secure and so that the users have the ability to delete their own data.

E. Both B and D.

Answer: B

NEW QUESTION 93
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