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NEW QUESTION 1

An organization’s web server farm, which is hosted in the cloud with DNS load balancing, is experiencing a spike in network traffic. This has caused an outage of
the organization’s web server infrastructure.

Which of the following should be implemented to prevent this in the future as a mitigation method?

A. Enable DLP

B. Configure microsegmentation
C. Enable DNSSEC

D. Deploy a vVADC appliance

Answer: D

NEW QUESTION 2
Users of an enterprise application, which is configured to use SSO, are experiencing slow connection times. Which of the following should be done to troubleshoot
the issue?

A. « Perform a memory dump of the OS.« Analyze the memory dump.s Upgrade the host CPU to a higher clock speed CPU.

B. « Perform a packet capture during authentication.» Validate the load-balancing configuration. Analyze the network throughput of the load balancer.
C. « Analyze the storage system IOPS.« Increase the storage system capacity.» Replace the storage system disks to SSD.

D. « Evaluate the OS ACLs.» Upgrade the router firmware.s Increase the memory of the router.

Answer: C

NEW QUESTION 3
A systems administrator is deploying a VM and would like to minimize storage utilization by ensuring the VM uses only the storage if needs. Which of the following
will BEST achieve this goal?

A. Compression

B. Deduplication

C. RAID

D. Thin provisioning

Answer: D

NEW QUESTION 4
An engineer is responsible for configuring a new firewall solution that will be deployed in a new public cloud environment. All traffic must pass through the firewall.
The SLA for the firewall is 99.999%. Which of the following should be deployed?

A. Two load balancers behind a single firewall
B. Firewalls in a blue-green configuration

C. Two firewalls in a HA configuration

D. A web application firewall

Answer: C

NEW QUESTION 5
Which of the following will mitigate the risk of users who have access to an instance modifying the system configurations?

A. Implement whole-disk encryption

B. Deploy the latest OS patches

C. Deploy an anti-malware solution

D. Implement mandatory access control

Answer: D

NEW QUESTION 6
A systems administrator needs to configure monitoring for a private cloud environment. The administrator has decided to use SNMP for this task.
Which of the following ports should the administrator open on the monitoring server’s firewall?

A. 53

B. 123
C. 139
D. 161

Answer: D

NEW QUESTION 7
A systems administrator is creating a playbook to run tasks against a server on a set schedule.
Which of the following authentication technigues should the systems administrator use within the playbook?

A. Use the server’s root credentials

B. Hard-code the password within the playbook
C. Create a service account on the server

D. Use the administrator’'s SSO credentials
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Answer: D

NEW QUESTION 8

A systems administrator wants to have near-real-time information on the volume of data being exchanged between an application server and its clients on the
Internet.

Which of the following should the systems administrator implement to achieve this objective?

A. A stateful firewall
B. DLP

C. DNSSEC

D. Network flows

Answer: D

NEW QUESTION 9

A systems administrator disabled TLS 1.0 and 1.1, as well as RC4, 3DES, and AES-128 ciphers for TLS 1.2, on a web server. A client now reports being unable to
access the web server, but the administrator verifies that the server is online, the web service is running, and other users can reach the server as well.

Which of the following should the administrator recommend the user do FIRST?

A. Disable antivirus/anti-malware software

B. Turn off the software firewall

C. Establish a VPN tunnel between the computer and the web server
D. Update the web browser to the latest version

Answer: D

NEW QUESTION 10

A systems administrator is troubleshooting network throughput issues following a deployment. The network is currently being overwhelmed by the amount of traffic
between the database and the web servers in the environment.

Which of the following should the administrator do to resolve this issue?

A. Set up affinity rules to keep web and database servers on the same hypervisor
B. Enable jumbo frames on the gateway

C. Move the web and database servers onto the same VXLAN

D. Move the servers onto thick-provisioned storage

Answer: B

NEW QUESTION 10
A systems administrator is trying to establish an RDP session from a desktop to a server in the cloud. However, the connection appears to be refused even
through the VM is responding to ICMP echo requests. Which of the following should the administrator check FIRST?

A. The firewall
B. The subnet
C. The gateway
D. The services

Answer: D

NEW QUESTION 12

A company has developed a cloud-ready application. Before deployment, an administrator needs to select a deployment technology that provides a high level of
portability and is lightweight in terms of footprint and resource requirements.

Which of the following solutions will be BEST to help the administrator achieve the requirements?

A. Containers

B. Infrastructure as code
C. Desktop virtualization
D. Virtual machines

Answer: A

NEW QUESTION 14
A company has a cloud infrastructure service, and the cloud architect needs to set up a DR site. Which of the following should be configured in between the cloud
environment and the DR site?

A. Failback
B. Playbook
C. Zoning

D. Replication

Answer: D

NEW QUESTION 17
An organization is running a database application on a SATA disk, and a customer is experiencing slow performance most of the time.
Which of the following should be implemented to improve application performance?
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A. Increase disk capacity

B. Increase the memory and network bandwidth
C. Upgrade the application

D. Upgrade the environment and use SSD drives

Answer: D

NEW QUESTION 19

A company is currently running a website on site. However, because of a business requirement to reduce current RTO from 12 hours to one hour, and the RPO
from one day to eight hours, the company is considering operating in a hybrid environment. The website uses mostly static files and a small relational database.
Which of the following should the cloud architect implement to achieve the objective at the LOWEST cost possible?

A. Implement a load-balanced environment in the cloud that is equivalent to the current on-premises setupand use DNS to shift the load from on premises to cloud.
B. Implement backups to cloud storage and infrastructure as code to provision the environment automatically when the on-premises site is dow

C. Restore the data from the backups.

D. Implement a website replica in the cloud with auto-scaling using the smallest possible footprin

E. Use DNS to shift the load from on premises to the cloud.

F. Implement a CDN that caches all requests with a higher TTL and deploy the laaS instances manually in case of disaste

G. Upload the backup on demand to the cloud to restore on the new instances.

Answer: B

NEW QUESTION 20
After a hardware upgrade on a private cloud system, the systems administrator notices a considerable drop in network performance. Which of the following is
MOST likely the cause?

A. The driver

B. The memory

C. The cluster placement
D. The CPU

Answer: C

NEW QUESTION 25
A SAN that holds VM files is running out of storage space.
Which of the following will BEST increase the amount of effective storage on the SAN?

A. Enable encryption

B. Increase IOPS

C. Convert the SAN from RAID 50 to RAID 60
D. Configure deduplication

Answer: D

NEW QUESTION 27

An organization is hosting a cloud-based web server infrastructure that provides web-hosting solutions. Sudden continuous bursts of traffic have caused the web
servers to saturate CPU and network utilizations.

Which of the following should be implemented to prevent such disruptive traffic from reaching the web servers?

A. Solutions to perform NAC and DLP

B. DDoS protection

C. QoS on the network

D. A solution to achieve microsegmentation

Answer: B

NEW QUESTION 31

An organization has two businesses that are developing different software products. They are using a single cloud provider with multiple laaS instances. The
organization identifies that the tracking of costs for each business are inaccurate.

Which of the following is the BEST method for resolving this issue?

A. Perform segregation of the VLAN and capture egress and ingress values of each network interface
B. Tag each server with a dedicated cost and sum them based on the businesses

C. Split the total monthly invoice equally between the businesses

D. Create a dedicated subscription for the businesses to manage the costs

Answer: B

NEW QUESTION 34
A systems administrator is provisioning VMs in a cloud environment and has been told to select an OS build with the furthest end-of-life date.
Which of the following OS builds would be BEST for the systems administrator to use?

A. Open-source
B.LTS

C. Canary

D. Beta

E. Stable
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Answer: E

NEW QUESTION 38

A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet an anticipated increase in
demand during an upcoming holiday.

The majority of the application load takes place on the application server under normal conditions. For this reason, the company decides to deploy additional
application servers into a commercial cloud provider using the on-premises orchestration engine that installs and configures common software and network
configurations.

The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS provider has been configured to
use weighted round-robin routing to load balance connections from the Internet.

During testing, the company discovers that only 20% of connections completed successfully. INSTRUCTIONS

Review the network architecture and supporting documents and fulfill these requirements:

Part 1:

Analyze the configuration of the following components:

DNS, Firewall 1, Firewall 2, Router 1, Router 2, VPN and Orchestrator Server.

Identify the problematic device(s).

Part 2:

Identify the correct options to provide adequate configuration for hybrid cloud architecture.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Part 1:

Cloud Hybrid Network Diagram

Part 2:
Only select a maximum of TWO options from the multiple choice question

A. Mastered
B. Not Mastered

Answer: A
Explanation:
See explanation below.

Change the Address Space on Router2
Update the PSK (Pre-shared key in Router2)
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NEW QUESTION 42

A cloud administrator is building a new VM for a network security appliance. The security appliance installer says the CPU clock speed does not meet the
requirements.

Which of the following will MOST likely solve the issue?

A. Move the VM to a host with a faster CPU
B. Add more vCPUs to the VM

C. Enable CPU masking on the VM

D. Enable hyperthreading on the virtual host

Answer: D

NEW QUESTION 44
A system administrator is migrating a bare-metal server to the cloud. Which of the following types of migration should the systems administrator perform to
accomplish this task?

A. V2V
B. V2P
C. P2P
D. P2V

Answer: D

NEW QUESTION 45
A systems administrator is trying to reduce storage consumption. Which of the following file types would benefit the MOST from compression?

A. System files

B. User backups

C. Relational database
D. Mail database

Answer: B

NEW QUESTION 47

A systems administrator is deploying a solution that requires a virtual network in a private cloud environment. The solution design requires the virtual network to
transport multiple payload types.

Which of the following network virtualization options would BEST satisfy the requirement?

A. VXLAN
B.STT

C. NVGRE
D. GENEVE

Answer: C

NEW QUESTION 48

A systems administrator is deploying a GPU-accelerated VDI solution. Upon requests from several users, the administrator installs an older version of the OS on
their virtual workstations. The majority of the VMs run the latest LTS version of the OS.

Which of the following types of drivers will MOST likely ensure compatibility will all virtual workstations?

A. Alternative community drivers

B. Legacy drivers

C. The latest drivers from the vendor’s website
D. The drivers from the OS repository

Answer: C

NEW QUESTION 49
A company developed a product using a cloud provider's PaaS platform and many of the platform-based components within the application environment.
Which of the following would the company MOST likely be concerned about when utilizing a multicloud strategy or migrating to another cloud provider?

A. Licensing

B. Authentication providers
C. Service-level agreement
D. Vendor lock-in

Answer: D

NEW QUESTION 50

An OS administrator is reporting slow storage throughput on a few VMs in a private laaS cloud. Performance graphs on the host show no increase in CPU or
memory. However, performance graphs on the storage show a decrease of throughput in both IOPS and MBps but not much increase in latency. There is no
increase in workload, and latency is stable on the NFS storage arrays that are used by those VMs.

Which of the following should be verified NEXT?

A. Application
B. SAN
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C. VM GPU settings
D. Network

Answer: D

NEW QUESTION 54
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