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NEW QUESTION 1
Refer to the exhibits.
Exhibit A

branchl fgt (3) # show
config service
edit 3
set name “Corp"
set mode sla
set dst "Corp-net”™
set src "LAN-net”™
config sla
edit "UFN_PIHG"

set 1d 1
nexc
edit "VFN_HTTP"
set id 1
nexc

end

set gateway enable
next
end

set priority-members 3 4 5

Exhibit B -

I’_!ﬁh-’_‘h'i._ft". §} diagnoses aya Sawan S&rvice 3

Membars (2) =
1: Seq mum(3 T_MPL3 0}, alive, sla(dx3), g
S#:]_n:_—_il '.‘_!:I-'."-'.".‘_'._.'JII.. alive, sla(0xl).
Seq_num{3 T_INET 0_0), alive, slafOxd),
addreas (1) :
10.0.1.0-10.0.1.255

) e B F

et addresas{1):

10.0.0.0-10.255.255. 255

branchl fgt # get router info routing-table al
- 10,0.0.0/8 [1/0] via T_INET_0O_0 tunnel
[i/0) wia T_INET 1 _0 tunnel

Hembar (3] 2 interfacet T_"_1-i!:T_'.'I_':I. flags=0xd ;
prioricy: 0 1024, weight: 0

Mapher (4) : incerface: T THET 1 O, flaga=Oxd
prioricy: 0 1024, weight: 0

Mamber(5): interface: T _MPLS O, flags=0x4 , gJa
priorlcy: O 1024, weight: O

5 10.200.1.254/32 [15/0] via T INET O

3 10.2 L254/32 [15/0) via T _IKET 1 O

5 0.203.1.254/32 [15/0] wia

branchl fgt § diagnose ays sdwapn mesbar | grep T

1di0),

Service () : Address Mode (IPV4) flags=0x200 use-shortcuc=-sla
Gan(l), TOS{0xD/O0x0), FProtocoli{d: 1->E5535), Mode(sla), sla-compare-order

cfg order(l}, coati{l), sslected

gidid), *:!'-;_::l:n.lcrl!.]. oSt (0) .
gia o), -:":R:_:-I-]-"'.fl':'.l.. coat (0},

1 | grep T
100,.64.1.1
100.64.1.9

¥ tunnel

Tunnel

100.64.1.1
100.64.1.F

T MPLS 0 tunnel 172.1&£.1.%

gaceway: 100.64.1.1, peer: 10.

gaceway: 100.64.1.9%, pear: 10.202.1.

teway:

FLE]
F.L b S |

172.16.1.5, peer: 10.203.1

selecred
s soted

e

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.

The administrator wants to understand the expected behavior for traffic matching the SD- WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.

B. The traffic will be routed over T_INET_0_O.
C. The traffic will be routed over T_MPLS_0.
D. The traffic will be routed over T_INET_1 0.

Answer: C

NEW QUESTION 2

Which action fortigate performs on the traffic that is subject to a per-IP traffic shaper of 10 Mbps?

A. FortiGate applies traffic shaping to the original traffic direction only.
B. FortiGate shares 10 Mbps of bandwidth equally among all source IP addresse

C. RIAS

D. Fortigate limits each source ip address to a maximum bandwidth of 10 Mbps.
E. FortiGate guarantees a minimum of 10 Mbps of bandwidth to each source IP address.

Answer: C

NEW QUESTION 3

Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.

B. You can delete the default zones.

C. The default zones are virtual-wan-link and SASE.
D. An SD-WAN member can belong to two or more zones.

Answer: AC
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NEW QUESTION 4
Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose sys sdwan secvice

Service(l): Addreas Mode (IFV4) flage=0x200 use-shortcut-sla
Gan(8), TOS(0x0/0x0), Protocol(D: 1-»>65535), Hode (manual)
Mesbera (2) 1
1: Seq numm({l portl), alive, selected
Z: Seq num(d porti), alive, selected
Internat Service (3): GoToMeeting (42F483E9EE,0,0,0 1&354)
Microsoft.0ffice. 365 .Portal (4254837474,0,0,0 41468) Saleaforce (4254837976,0,0,0 16520)
Src addreaa(l):
10.0.1.0-10.0.1.255

Service(2): Address Mode(IFV4) flaga=0x200 use-shortcut-ala
Gan(7), TOS(0x0D/0x0), Protocol(0: 1->85535), Hode (manoal)
Mesbara(l):
1: Seq num({2 poart), alive, selected
Internet Service(2): Facebook(4294838806,0,0,0 15832) Twitter (4294838278,0,0,0 16001)
Src addresa(l):
10.0.1.0-10.0.1.255

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
Facebook (15832 4284B36606): 157.240.225.35 € 443 Tus Mar 8 12:24:04 2022
GoToMesting (16354 4204836966): 23.205.106.86 6 443 Tue Mar 8 12:24:04 2022

GoToMeating (16354 4294836966): 23.212.249.144 6 443 Tue Mar B 12:24:39 2032
Salesforce (16320 425%4837976): 23.212.249.11 & 443 Tue Mar 6 12:24:04 2022

branchl_fgt # get router info routing-table all

- 0.0.0.0/0 [1/0] wia 1%2.2.0.2, portl
[1/0) wia 192.2.0.10, port
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator

noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: BC
Explanation:

Study guide 7.2 Page 191

NEW QUESTION 5
Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD- WAN rule for local-out traffic.

B. By default, local-out traffic does not use SD-WAN.
C. By default, FortiGate does not check if the selected member has a valid route to the destination.
D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD

NEW QUESTION 6
Refer to the exhibit.
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A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.
B. FortiGate has terminated the session after a change on policy ID 1.
C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.

Answer: C

NEW QUESTION 7
Which statement about SD-WAN zones is true?

A. An SD-WAN zone can contain only one type of interface.

B. An SD-WAN zone can contain between 0 and 512 members.
C. You cannot use an SD-WAN zone in static route definitions.
D. You can configure up to 32 SD-WAN zones per VDOM.

Answer: D

Explanation:

SD-WAN zones are a group of interfaces that share the same SD-WAN settings, such as health check, SLA, and load balancing. Some characteristics of SD-
WAN zones are:

? An SD-WAN zone can contain different types of interfaces, such as physical, VLAN, aggregate, and tunnel interfacesl.

? An SD-WAN zone can contain up to 512 membersl1.

? You can use an SD-WAN zone in static route definitions, as long as the destination interface is also an SD-WAN zonel.

? You can configure up to 32 SD-WAN zones per VDOML.

NEW QUESTION 8
Which best describes the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?

A. Interface-based shaping mode
B. Reverse-policy shaping mode
C. Shared-policy shaping mode
D. Per-IP shaping mode

Answer: A

Explanation:
Interface-based shaping goes further, enabling traffic controls based on percentage of the interface bandwidth.

NEW QUESTION 9
Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?

A. diagnose sys sdwan sla-log

B. diagnose ays sdwan health-check
C. diagnose sys sdwan intf-sla-log
D. diagnose sys sdwan log

Answer: A

NEW QUESTION 10

Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements

B. Member metrics are measured only if an SLA target is configured

C. When configuring an SD-WAN rule you can select multiple SLA targets of the same performance SLA

D. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy
Answer: AD

NEW QUESTION 10

Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.
B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.
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C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.

D. Member metrics are measured only if an SLA target is configured.

Answer: BD

NEW QUESTION 15
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

$ diagnose firewall shaper traffic-shaper list name VoIP Shaper
name VolIP_Shaper

maximum-bandwidth 6250 EB/sec

guaranteed-bandwidth 2500 EB/sec

current-bandwidth 93 EKB/sec

priority 2

overhead 0

tes L

packets dropped 0

bytes dropped 0O

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 16

Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?
A. diagnose sys sdwan zone

B. diagnose sys sdwan service

C. diagnose sys sdwan member

D. diagnose sys sdwan interface

Answer: C

NEW QUESTION 20
Refer to the exhibits. Exhibit A -
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Edit Traffic Shaping Policy
P Version m 1Pvé
Mame Limit_YouTube
Status m Disable
Comments
y
0/255
If Traffic Matches:
Source Internet Service
Source Address & LAM-net (=]
Source User +
Source User Group +
Destination Internet Service
Destination Address Bl (]
Schedule +
Service @ ALL Q
Application @ YouTube (]
Application Category +
Application Group +
URL Category +
Type Of Service OO0
Type Of Service Mask 00
Then:
Actn s G
Qutgoing Interface & underlay Q
Shared Shaper = |oy-priority ﬁ
Reverse Shaper [+ low-priority ]
Per-1P Shaper L
Differentiated Services
Differentiated Services Reverse
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Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The administrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that FortiGate does not apply traffic
shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.
B. Application control must be enabled on the firewall policy.
C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: C

NEW QUESTION 23
Refer to the exhibit.

Passing Certification Exams Made Easy

visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_SDW-7.2 dumps
@ 2 PQSS@QSU https://www.2passeasy.com/dumps/NSE7_SDW-7.2/ (0 New Questions)

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 27
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 31
What are two benefits of using the Internet service database (ISDB) in an SD-WAN rule? (Choose two.)

A. The ISDB is dynamically updated and reduces administrative overhead.

B. The ISDB requires application control to maintain signatures and perform load balancing.
C. The ISDB applies rules to traffic from specific sources, based on application type.

D. The ISDB contains the IP addresses and port ranges of well-known internet services.

Answer: AD

NEW QUESTION 32
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1 2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next

end

end
Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.
C. FortiGate brings up port5 after it detects all SD-WAN members as alive.

D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: A
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NEW QUESTION 33
Refer to the exhibits. Exhibit A -

Edit Performance SLA

IP Version
Probe Mode
Protocol

Participants

Leveld DNS

3 »
Passive  Prefer Passive
m TCPECHO UDPECHO HTTP TW

4221

4222

All SD-WAN Members

- 2
2 Entries
Enable Probe Packets &
SLA Targets ©
= Add Target
Link Status
Interval 500 . Milliseconds
Failure Before Inactive 3 . {max 34600)
Restore Link After . : (max 3400
Action When Inactive
Update Static Route &
Cascade Interfaces &
Exhibit B -
branchl_fgt # diagnose sys sdwan membsr | gQrop port
Mambar{l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priozity: O 1024, weight: O
Menber(2) : interface: port?, flags=0xD , gateway: 192.2.0.10, priority: 0O 1024, weight: 0

branchl_fgt # get router info routing-table all | grep poEt
e 0.0.0.0/0 [1/0] via 192.2.0.2, porel

[1/0) via 192.2.0.10, port2
B.8.8.8/32 [10/0] wia 192.2.0.11, port2
10.0.1.0/24 is directly connectad, portd
172.16.0.0/1& [10/0) wla 172.16.0.2, portd
172.16.0.0/29 is directly connected, portd
192.2.0.0/29 1a directly connected, portl
152.2.0.8/29 is directly connected, port2
152.168.0.0/24 1a dirsctly connscted, portld

0O 0 W0 e

branchl fgt ¥ diagnose ays adwan health-check atatus Levell DNS

Haalth E‘hn:ki‘-.u‘.'n-l]‘_b!ﬂSh:

Segi(l portl): statedfalive), packec=-loss{0.000%) latency(l.919), dicter(0.137), bandwidth-
up{l10238), bandwidth-dw(102368), bandwidth-bi{20476) ala_map=0xi

Seg{2 portl): statelalive), packet-lcsa(0.000% latency(l.S508), jitter(0.101), bandwidth-

| up (10238), bandwidth-dw(lU238) , l‘.ln_ul‘lrl.‘:‘ﬁn'id:]'t"b;l:'il-l'-'ﬁl 2la map=Url

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.

If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead

NEW QUESTION 36
What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 40

Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?

A. get router info routing-table all
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B. diagnose debug application ike
C. diagnose vpn tunnel list

D. getipsec tunnel list

Answer: B

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to- spoke negotiations.

« diagnose debug console timestamp enable

« diagnose vpn ike log filter clear

« diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>
« diagnose debug application ike -1

« diagnose debug enable

NEW QUESTION 42
Refer to the exhibit.
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Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2.
Which two configuration settings are required for Toronto and London spokes to establish an ADVPN shortcut? (Choose two.)

A. On the hubs, auto-discovery-sender must be enabled on the IPsec VPNs to spokes.
B. On the spokes, auto-discovery-receiver must be enabled on the IPsec VPN to the hub.
C. auto-discovery-forwarder must be enabled on all IPsec VPNSs.

D. On the hubs, net-device must be enabled on all IPsec VPNs.

Answer: AB

NEW QUESTION 46
Exhibit.
18720010 trace_1d-1402 funcprint_pkt_detall Line-5568 mag-"va-rooti0 received a
packet (proto=6, 10.1.10.1;324%0=->42.44.30.10:443) from portd. f£lag [.), =eq 1I137T256E0D,

ack 1168005655, wim &5535"

o
B

I I-..'

0 crace idsl1402 funcesresclve ip tuple fast lines5669 mags"Find an axisting
sexsion, 1d=-00001cad, original 4
1d=20010 crace ideldd2 func=fw forward dircy handler line=447 meage"Denied by quota

check™

Which conclusion about the packet debug flow output is correct?

A. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was

dropped.
B. The packet size exceeded the outgoing interface MTU.

C. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was

dropped.

D. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the firewall policy, and the packet was

dropped.
Answer: C

Explanation:

In a Per-IP shaper configuration, if an IP address exceeds the configured concurrent session limit, the message "Denied by quota check" appears. SD-WAN 7.0

Study Guide page 287

NEW QUESTION 50
Refer to the exhibit.
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config vpn ipsec phasel-interface

edit “FIRST VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VPN”
set type dynamic
set interface “portl”
set peertype any
set proposal aeslZ2B8-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 52
Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 53

Which statement is correct about SD-WAN and ADVPN?

A. Routes for ADVPN shortcuts must be manually configured.

B. SD-WAN can steer traffic to ADVPN shortcuts, established over IPsec overlays, configured as SD-WAN members.
C. SD-WAN does not monitor the health and performance of ADVPN shortcuts.
D. You must use IKEv2 on IPsec tunnels.

Answer: B

NEW QUESTION 56

Which statement about using BGP routes in SD-WAN is true?

A. Learned routes can be used as dynamic destinations in SD-WAN rules.

B. You must use BGP to route traffic for both overlay and underlay links.

C. You must configure AS path prepending.

D. You must use external BGP.

Answer: A

NEW QUESTION 60
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