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NEW QUESTION 1
- (Exam Topic 1)

What command displays all aliases defined in the current shell? (Specify the command without any path information)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

alias, alias -p

NEW QUESTION 2
- (Exam Topic 1)

Which of the following words is used to restrict the records that are returned from a SELECT query based on a supplied criteria for the values in the records?

A. LIMIT
B. FROM
C. WHERE
D. IF

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

What word is missing from the following SQL statement?

insert into tablename (909, 'text');

(Please specify the missing word using lower-case letters only.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
VALUES, values

NEW QUESTION 4
- (Exam Topic 1)
What output will the following command produce? seq 1 5 20

A. 161116
B. 151015
C. 1234

D. 2345

E. 5101520

Answer: A

NEW QUESTION 5
- (Exam Topic 1)
Which of the following is the best way to list all defined shell variables?

A. env

B. set
C.env-a

D. echo $ENV

Answer: B

NEW QUESTION 6
- (Exam Topic 1)
Which command allows you to make a shell variable visible to subshells?

A. export $VARIABLE
B. export VARIABLE
C. set $VARIABLE

D. set VARIABLE

E. env VARIABLE

Answer: B

NEW QUESTION 7
- (Exam Topic 1)
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What output will the command seq 10 produce?

A. A continuous stream of numbers increasing in increments of 10 until stopped.
B. The numbers 1 through 10 with one number per line.

C. The numbers 0 through 9 with one number per line.

D. The number 10 to standard output.

Answer: B

NEW QUESTION 8

- (Exam Topic 1)

What word is missing from the following SQL statement?
count(*) from tablename;

(Please specify the missing word using lower-case letters only.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
select

NEW QUESTION 9

- (Exam Topic 1)

What keyword is missing from this code sample of a shell script?
i in *.txt; do

echo $i

done

A. for
B. loop
C. until
D. while

Answer: A

NEW QUESTION 10
- (Exam Topic 1)
Which of the following commands puts the output of the command date into the shell variable mydate?

. mydate="$(date)"

. mydate="exec date"
. mydate="$((date))"
. mydate="date"

. mydate="${date}"

mooO P

Answer: A

NEW QUESTION 10
- (Exam Topic 1)
When the command echo $ outputs 1, which of the following statements is true?

A. Itis the process ID of the echo command.

B. Itis the process ID of the current shell.

C. ltis the exit value of the command executed immediately before echo.
D. It is the exit value of the echo command.

Answer: C

NEW QUESTION 15

- (Exam Topic 1)

By default, the contents of which directory will be copied to a new user's home directory when the account is created by passing the -m option to the useradd
command? (Specify the full path to the directory.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

letc/skel

NEW QUESTION 20
- (Exam Topic 1)
When the command echo $$ outputs 12942, what is the meaning of 129427
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A. Itis the process ID of the echo command.

B. It is the process ID of the current shell.

C. It is the process ID of the last command executed.

D. It is the process ID of the last command which has been placed in the background.

Answer: B

NEW QUESTION 24
- (Exam Topic 1)
What is the purpose of the file /etc/profile?

A. It contains the welcome message that is displayed after login.

B. It contains security profiles defining which users are allowed to log in.

C. It contains environment variables that are set when a user logs in.

D. It contains default application profiles for users that run an application for the first time.

Answer: C

NEW QUESTION 28
- (Exam Topic 1)
Which of the following configuration files should be modified to set default shell variables for all users?

A. /etc/bashrc

B. /etc/profile

C. ~/.bash_profile
D. /etc/.bashrc

Answer: B

NEW QUESTION 32
- (Exam Topic 2)
What is the purpose of the Sticky Keys feature in X?

A. To assist users who have difficulty holding down multiple keys at once
B. To prevent repeated input of a single character if the key is held down
C. To ignore brief keystrokes according to a specified time limit

D. To repeat the input of a single character

Answer: A

NEW QUESTION 34
- (Exam Topic 2)
Why is the xhost program considered dangerous to use?

A. It makes it difficult to uniquely identify a computer on the network.

B. It allows easy access to your X server by other users.

C. It logs sensitive information to syslog.

D. It makes your computer share network resources without any authentication.
E. Itis a graphical DNS tool with known exploits.

Answer: B

NEW QUESTION 35
- (Exam Topic 2)
Your senior administrator asked you to change the default background of his machine, which uses XDM. Which file would you edit to achieve this?

A. letc/X11/xdm/Xsetup
B. /etc/X11/xdm.conf

C. /letc/X11/xdm/Defaults
D. /etc/X11/defaults.conf

Answer: A

NEW QUESTION 38

- (Exam Topic 2)

Which of the following are tasks handled by a display manager like XDM or KDM? (Choose TWO correct answers.)
A. Start and prepare the desktop environment for the user.

B. Configure additional devices like new monitors or projectors when they are attached.

C. Handle the login of a user.

D. Lock the screen when the user was inactive for a configurable amount of time.

E. Create an X11 configuration file for the current graphic devices and monitors.

Answer: AC

NEW QUESTION 40
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- (Exam Topic 3)
The correct crontab entry to execute the script chklog three times per month between 3 p.m. and 5 p.m.:

A.*3,4,51**chklog
B. 33,4,51 ** chklog
C.315,16,17 * * * chklog
D. 0 15,16,17 1 * * chklog
E.*15,16,17 1 * * chklog

Answer: D

NEW QUESTION 42
- (Exam Topic 3)
In case neither cron.allow nor cron.deny exist in /etc/, which of the following is true?

A. Without additional configuration, no users may have user specific crontabs.

B. Without additional configuration, all users may have user specific crontabs.

C. The cron daemon will refuse to start and report missing files in the system's lodfile.

D. When a user creates a user specific crontab the system administrator must approve it explicitly.

Answer: A

NEW QUESTION 46
- (Exam Topic 3)
Which file specifies the user accounts that can NOT submit jobs via at or batch? (Provide the full path and filename)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
[etc/at.deny

NEW QUESTION 47
- (Exam Topic 3)
On a system using shadowed passwords, the most correct permissions for /etc/passwd are and the most correct permissions for /etc/shadow are .

AL -TW--mmm) -fmmmmeee
B. -rw-r--r--, -r--r--r--
C. -rwW-r--r--, -r--------
D. -rw-r--rw-, -r-----r--
E. -rw------- R

Answer: C

NEW QUESTION 48
- (Exam Topic 3)
Of the ways listed, which is the best way to temporarily suspend a single user's ability to interactively login?

A. Add the user name to /etc/nologin.

B. Change the user's password.

C. Change the user name in /etc/passwd.

D. Use change to expire the user account.

E. Place the command logout in the user's profile.

Answer: D

NEW QUESTION 50

- (Exam Topic 3)

Which command should be added to /etc/bash_profile to change the language of messages from an internationalised program to Portuguese (pt)? (Select TWO
correct answers)

A. export LANGUAGE="pt"

B. export MESSAGE="pt"

C. export LANG="pt"

D. export LC_MESSAGES="pt"
E. export ALL_MESSAGES="pt"

Answer: CD

NEW QUESTION 51

- (Exam Topic 3)

Which command is used to add an empty group to the system? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
groupadd, /usr/sbin/groupadd

NEW QUESTION 56

- (Exam Topic 3)

The system's timezone may be set by linking /etc/localtime to an appropriate file in which directory? (Provide the full path to the directory, without any country
information)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
{usr/share/zoneinfo/

NEW QUESTION 58
- (Exam Topic 3)
Which commands can be used to change a user's account aging information? (Choose THREE correct answers.)

A. usermod
B. passwd
C. chattr

D. chage
E. chsh

Answer: ABD

NEW QUESTION 59
- (Exam Topic 3)
The command is used to add a group to the system.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
groupadd, /usr/shin/groupadd

NEW QUESTION 62
- (Exam Topic 3)
Why is /etc/shadow not world readable if the passwords are stored in an encrypted fashion?

A. The encrypted passwords are still subject to brute force attacks.
B. This is just for historical reasons.

C. There is other information in the file that needs to be kept secret.
D. The passwords can be decrypted by anyone with root access.

Answer: A

NEW QUESTION 64
- (Exam Topic 3)
Which of the following files assigns a user to its primary group?

A. /etc/pgroup
B. /etc/shadow
C. /letc/group

D. /etc/passwd
E. /etc/gshadow

Answer: D

NEW QUESTION 65
- (Exam Topic 4)
Which of the following tasks can be accomplished using the command date? (Choose TWO correct answers.)

A. Synchronize the hardware and system clocks.
B. Output date and time in different formats.

C. Set the system clock.

D. Set the hardware clock.

E. Update the time via NTP.

Answer: BC
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NEW QUESTION 66
- (Exam Topic 4)
To exclude all log messages of a given logging facility, you should use a logging priority of

A. Mastered
B. Not Mastered

Answer: A

Explanation:
none

NEW QUESTION 67
- (Exam Topic 4)
Why is the correct configuration of a system's time zone important?

A. Because the conversion of Unix timestamps to local time relies on the time zone configuration.

B. Because the time zone is saved as part of the modification times of files and cannot be changed after a file is created.
C. Because the environment variables LANG and LC_MESSAGES are, by default, set according to the time zone.

D. Because NTP chooses servers nearby based on the configured time zone.

Answer: A

NEW QUESTION 72
- (Exam Topic 4)
What is the purpose of the command mailq?

A. It fetches new emails from a remote server using POP3 or IMAP.
B. It is a multi-user mailing list manager.

C. Itis a proprietary tool contained only in the gmail MTA.

D. It queries the mail queue of the local MTA.

E. It is a command-line based tool for reading and writing emails.

Answer: D

NEW QUESTION 76
- (Exam Topic 4)
Which of the following commands is used to rotate, compress, and mail system logs?

A. rotatelog

B. striplog

C. syslogd --rotate
D. logrotate

E. logger

Answer: D
NEW QUESTION 77

- (Exam Topic 4)
What command should be used to print a listing of email in the system's mail queue?

A. lpg
B. mailq

C. miq
D. sendmail -l

Answer: B
NEW QUESTION 82
- (Exam Topic 4)

Which command is used to sync the hardware clock to the system clock? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

hweclock, /sbin/hwclock, /usr/sbin/hwclock

NEW QUESTION 84
- (Exam Topic 4)
What is pool.ntp.org?

A. A deprecated feature for maintaining system time in the Linux kernel
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B. A website which provides binary and source packages for the OpenNTPD project

C. A virtual cluster of various timeservers

D. A community website used to discuss the localization of Linux

Answer: C

NEW QUESTION 86
- (Exam Topic 4)

On a dual boot system, every time the system is booted back into Linux the time has been set backward by one day. Which of the following commands will correct

the problem?

A. date -d '+ 1 day’

B. hwclock --systohc --localtime
C. ntpdate pool.ntp.org

D. time hwclock

Answer: B

NEW QUESTION 89
- (Exam Topic 4)

Please specify the top directory containing the configuration files for the CUPS printing system. (Specify the full path to the directory.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

letc/cups, /etc/cups/

NEW QUESTION 90
- (Exam Topic 4)
What is true regarding the file ~/.forward?

A. As it is owned by the MTA and not writable by the user, it must be edited using the editaliases command.

B. After editing ~/.forward the user must run newaliases to make the mail server aware of the changes.

C. Using ~/.forward, root may configure any email address whereas all other users may configure only their own addresses.
D. When configured correctly, ~/.forward can be used to forward each incoming mail to more than one other recipient.

Answer: D

NEW QUESTION 93
- (Exam Topic 4)

Which command, available with all MTAs, is used to list the contents of the MTA's mail queue? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

mailq, /usr/bin/mailg, sendmail -bp, /usr/shin/sendmail -bp, /usr/lib/sendmail -bp, sendmail,

lusr/sbin/sendmail, /usr/lib/sendmail

NEW QUESTION 94
- (Exam Topic 5)

Which of the following tools used for DNS debugging, reports not only the response from the name server but also details about the query?

A. dnsq

B. dig

C. hostname
D. dnslookup
E. zoneinfo

Answer: B

NEW QUESTION 95
- (Exam Topic 5)
Which of the following is a valid IPv6 address?

A. 2001:db8:3241::1

B. 2001::db8:4581::1

C. 2001:db8:0g41::1

D. 2001%db8%9990%%1
E. 2001.db8.819f..1
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Answer: A

NEW QUESTION 97
- (Exam Topic 5)
Which of the following keywords can be used in the file /etc/resolv.conf? (Choose TWO correct answers.)

A. substitute
B. nameserver
C. search

D. lookup

E. method

Answer: BC

NEW QUESTION 102
- (Exam Topic 5)
Which of the following is true about IPv6?

A. With IPv6, the TCP port numbers of most services have changed.

B. IPv6 no longer supports broadcast addresses.

C. IPv4 addresses can be used without any change with IPv6.

D. IPv6 no longer supports multicast addresses.

E. For IPv6, UDP and TCP have been replaced by the Rapid Transmission Protocol RTP.

Answer: B

NEW QUESTION 103
- (Exam Topic 5)
Which command is used to set the hostname of the local system? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
hostname

NEW QUESTION 108
- (Exam Topic 5)
Which of the following commands will help identify a broken router between the local and the remote machine?

A. ps

B. netstat

C. nslookup
D. ifconfig

E. traceroute

Answer: E

NEW QUESTION 110
- (Exam Topic 5)
Which of the following programs can be used to determine the routing path to a given destination?

A. dig

B. netstat

C. ping

D. route

E. traceroute

Answer: E

NEW QUESTION 113

- (Exam Topic 5)

Which of the following lines are valid in the file /etc/hosts? (Choose TWO correct answers.)
A. 2001:db8::15 www.example.com www

B. www.example.com www 203.0.13.15

C. 203.0.113.15 www.example.com www

D. www.example.com,www 203.0.13.15,2001:db8::15

E. 2003.0.113.15,2001:db8::15 www.example.com www

Answer: AC

NEW QUESTION 118
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- (Exam Topic 5)
With IPv6, how many bits have been used for the interface identifier of an unicast address? (Specify the number using digits only.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
64

NEW QUESTION 119
- (Exam Topic 5)
What is true regarding TCP port 237

A. Port 23 is the well known port for the telnet service which is a plain text protocol that should no longer be used.

B. Port 23 is the well known port for the SSH service which provides secure logins.

C. Port 23 is the well known port for the rlogin service which is SSL secured by default.

D. Port 23 is the well known port for the system login services which are encrypted when the user runs the starttls command in his login shell.

Answer: A

NEW QUESTION 124
- (Exam Topic 6)
Which of the following programs uses the hosts.allow file to perform its main task of checking for access control restrictions to system services?

A. tcpd

B. inetd

C. fingerd
D. mountd
E. xinetd

Answer: A

NEW QUESTION 125
- (Exam Topic 6)
What argument to the -type option of find will match files that are symbolic links? (Specify only the argument and no other options or words.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
I

NEW QUESTION 128
- (Exam Topic 6)
Which configuration file would be edited to change default options for the OpenSSH server?

A. /etc/ssh/sshd_config
B. /etc/ssh/ssh

C. /etc/ssh/server

D. /etc/ssh/ssh_config
E. /etc/ssh/ssh_server

Answer: A

NEW QUESTION 130
- (Exam Topic 6)
What is a purpose of an SSH host key?

A. It must be sent by any SSH client in addition to a user key in order to identify the client's host.

B. It provides the server's identity information to connecting SSH clients.

C. Itis the root key by which all user SSH keys must be signed.

D. It authenticates any user that logs into a remote machine from the key's host.

E. It is used by system services like cron, syslog or a backup job to automatically connect to remote hosts.

Answer: B

NEW QUESTION 131

- (Exam Topic 6)

On a Linux system with shadow passwords enabled, which file in the file system contains the password hashes of all local users? (Specify the full name of the file,

including path.)

A. Mastered
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B. Not Mastered

Answer: A

Explanation:
/etc/shadow

NEW QUESTION 136

- (Exam Topic 6)

Which directory holds the files that configure the xinetd service when using several configuration files instead of an integrated configuration file? (Specify the full
path to the directory.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

letc/xinetd.d/, /etc/xinetd.d

NEW QUESTION 137
- (Exam Topic 6)
The presence of what file will temporarily prevent all users except root from logging into the system? (Specify the full name of the file, including path.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
/etc/nologin

NEW QUESTION 142
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