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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.

Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Secunty policies.
Madify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 2

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD ldentity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: D

NEW QUESTION 3

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

e T

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
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B. Server4
C. Serverl
D. Server3

Answer: C

NEW QUESTION 4

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)

Role setting details - Application Administrator

Activation

Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

Add assignments

For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statcments Yes Mo
G g Assions=cl ik spprlecation aamimstrator roke automancally
When Userd reguests 1o e assigned the Apphcation adrmimstrator role, only User 3 can
| | e
cquest by LUse L avsagned the Application admirsiraton role s approved on
ALY 1. 20, ] 1] qan use the role untld Februanry 1, 210007, at Od:00)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statcments Yes MNe

T s @sspgriest] (b Apaphcaticon JEMMmSTrator roke Sutormatic allhy

When Userd reguests 1o be assigned the J"-I:.‘F:Il- itian admomstrator rele. only Ulses 3 car D

crpuest by sef 1 b D assajrmgd thie Apphication admmimstratod rode o5 approved on

Liger] can use the role untl Febmnary 1, 2000, at O9:00

NEW QUESTION 5

- (Exam Topic 3)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

SO
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

NEW QUESTION 6

- (Exam Topic 3)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1l.
Which settings should you configure next for MyAppl1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy
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Answer: C

NEW QUESTION 7
- (Exam Topic 3)
You have a Microsoft 365 tenant.

Conmtml user access basad on conditiona
BCDess polcy 1o bnng signais together, 1« L ) Block acoess
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You view the User administrator role settings as shown in the Role setting details exhibit. (Click t
=i, | it . L re=aLg

he Role setting details tab.)

Role setting details - User Administrator

-

Activation

xtate

You view the User administrator role assignments as shown in the Rote assignments exhibit. (Click the Role assignments lab.)
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User Administraton \ssianme

For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo
il
I I | [
|
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yos Mo

NEW QUESTION 8

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 9

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).
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@ exambible

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C
NEW QUESTION 10

- (Exam Topic 3)
You have a Microsoft 365 tenant that contains a group named Group! as shown in the Groupl exhibit. (Click the Group 1 tab.)

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the App1 Properties tab.)

O

‘1t App1l | Properties

You configure self-service for Appl as shown in the Appl Self-service exhibit: (Click the Appl Self-service tab.)
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For each of the following statements, select Yes if the statement is true, Otherwise select NO. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo

The members of Groups can access Appl without first being approved by User 1.
Afrer you conhgure self-service for appl, the cwner of GroupT s Uses 1. L =

Appl appears in the Micraosoft (fhoe 205 app kiunchoer aof Lsera,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes
The members of Group3 can access App T withouot lirs baing approved by Usen

Afrer you conligune sell-semvidce for Appl, the Swner of GroupT s User 1,

O Oz

App] appears in the Micrasaft Chece $oh app v her of Liserd D

NEW QUESTION 13

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

A user acoourt will e locked ot if e user enters the wiong [answer choice] three imes. Jemoai sidiress
st osait Authenixator app oodde
L kT ]

M a8 user account i locked. the uset can segn in agam successtully afmer [answer cholee)
minutes.

o

i)

NEW QUESTION 14

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
* Require users to register when signing in: Yes

» Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: A

NEW QUESTION 17

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admmin review

Description ()

Start date * 12/18/2020 [
Frequency Monthly W
DU!’ﬂtiOl‘l {in di‘l}"i}- ) __—-__——-—--O 14
End (O MNever End by Occurrences

&
Usaers
Scope ® | Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers {Preview) Manager buis

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 18
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

Name Type Membership type
GGroup1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned

In the tenant, you create the groups shown in the following table.

Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.
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GroupA: v
User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 23

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 26

- (Exam Topic 3)

Your company has an Azure Active Directory (Azure AD) tenant named Contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwarein.com Both domain names are sued for Fabrikam email addresses.
You create a connected organization for Fabrikam.

You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

To allow access for users who have fabrikam.com amail
addresses conbiguie: | an accew package asiignment in [dentity Governance
An access package policy in identity Govwernance
= Agrudtgnalaccesipoloy W Azure Al — —
I 1he External collaborabion seftings n Azure AD

Te Dok ducess for users who have itwareinc . com email
sddresses, coniquie: Lan groess paciageasugnucat mldentityCousmance

AN ACCELs packacge policy in (gentity Govwemnance i
ATmirthonal dccess palicy n Afure A0
1he Extednal collabosation settmgs m Azws A0
NEW QUESTION 28
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Type ‘Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

} Users to review: Members of a group
> Scope: Everyone
b‘ Group: Groupl

} Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 31

- (Exam Topic 3)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.

1IN
IR
P
Hirerbad sl
virsth|

You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East Active Directory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync theContoso East Active Directory forest to the Contoso West
tenant.

D. Create guest accounts for all the Contoso East users in the West tenant.

Answer: D

NEW QUESTION 33
- (Exam Topic 3)
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You have an Azure Active Directory (Azure AD) tenant.
You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 35

- (Exam Topic 3)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Signin to the Microsoft 365 admin center

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain @
name @

©O

Respond to the Become the admin message

From the Microsoft 365 admin center, remove the
domain name

Create a TXT record in the contoso.com DNS zone

A.
Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 37

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name | Type . Directory synced

re e |

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

zure AL Connect cloud provisioning

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?
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A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: A

NEW QUESTION 42
- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following

exhibit.

New

Conditional access policy

Control user access based on conditional
access policy to bring signals together, to

make decisions, and enforce organizational

policies. Learn more

Mame *

Policy1

a

Assignments

Users and groups ()
Specific users included

Cloud apps or actions ()
All cloud apps

Conditions )

0 conditions selected

Access controls

Grant ()

0 controls selected

Session ()

0 controls selected

Enable policy

'f:;ﬁepcsrt—nnly off )

Control user access based on users and groups
assignment for all users, specific groups of users,
directory roles, or external guest users.

Learn more

Include Exclude

() None
i(_:]' All users
f!‘} Select users and groups

D All guest users (preview) @
D Directory roles (preview) @

Users and groups

Select (i)

1 user

Userl .
userl@sk200922outiook.onm...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE:Each correct selection is worth one point.
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To ensure that User1 is prompted for multi-factor authentication (MFA)

when accessing Cloud apps, you must configure the [answer choice].

To ensure that User1 is prompted for authentication every eight

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

hours, you must configure the [answer choice].

Conditions settings
Enable policy setting
Grant settings

Sessions settings

Users and groups setting

w

Conditions settings
Enable policy setting
Grant settings

Sessions settings

Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 44
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