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NEW QUESTION 1
How does FortiWeb protect against defacement attacks?

A. It keeps a complete backup of all files and the database.

B. It keeps hashes of files and periodically compares them to the server.
C. It keeps full copies of all files and directories.

D. It keeps a live duplicate of the database.

Answer: B

Explanation:
The anti-defacement feature examines a web site’s files for changes at specified time intervals. If it detects a change that could indicate a defacement attack, the
Fortiweb appliance can notify you and quickly react by automatically restoring the web site contents to the previous backup.

NEW QUESTION 2
In Reverse proxy mode, how does FortiWeb handle traffic that does not match any defined policies?

A. Non-matching traffic is allowed

B. non-Matching traffic is held in buffer

C. Non-matching traffic is Denied

D. Non-matching traffic is rerouted to FortiGate

Answer: C

NEW QUESTION 3
A client is trying to start a session from a page that should normally be accessible only after they have logged in.
When a start page rule detects the invalid session access, what can Fortiweb do? (Choose three.)

A. Reply with a “403 Forbidden” HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page
E. Prompt the client to authenticate

Answer: ABC

NEW QUESTION 4
In which two operating modes can Fortiweb modify HTTP packets? (Choose two.)

A. Offline protection

B. Transparent inspection
C. True transparent proxy
D. Reverse proxy

Answer: CD

NEW QUESTION 5
In which scenario might you want to use the compression feature on FortiWeb?

A. When you are serving many corporate road warriors using 4G tablets and phones
B. When you are offering a music streaming service

C. When you want to reduce buffering of video streams

D. Never, since most traffic today is already highly compressed

Answer: A
Explanation:

https://training.fortinet.com/course/view.php?id=3363
When might you want to use the compression feature on FortiWeb? When you are serving many road warriors who are using 4G tablets and phones

NEW QUESTION 6

When FortiWeb triggers a redirect action, which two HTTP codes does it send to the client to inform the browser of the new URL? (Choose two.)
A. 403

B. 302

C.301

D. 404

Answer: BC

NEW QUESTION 7

Which of the following is true about Local User Accounts?

A. Must be assigned regardless of any other authentication
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B. Can be used for Single Sign On
C. Can be used for site publishing
D. Best suited for large environments with many users

Answer: C

NEW QUESTION 8
Which operation mode does not require additional configuration in order to allow FTP traffic to your web server?

A. Offline Protection

B. Transparent Inspection
C. True Transparent Proxy
D. Reverse-Proxy

Answer: B

NEW QUESTION 9
What benefit does Auto Learning provide?

A. Automatically identifies and blocks suspicious IPs

B. Fortiweb scans all traffic without taking action and makes recommendations on rules
C. Automatically builds rules sets

D. Automatically blocks all detected threats

Answer: C

NEW QUESTION 10
Refer to the exhibit.

oSS
Edit Model Settings
& Sampling Settings

Client Identification Method IP and User-Agent >
Sampling Time per Vector 5 -  Minutes (1 —10)
Sample Count per Client per Hour 3 - (1-60)
Sample Count 1000 - (10-10000)

& Model Building Settings
Model Type Moderate v

& Anomaly Detection Settings

Anomaly Count 3 - (1—65535)
Bot Confirmation »
Dynamically Update Model L &

B Action Settings

Action Deny (no log) »
Block Period - Seconds (1 - 3600)
Severty High -
Trigger Policy Please Select >

Many legitimate users are being identified as bots. FortiWeb bot detection has been configured with the settings shown in the exhibit. The Fortiweb administrator
has already verified that the current model is accurate.

What can the administrator do to fix this problem, making sure that real bots are not allowed through FortiwWeb?

A. Change Model Type to Strict

B. Change Action under Action Settings to Alert
C. Disable Dynamically Update Model

D. Enable Bot Confirmation

Answer: D

Explanation:
Bot Confirmation
If the number of anomalies from a user has reached the Anomaly Count, the system executes Bot Confirmation before taking actions.

The Bot Confirmation is to confirm if the user is indeed a bot. The system sends RBE (Real Browser Enforcement) JavaScript or CAPTCHA to the client to double
check if it's a real bot.
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NEW QUESTION 10
When viewing the attack logs on FortiWeb, which client IP address is shown when you are using XFF header rules?

A. FortiGate public IP
B. Fortiweb IP

C. FortiGate local IP
D. Client real IP

Answer: D

Explanation:
When an XFF header reaches Alteon from a client, Alteon removes all the content from the header and injects the client IP address. Alteon then forwards the
header to the server.

NEW QUESTION 11
What key factor must be considered when setting brute force rate limiting and blocking?

A. A single client contacting multiple resources

B. Multiple clients sharing a single Internet connection
C. Multiple clients from geographically diverse locations
D. Multiple clients connecting to multiple resources

Answer: B

Explanation:
https://training.fortinet.com/course/view.php?id=3363 What is one key factor that you must consider when setting brute force rate limiting and blocking? Multiple
clients sharing a single Internet connection

NEW QUESTION 15
Which statement about local user accounts is true?

A. They are best suited for large environments with many users.
B. They cannot be used for site publishing.

C. They must be assigned, regardless of any other authentication.
D. They can be used for SSO.

Answer: B

NEW QUESTION 16
When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP address will the FortiGate's Real Server
configuration point at?

A. Virtual Server IP on the FortiGate

B. Server's real IP

C. FortiWeb's real IP

D. IP Address of the Virtual Server on the FortiWeb

Answer: A

NEW QUESTION 19
A client is trying to start a session from a page that would normally be accessible only after the client has logged in.
When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.)

A. Display an access policy message, then allow the client to continue
B. Redirect the client to the login page

C. Allow the page access, but log the violation

D. Prompt the client to authenticate

E. Reply with a 403 Forbidden HTTP error

Answer: BCE

NEW QUESTION 20
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