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NEW QUESTION 1
Name two ways of viewing the ITAlog

A. Log into the vault locally and navigate to the Server folder under the PrivateArk install location.
B. Log into the PVWA and go to the Reports tab.

C. Access the System Safe from the PrivateArk client.

D. Go to the Thirdpary log directory on the CPM

Answer: AC

NEW QUESTION 2
A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.
What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A. 25 GB Most Voted
B. 250 GB

C. 500 GB

D.5GB

Answer: B

NEW QUESTION 3

A customer has three data centers distributed globally and wants highly-available PSM connections in each segmented zone. In addition, the customer needs a
highly-available PSM connection for the CyberArk Admins.

What will best satisfy this customer's needs?

A. one PSM per zone with a load balancer and two PSMs for Admins with a load balancer

B. six PSMs in the mam data center with a load balancer and one PSM for Admins

C. two PSMs per zone with a load balancer and two PSMs for Admins with a dedicated load balancer
D. three PSMs per zone with CyberArk built-in load balancing

Answer: C

NEW QUESTION 4
Which component should be installed on the Vault if Distributed Vaults are used with PSM?

A. RabbitMQ

B. Disaster Recovery

C. Remote Control Client
D. Distributed Vault Server

Answer: A

NEW QUESTION 5
When configuring RADIUS authentication, which utility is used to create a file containing an encrypted version of the RADIUS secret?

A. CAVaultManager
B. CACert

C. CreateAuthFile
D. CreateCredFile

Answer: C

NEW QUESTION 6

You are designing the number of PVYWAs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability,
and wants to use all Vaults at all times.

How many PVWAs does the customer need?

A. six or more
B. four

C. two or less
D. three

Answer: A

NEW QUESTION 7

By default, the vault secure protocol uses which IP port and protocol.
A. TCP/1858

B. TCP/443

C. UDP/1858

D. TCP/80

Answer: A
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Explanation:
Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html

NEW QUESTION 8
You are installing multiple PVWASs behind a load balancer.
Which statement is correct?

A. Port 1858 must be opened between the load balancer and the PVWAs.

B. The load balancer must be configured in DNS round robin.

C. The load balancer must support "sticky sessions".

D. The LoadBalancerClientAddressHeader parameter in the PVWA.ini file must be set.

Answer: C

NEW QUESTION 9
What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.

B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization's NTP server.
C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.

D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 10
What is a requirement for setting fault tolerance for PSMs?

A. Use a load balancer

B. Use a backup solution

C. CPM must be in all data centers
D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 10
What is determined by the "MaxConcurrentConnections” setting within a platform?

A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform

C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM

D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 12
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
Most Voted

B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).

C. In the CYBRWINDAD platform, under Ul&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).

D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 15
A customer asked you to help scope the company's PSM deployment. What should be included in the scoping conversation?

A. Recordings file path

B. Recordings codec

C. Recordings retention period
D. Recordings file type

Answer: C

NEW QUESTION 20
In which file must the attribute ‘SignAuthnRequest="true

be added to the PartnerldentityProvider element to support signed SAML requests?

A. saml.config

B. samlconfig.ini

C. PVWAConfig.xml

D. PVConfiguration.xml
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Answer: C

NEW QUESTION 24
A customer has two data centers and requires a single PVWA url.
Which deployment provides the fastest time to reach the PVWA and the most redundancy?

A. Deploy two PVWAs behind a global traffic manager.
B. Deploy one PVWA only.

C. Deploy two PVWAs in an active/standby mode.

D. Deploy two PVWAS using DNS round robin.

Answer: A

NEW QUESTION 25
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted

B. LDAP authentication Most Voted

C. RADIUS authentication Most Voted

D. Windows authentication

E. SAML authentication

F. OpenlD Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 28
In addition to bit rate and estimated total duration of recordings per day, what is needed to determine the amount of storage required for PSM recordings?

A. retention period
B. number of PSMs
C. number of users
D. number of targets

Answer: A

NEW QUESTION 31
In a SIEM integration it is possible to use the fully-qualified domain name (FQDN) when specifying the SIEM server address(es)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 34
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A

NEW QUESTION 36

This value needs to be added to the PVWA configuration file:

Assuming all CyberArk PVWA servers were installed using default paths/folders, which configuration file should you locate and edit to accomplish this?
A. c:\inetpub\wwwroot\passwordvault\web.config

B. c:\inetpub\wwwroot\passwordvault\services\web.config

C. c:\cyberark\password vault web access\env\web.config

D. c:\program files\cyberark\password vault web access\web.config

Answer: A

NEW QUESTION 41

In order to retrieve data from the vault a user MUST use an interface provided by CyberArk.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 44
DRAG DROP

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full PAM-SEN dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/PAM-SEN-exam-dumps.html (136 New Questions)

Arrange the steps to failover to the DR CPM in the correct sequence.

Enable the CPM services on the DR CPM,

Validate that the Primary CPM's services are
stopped and set to manual.

On the DR CPM, confirm details in the Vault.ini
configuration file, reset the password to the
CPM user, and recreate the credential file.

Review logs to confirm the DR CPM services
are running as expected.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Validate that tha | 'rimary C1*M's sarnvicas are
sluppodd and sl o ranual

Enable tha CIM'M services on the DIt C'M

Suggested Answer: ¢n tha UR CFPM confirm datails in the Vau it in
conlguration fite, resel the password 1o tha CPM
udsar and recraatée the cradeantial tile

Ruviaw logs o confien thypy DR CPM sotvicos ato
runming as expacted

NEW QUESTION 47
Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk
F. OPM

G. AIM

Answer: BCD

NEW QUESTION 51
What is a prerequisite step before installing the Vault on Windows 2019?

A. Configure the Kerberos authentication method on the default 1IS Application pool
B. Check that the server IP address is correctly configured and that it is static

C. In the Network Connection properties, configure Preferred DNS Servers

D. Install Microsoft Windows patch KB4014998

Answer: B

NEW QUESTION 53

Which file must you edit to ensure the PSM for SSH server is not hardened automatically
after installation?

A. vault.ini

B. user.cred

C. psmpparms

D. psmgw.config

Answer: C

NEW QUESTION 58

The vault server uses a modified version of the Microsoft Windows firewall.

A. TRUE
B. FALSE
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Answer: B

NEW QUESTION 63
Which authentication methods does PSM for SSH support?

A. CyberArk password LDAP, RADIUS, SAML
B. LDAP, Windows Authentication, SSH keys
C. RADIUS, Oracle SSO, CyberArk Password
D. CyberArk Password, LDAP, RADIUS

Answer: D

NEW QUESTION 66
What would be a good use case for a High Availability vault?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required

D. PSM is used.

Answer: A

NEW QUESTION 71
Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM or SYSLOG server?

A. dbparm.ini
B. PARagent.ini
C. ENEConf.ini
D. padr.ini

Answer: C

NEW QUESTION 73
When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior

B. False, this is not possible

C. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback’ setting is set to yes in the dbparm mi file

Answer: C

NEW QUESTION 76
You are configuring the Vault to send syslog audit data to your organization’s SIEM solution.
What is a valid value for the SyslogServerProtocol parameter in DBPARM.INI file?

A.TLS
B. SSH
C. SMTP
D. SNMP

Answer: A

NEW QUESTION 78
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.

B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf

D. Most Voted

E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 83
After installing the Vault, you need to allow Firewall Access for Windows Time service to sync with NTP servers 10.1.1.1 and 10.2.2.2.
What should you do?

A. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/ud

B. Most Voted

C. Edit DBParm.ini to add: NTPServer=[10.1.1.1:123/UDP,10.2.2.2:123/UDP].

D. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/udp,123:inbound/u dp.
E. Edit the Windows Firewall configuration to add a rule for Port 123/udp outbound to 10.1.1.1 and 10.2.2.2.
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Answer: D

NEW QUESTION 84

During the PSM installation process, Safes and a User are created.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords, and Activate Users, which authorization(s) does the Vault user installing the PSM need to
enable them to be successfully created?

A. Manage Vault File Categories Most Voted

B. Manage Server File Categories

C. Manage Directory Mapping, Manage Server File Categories
D. Manage Directory Mapping, Manage Vault File Categories

Answer: A

NEW QUESTION 88
In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening.ps1 perform when run? (Choose two.)

A. performs IIS hardening

B. configures all group policy settings

C. renames the local Administrator Account
D. configures Windows Firewall

E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 91
What is the purpose of the CPM_Preinstallation.ps1 script included with the CPM installation package?

A. It prompts for input parameters that will be used to pre-populate form fields in the installation wizard.

B. It automatically installs the CPM, requiring no additional user input.

C. It allows you to install the CPM using a command line approach rather than using the installation wizard.
D. It verifies the NET version installed on the server and sets the IS SSL TLS server configuration.

Answer: D

NEW QUESTION 95
What is required before the first CPM can be installed?

A. The environment must have at least one Vault and one PVWA installed.
B. The Vault environment must have at least one account stored in a safe.
C. Custom platforms must be downloaded from the CyberArk Marketplace.
D. The PSM component must be installed and proper functionality validated.

Answer: A

NEW QUESTION 100
You want to add an additional maintenance user on the PSM for SSH. How can you accomplish this if InstallCyberarkSSHD is set to Integrated?

A. Create a local user and add it to the PSMMaintenance Group.

B. Create a local user called proxymng.

C. Create a local user and add it to group configured for the parameter AllowGroups in the/etc/sshd_config file
D. Create a local user, called psmpmng.

Answer: C

NEW QUESTION 101

What authentication methods can be implemented to enforce Two-Factor Authentication (2FA) for users authenticating to CyberArk using both the PVWA (through
the browser) and the PrivateArk Client?

A. LDAP and RADIUS Most Voted

B. CyberArk and RADIUS

C. SAML and Cyber Ark

D. SAML and RADIUS

Answer: A

NEW QUESTION 104

The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A
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NEW QUESTION 105
What is the name of the account used to establish the initial RDP session from the end user client machine to the PSM server?

A. PSMConnect

B. PSMAdminConnect

C. PSM

D. The credentials the end user retrieved from the vault

Answer: A

NEW QUESTION 109
In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before
installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 112
Which statement is correct about CPM behavior in a distributed Vault environment?

A. CPMs should only access the primary Vaul

B. When it is unavailable, CPM cannot access any Vault until another Vault is promoted as the new primary Vault.
C. CPMs should access only the satellite Vaults.

D. CPMs should only access the primary Vaul

E. When it is unavailable, CPM cannot access any Vault until the original primary Vault is operational again.

F. CPM should access all Vaults - primary and the satellite.

Answer: A

NEW QUESTION 113
Which components support load balancing? (Choose two.)

A.CPM
B. PVWA
C. PSM
D. PTA
E. EPV

Answer: BC

NEW QUESTION 114
If a customer has one data center and requires fault tolerance, how many PVWAs should be deployed?

A. two or more

B. one PVWA cluster
C.one

D. two PVWA clusters

Answer: A

NEW QUESTION 119

There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.

B. The Immediatelnterval setting for the platform is incorrect and must be greater than orequal to 1.

C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.

D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 122
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