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NEW QUESTION 1

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must meet the authentication requirements and the access
requirements.

What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

Location offer your country set, IP ranges MFA trusted IP and corporate network VPN gateway IP address: This is the public IP address of the VPN device for your
on-premises network. The VPN device requires an IPv4 public IP address. Specify a valid public IP address for the VPN device to which you want to connect. It
must be reachable by Azure Client Address space: List the IP address ranges that you want routed to the local on-premises network through this gateway. You
can add multiple address space ranges. Make sure that the ranges you specify here do not overlap with ranges of other networks your virtual network connects to,
or with the address ranges of the virtual network itself.

NEW QUESTION 2

- (Exam Topic 1)

You need to implement password restrictions to meet the authentication requirements. You install the Azure AD password Protection DC agent on DC1.
What should you do next? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Configure the Azure AD Password Protection proxy service orn: |pc1
SERVERI
SERVER2
Confugure the pacossord B [in Acwes AD
O SERVERY

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Serverl On DC1

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 4
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuration policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Arca

Object to create for cach branch othice | An adminstrative umit

A custom role

A Dymamic User secunty group
An OU

Tonltose: |Azure Active Dwrectory admin center

Actwe Directary Adminstratve Contor

Actve Directory module for Wandows Powershed)
Microsoft 365 admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 6

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 7

- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlook.com | Guest MNo Ente_rprr_s.e
application
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following
exhibit.

Collaboration restrictions

(_ ) Allow invitations to be sent to any domain (most inclusive)

() Deny invitations to the specified domains

F : 3 - . b S = o .
(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (144 Q&As)

Statements Yes No

User1 can accept the inmitation and gain access to the enterpnse applhication O O
User2 can access the enterprise application. ® O
User3 can accept the invitation and gain access to the SharePoint site. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 8

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy.

Publish App1 in Azure Active Directory

(Azure AD) @

Create a conditional access policy that has @
session controls configured

©Q

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.
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Roles Answer Area

Hlobal administrator Userl: Role

Global reader
User2: Role

Reports reader
Security operator
Security reader

Jeer administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Roles Answer Area

PSS

 Global administrator User]: | Global administrator |
L]

P — T — I ——

Global reader |
| Reports reader

S —

[ e S SRR S S e e

| Secunty operator

T

1| Secunty reader

e I T T T -

NEW QUESTION 10

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU). What should you configure?

A. an access review

B. the terms or use

C. alinked subscription
D. a user flow

Answer: C
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 11

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 15

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 16

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 19

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 20
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- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 21

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 22

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

* An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

* A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 25
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

User1 Member '

Yes
User? Member L SR ERITTIN)
User3 Guest No

-----------------

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

Jobititle propertys | [lisers anly

Liser 1 and User2 only
Liser? and Userd only
Liser] Userd ) and Userd

Lisage locaton propertys | lilsoe? only

Liserl and User2 only
L mrel Lisiee 3 only
Userl Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 27

Job title property: [iserz enly
fuser s and Usarz only

erl User? and Userd

Lisage localwan propoeriys

3 .ll'_ '|.rr|r,'
Lider? and Userd anly
User]) Userd and Userd

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Role
User1 Conditional Access administrator
UserZ Authentication administrator
User3 Security administrator
User4 Secunty operator

You plan to implement Azure AD Identity Protection.

Which users can configure the user risk policy, and which users can view the risky users report? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure the user risk policy:

View the risky users report:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only

User1, User2, User3, and User4

w

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 29
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.
The tenant contains the groups shown in the following table.

e b=

Name Source Member of
Group! Cloud Group3
Groupd Active Dwrectory doman | None
Group3 ihoud None

The tenant contains the users shown in the following table.

Answer Area

Statements Yes
User! wall be removed automatically from Groupd if the user does not respond to the r-:".-'lr:n]:
request.
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview
recuest
LIsers will be removed automartically fram {_.r-.‘.lupr_: if the user dost nal fespand o e review
request

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes Mo

NEW QUESTION 31

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 33

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

» Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

 Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 38

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name ™ Actrmin review
Description &)
Start date * 12/18/2020 i
Frequency Monthiy =
Duratiml :in da!’rs} : -———-————-—--0 14
End () MNever End by Occurrences
g
Users
Scope ® ) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager il |

(Preview) Fallback reviewers (@

Medan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You set Reviewers to Member (self).
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 43

- (Exam Topic 4)
You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.
You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.

What should you implement?
You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: B

NEW QUESTION 47
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the

alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.
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Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 48

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named App1l.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

b’ Create an app registration:
Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

;:' Grant admin consent:
Higher-privileged permissions require administrator consent.

;:' Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
Encoded inside the access token is every permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

NEW QUESTION 49

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.
il S R S R

= mete i Jf

In the tenant, you create the groups showi

.

in the following table.

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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GroupA:

User1 only

User1 and Group1 only

User1, Group1, and Group2 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB:

v

User1 only
User1 and Group4 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 51
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