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NEW QUESTION 1

Refer to the exhibit.

Top 10 Src IP Addr ordered by flows:

Date first seen Duration SrcIP Addr Flows Packets Bytes pps bps bpp
2019-11-30 06:45:50.990 1147.332 192.168.12.234 109183 202523 13.1M 176 96116 68

2019-11-30 06:45:02.928 1192.834 10.10.151.203 62794 219715 259M 184 182294 123

2019-11-30 06:59:24.563 330.110 192.168.28.173 27864 47943 22M 145 55769 48

What information is depicted?

A. lIS data

B. NetFlow data

C. network discovery event
D. IPS event data

Answer: B

NEW QUESTION 2
An engineer runs a suspicious file in a sandbox analysis tool to see the outcome. The analysis report shows that outbound callouts were made post infection.
Which two pieces of information from the analysis report are needed to investigate the callouts? (Choose two.)

A. signatures

B. host IP addresses
C. file size

D. dropped files

E. domain names

Answer: BE

NEW QUESTION 3
What is the difference between deep packet inspection and stateful inspection?

A. Deep packet inspection is more secure than stateful inspection on Layer 4

B. Stateful inspection verifies contents at Layer 4 and deep packet inspection verifies connection at Layer 7
C. Stateful inspection is more secure than deep packet inspection on Layer 7

D. Deep packet inspection allows visibility on Layer 7 and stateful inspection allows visibility on Layer 4

Answer: D

NEW QUESTION 4
Which type of evidence supports a theory or an assumption that results from initial evidence?

A. probabilistic
B. indirect

C. best

D. corroborative

Answer: D

NEW QUESTION 5
Which process is used when IPS events are removed to improve data integrity?

A. data availability

B. data normalization
C. data signature

D. data protection

Answer: B

NEW QUESTION 6
Refer to the exhibit.

Mar 6 10:35:34 user sshd[12900]: pam_unix(sshd:auth):authentication failure;
logname= u1d=0 euid=0 tty=ssh ruser= rhost=127.0.0.1

Mar 6 10:35:36 user sshd[12900]: Failed password for invalid user not bill from
127.0.0.1 port 38346 ssh2

In which Linux log file is this output found?

A. /var/log/authorization.log
B. /var/log/dmesg
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C. var/log/var.log
D. /var/log/auth.log

Answer: D

NEW QUESTION 7

Which category relates to improper use or disclosure of Pll data?
A. legal

B. compliance

C. regulated

D. contractual

Answer: C

NEW QUESTION 8

Which piece of information is needed for attribution in an investigation?
A. proxy logs showing the source RFC 1918 IP addresses

B. RDP allowed from the Internet

C. known threat actor behavior

D. 802.1x RADIUS authentication pass arid fail logs

Answer: C

NEW QUESTION 9

Which incidence response step includes identifying all hosts affected by an attack'?

A. post-incident activity

B. detection and analysis

C. containment eradication and recovery
D. preparation

Answer: A

NEW QUESTION 10

What does an attacker use to determine which network ports are listening on a potential target device?

A. man-in-the-middle
B. port scanning

C. SQL injection

D. ping sweep

Answer:. B

NEW QUESTION 10

Which attack method intercepts traffic on a switched network?
A. denial of service

B. ARP cache poisoning

C. DHCP snooping

D. command and control

Answer: C

NEW QUESTION 12
Refer to the exhibit.
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- Internat Protocol version 4, Src: 192.168.122.1 (192.168.122 D), Dst
- 29 179 €9 | 79.179. 69}
........ .69 (B8l.1 1 g
Jersion: 4
Header Length: 20 bytes
+ Differentiated Services Field: 0x00 (DSCP 0x0 Default:; ECN xi Not=ECT
(Not ECN-Capable Transport))
Total Length: 538
Identification: Oxébse (27534)
+ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (&)
'] o L) i’ - ! LT - ¥ i 4 . " " 5
+ Header checksum: 0x000 [Validation disabled]
Source: 192.le8.122.1 (192.168.122.100)
Destination: B81.179.179.69 (81.179.179.69)
[Source GeonlP: Unknowr
+ Transmission control protocol. src port: 50272 (50272) Dst Port: 80 (80)
Seqg: 419451624, Ack: 970444123. Len: 49

What should be interpreted from this packet capture?

A. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP address
81.179.179.69 using IP protocol 6.

B. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP
address 81.179.179.69 using IP protocol 6.

C. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP
address 81.179.179.69 using IP protocol 6.7E503B693763E0113BEOCD2E4A16C9C4

D. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP address
81.179.179.69 using IP protocol 6.

Answer: B

NEW QUESTION 15
What specific type of analysis is assigning values to the scenario to see expected outcomes?

A. deterministic
B. exploratory
C. probabilistic
D. descriptive

Answer: A

NEW QUESTION 16
How does certificate authority impact a security system?

A. It authenticates client identity when requesting SSL certificate
B. It validates domain identity of a SSL certificate

C. It authenticates domain identity when requesting SSL certificate
D. It validates client identity when communicating with the server

Answer: B

NEW QUESTION 17
What is a difference between inline traffic interrogation and traffic mirroring?

A. Inline inspection acts on the original traffic data flow

B. Traffic mirroring passes live traffic to a tool for blocking

C. Traffic mirroring inspects live traffic for analysis and mitigation
D. Inline traffic copies packets for analysis and security

Answer: B

NEW QUESTION 18

What is the practice of giving an employee access to only the resources needed to accomplish their job?
A. principle of least privilege

B. organizational separation

C. separation of duties
D. need to know principle
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Answer: A

NEW QUESTION 20
Refer to the exhibit.

No. Time « Source Destination Protocol Length Info

10 W ULILZ10 1UeL R — e
20 D.022702 1 192.124.249, E& 50588-443
22 0.022996 10.0.2.15 192.124.249. 56 50586—443 [ACK] Seg=]
23 0.023212 10.0.2.15 192.124.249, 261 50588-443 [P35H, ACK]
25 0.023445 192.124.249.9 10.0.2.15 TCP 62 443-50588 [ACK] Seg=]
26 0.023617 192.124.249.9 10.0.2.15 TCP 62 443-50586 [ACK] Seg=]
27 0.037413 192,124 . 2499 (10.0.2.15 TCFP 2792 44350586 [PSH, ACK]

i 28 0 037426 100215 192.124.249.9 TCP 56 50586=443 [ACK] Sen=:

%)

> Frame 24: 261 bytes on wire (2088 bits), 261 bytes captured (2088 bits)

» Linux cooked capture

» Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2.15), Dst: 192.124.249.9 (la9z.124.2

> Transmission Control Protocol, S5rc Port: 50586 (50586), Dst Porl: 443 (443), Seg: 1, A

v Data [205 bytes]

Data: 16030100c8010000c403030e06ead078d17676cl13abdeebf...
[Length: 205]

Q0RO 00 ¢4 00 01 00 06 0B 00 27 7a 32c 83 G0 00 08 00 ... aewis e O

0010 45 00 00 £5 48 7b 40 00 40 06 2b £3 0Oa 00 02 0Of E...H{@. @.+......

U020 e e B B8 b S5 01 bbb 4He If do bad 00 B3 88 02 .| ewews e smeeammne

ga3n S8 18 T2 10 6 T¢ 0090 16 U3 Dl D0eB QL B OB SPaen e siieeeaee

0040 ¢4 03 03 0e 06 =a d0 78 dl 76 76 cl 3a bd 6e bf ....... ¥ VWL En

0050 e6 b8 L8 b2 ba 08 dé 6d 0d 38 fb 91 45 de fc ee ..ccoan m oB.

0060 Bb 6e £8 00 00 le el 2b 0 2f cc 29 coc aB cb 2 s« - e T

0070 cO 2D cl Ra cO 09 ¢cD 13 cO 14 00 33 0 39 00 2 .0...aa4 S L T

0080 00 35 00 0a 01 00 00 74 0O 00 00 16 00 14 00 00 .5..... |

0080 11 77 77 77 2e 6¢c €69 6e 75 78 6d 69 62 74 2o €3 .wwwlin uxmint.c

Gdal 6f 6d.00 L7 080 00 ££ 091 00 01 00 00 Ga 0D OB DO 0w eiied Gwiee

00b0 06 00 17 00 18 00 19 00 0Ok 00 62 01 00 00 23 00 oiiiciiue Smaies #.

00cO 00 323 74 00 00 00 10 00 17 00 15 02 68 32 08 73 .3Cewnns WRTRPONE. (]

00d0 70 €4 79 2f 33 2e 31 08 68 74 74 70 2f 31 2 31 pdy/3.1. http/l.1

0dead: 00 0500 0 @1 00 00 00 00 00 O0d 00 12 90 16 04 . .eesies Anvesewsa

QO0E0 01 65 01 06 01 62 01 Q4 03 05 03 06 03 02 03 05 e ewvnwse sonvwaeens

Q100 92 04 02 B2 02 aswas

Which application protocol is in this PCAP file?
A. SSH

B. TCP

C.TLS

D. HTTP

Answer: B

NEW QUESTION 23

What should a security analyst consider when comparing inline traffic interrogation with traffic tapping to determine which approach to use in the network?

A. Tapping interrogation replicates signals to a separate port for analyzing traffic
B. Tapping interrogations detect and block malicious traffic

C. Inline interrogation enables viewing a copy of traffic to ensure traffic is in compliance with security policies

D. Inline interrogation detects malicious traffic but does not block the traffic
Answer: A

NEW QUESTION 27

Which signature impacts network traffic by causing legitimate traffic to be blocked?
A. false negative

B. true positive

C. true negative

D. false positive

Answer: D

NEW QUESTION 32
Which step in the incident response process researches an attacking host through logs in a SIEM?
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A. detection and analysis

B. preparation
C. eradication
D. containment

Answer: A

NEW QUESTION 37

Refer to the exhibit.

File name

File size

File type

CRC32
MDS5
SHA1
SHA256
SHAS512
Ssdeep

PEID

Yara

VirusTotal

400918 bytes

PDF document, version 1.6

11638A98

61baabdbfc12e01ff73ceaccO7cB4f9a
0805d0ae6215358b9a3f4c1868d552fc3561b17
27cced58a0icbb0bbe38947T 40301461 1039fefdf3bd2b0ba7ad85b18194c
S5a43bc7eef279b209e2590432cc3e2eb480d0i78004e265f00b98b4aldc9a
1536 p0AAHZKIhGBjcdBiBVE TeePxsTB5ZZ 3pduives/QRIET S5+ prahGVEB

MNone matched

* embedded_pe (Contains an embedded PE32 file)
« embedded_win_api (A non-Windows executable contains win32 AP
vmdetect (Possibly employs anti-vinuakization techmgues)

VirusTotal Scan Date: 2013-12-27 0651 52
Detection Rate: 32/46 { J

An engineer is analyzing this Cuckoo Sandbox report for a PDF file that has been downloaded from an email. What is the state of this file?

A. The file has an embedded executable and was matched by PEID threat signatures for further analysis.

B. The file has an embedded non-Windows executable but no suspicious features are identified.

C. The file has an embedded Windows 32 executable and the Yara field lists suspicious features for further analysis.

D. The file was matched by PEID threat signatures but no suspicious features are identified since the signature list is up to date.

Answer: C

NEW QUESTION 41

An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked

the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.
Which testing method did the intruder use?

A. social engineering

B. eavesdropping
C. piggybacking
D. tailgating

Answer: A

NEW QUESTION 43
How does an SSL certificate impact security between the client and the server?

A. by enabling an authenticated channel between the client and the server
B. by creating an integrated channel between the client and the server

C. by enabling an authorized channel between the client and the server

D. by creating an encrypted channel between the client and the server

Answer: D

NEW QUESTION 46
What is the virtual address space for a Windows process?

A. physical location of an object in memory

B. set of pages that reside in the physical memory

C. system-level memory protection feature built into the operating system
D. set of virtual memory addresses that can be used

Answer: D
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NEW QUESTION 51
What do the Security Intelligence Events within the FMC allow an administrator to do?

A. See if a host is connecting to a known-bad domain.
B. Check for host-to-server traffic within your network.
C. View any malicious files that a host has downloaded.
D. Verify host-to-host traffic within your network.

Answer: A

NEW QUESTION 56
A security expert is working on a copy of the evidence, an ISO file that is saved in CDFS format. Which type of evidence is this file?

A. CD data copy prepared in Windows

B. CD data copy prepared in Mac-based system

C. CD data copy prepared in Linux system

D. CD data copy prepared in Android-based system

Answer: A

NEW QUESTION 60
An offline audit log contains the source IP address of a session suspected to have exploited a vulnerability resulting in system compromise.
Which kind of evidence is this IP address?

A. best evidence

B. corroborative evidence
C. indirect evidence

D. forensic evidence

Answer: B

NEW QUESTION 64

An investigator is examining a copy of an ISO file that is stored in CDFS format. What type of evidence is this file?
A. data from a CD copied using Mac-based system

B. data from a CD copied using Linux system

C. data from a DVD copied using Windows system

D. data from a CD copied using Windows

Answer: B

NEW QUESTION 68
Refer to the exhibit.

$ cuckoo submit --machine cuckool /path/to/binary

Which event is occurring?

A. A binary named "submit" is running on VM cuckool.

B. A binary is being submitted to run on VM cuckool

C. A binary on VM cuckool is being submitted for evaluation
D. A URL is being evaluated to see if it has a malicious binary

Answer: C

NEW QUESTION 73

Which HTTP header field is used in forensics to identify the type of browser used?

A. referrer

B. host

C. user-agent

D. accept-language

Answer: C

NEW QUESTION 77

What is the difference between the ACK flag and the RST flag in the NetFlow log session?

A. The RST flag confirms the beginning of the TCP connection, and the ACK flag responds when the data for the payload is complete
B. The ACK flag confirms the beginning of the TCP connection, and the RST flag responds when the data for the payload is complete
C. The RST flag confirms the receipt of the prior segment, and the ACK flag allows for the spontaneous termination of a connection

D. The ACK flag confirms the receipt of the prior segment, and the RST flag allows for the spontaneous termination of a connection

Answer: D
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NEW QUESTION 80
Which utility blocks a host portscan?

A. HIDS

B. sandboxing

C. host-based firewall
D. antimalware

Answer: C

NEW QUESTION 81
When communicating via TLS, the client initiates the handshake to the server and the server responds back with its certificate for identification.
Which information is available on the server certificate?

A. server name, trusted subordinate CA, and private key
B. trusted subordinate CA, public key, and cipher suites
C. trusted CA name, cipher suites, and private key

D. server name, trusted CA, and public key

Answer: D

NEW QUESTION 84
Which security principle requires more than one person is required to perform a critical task?

A. least privilege
B. need to know
C. separation of duties
D. due diligence

Answer: C

NEW QUESTION 86

Which list identifies the information that the client sends to the server in the negotiation phase of the TLS handshake?
A. ClientStart, ClientKeyExchange, cipher-suites it supports, and suggested compression methods

B. ClientStart, TLS versions it supports, cipher-suites it supports, and suggested compression methods

C. ClientHello, TLS versions it supports, cipher-suites it supports, and suggested compression methods

D. ClientHello, ClientKkeyExchange, cipher-suites it supports, and suggested compression methods

Answer: C

NEW QUESTION 88
Refer to the exhibit.

giﬁ{oc Show TCP summary in protocol tree: v

SSCOP Validate the TCP checksum if possible:

SSH Allow subdissector to reassemble TCP streams: v

SSL Analyze TCP sequence numbers: '/ '\

STANAG 5066 Relative sequence numbers: [/

StarTeam Scaling factor to use when not available from capture: | Not known v
STP _ Sy d
SUA Track number of bytes in flight: v
SYNCHROPHASOR Calculate conversation timestamps:

T.38 Try heuristic sub-dissectors first:

TACACS+ Ignore TCP Timestamps in summary:

TALI Do not call subdissectors for error packets:

TCAP TCP Experimental Options with a Magic Number: (v

TCPENCAP

TDMoE

What is the expected result when the "Allow subdissector to reassemble TCP streams" feature is enabled?
A. insert TCP subdissectors

B. extract a file from a packet capture

C. disable TCP streams

D. unfragment TCP

Answer: D

NEW QUESTION 89
What is personally identifiable information that must be safeguarded from unauthorized access?
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A. date of birth

B. driver's license number
C. gender

D. zip code

Answer: B

NEW QUESTION 91
How does an attacker observe network traffic exchanged between two users?

A. port scanning

B. man-in-the-middle
C. command injection
D. denial of service

Answer: B

NEW QUESTION 96
An analyst is exploring the functionality of different operating systems.
What is a feature of Windows Management Instrumentation that must be considered when deciding on an operating system?

A. queries Linux devices that have Microsoft Services for Linux installed

B. deploys Windows Operating Systems in an automated fashion

C. is an efficient tool for working with Active Directory

D. has a Common Information Model, which describes installed hardware and software

Answer: D

NEW QUESTION 100
An analyst received an alert on their desktop computer showing that an attack was successful on the host. After investigating, the analyst discovered that no
mitigation action occurred during the attack. What is the reason for this discrepancy?

A. The computer has a HIPS installed on it.
B. The computer has a NIPS installed on it.
C. The computer has a HIDS installed on it.
D. The computer has a NIDS installed on it.

Answer: C

NEW QUESTION 104
What is a difference between SOAR and SIEM?

A. SOAR platforms are used for threat and vulnerability management, but SIEM applications are not
B. SIEM applications are used for threat and vulnerability management, but SOAR platforms are not
C. SOAR receives information from a single platform and delivers it to a SIEM
D. SIEM receives information from a single platform and delivers it to a SOAR

Answer: A

NEW QUESTION 109

How is NetFlow different than traffic mirroring?

A. NetFlow collects metadata and traffic mirroring clones data

B. Traffic mirroring impacts switch performance and NetFlow does not

C. Traffic mirroring costs less to operate than NetFlow

D. NetFlow generates more data than traffic mirroring

Answer: A

NEW QUESTION 112

Why is encryption challenging to security monitoring?

A. Encryption analysis is used by attackers to monitor VPN tunnels.

B. Encryption is used by threat actors as a method of evasion and obfuscation.
C. Encryption introduces additional processing requirements by the CPU.

D. Encryption introduces larger packet sizes to analyze and store.

Answer: B

NEW QUESTION 113
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