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NEW QUESTION 1
When choosing data sources to be used within a big data architecture, which of the following data attributes MUST be considered to ensure data is not
aggregated?

A. Accuracy

B. Granularity
C. Consistency
D. Reliability

Answer: B

NEW QUESTION 2
Which of the following should be used to address data kept beyond its intended lifespan?

A. Data minimization
B. Data anonymization
C. Data security

D. Data normalization

Answer: A

NEW QUESTION 3
Which of the following is the PRIMARY benefit of implementing policies and procedures for system hardening?

A. It increases system resiliency.

B. It reduces external threats to data.

C. It reduces exposure of data.

D. It eliminates attack motivation for data.

Answer: B

NEW QUESTION 4
Which of the following is the best way to reduce the risk of compromised credentials when an organization allows employees to have remote access?

A. Enable whole disk encryption on remote devices.

B. Purchase an endpoint detection and response (EDR) tool.
C. Implement multi-factor authentication.

D. Deploy single sign-on with complex password requirements.

Answer: C

NEW QUESTION 5
Which of the following is the BEST way to protect personal data in the custody of a third party?

A. Have corporate counsel monitor privacy compliance.

B. Require the third party to provide periodic documentation of its privacy management program.
C. Include requirements to comply with the organization’s privacy policies in the contract.

D. Add privacy-related controls to the vendor audit plan.

Answer: C

Explanation:

In GDPR parlance, organizations that use third-party service providers are often, but not always, considered data controllers, which are entities that determine the
purposes and means of the processing of personal data, which can include directing third parties to process personal data on their behalf. The third parties that
process data for data controllers are known as data processors.

NEW QUESTION 6
Which of the following deployed at an enterprise level will MOST effectively block malicious tracking of user Internet browsing?

A. Web application firewall (WAF)

B. Website URL blacklisting

C. Domain name system (DNS) sinkhole
D. Desktop antivirus software

Answer: A

NEW QUESTION 7

An organization wants to ensure that endpoints are protected in line with the privacy policy. Which of the following should be the FIRST consideration?
A. Detecting malicious access through endpoints

B. Implementing network traffic filtering on endpoint devices

C. Managing remote access and control
D. Hardening the operating systems of endpoint devices

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy CDPSE dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/CDPSE/ (120 New Questions)

Answer: B

NEW QUESTION 8
Which of the following is a PRIMARY objective of performing a privacy impact assessment (PIA) prior to onboarding a new Software as a Service (SaaS) provider
for a customer relationship management (CRM) system?

A. To identify controls to mitigate data privacy risks

B. To classify personal data according to the data classification scheme

C. To assess the risk associated with personal data usage

D. To determine the service provider’s ability to maintain data protection controls

Answer: D

NEW QUESTION 9
Which of the following is the BEST indication of an effective records management program for personal data?

A. Archived data is used for future analytics.

B. The legal department has approved the retention policy.
C. All sensitive data has been tagged.

D. A retention schedule is in place.

Answer: D

NEW QUESTION 10
Which of the following is the MOST important consideration to ensure privacy when using big data analytics?

A. Maintenance of archived data

B. Disclosure of how the data is analyzed

C. Transparency about the data being collected
D. Continuity with business requirements

Answer: C

NEW QUESTION 10
Which of the following should be the FIRST consideration when conducting a privacy impact assessment (PIA)?

A. The applicable privacy legislation

B. The quantity of information within the scope of the assessment
C. The systems in which privacy-related data is stored

D. The organizational security risk profile

Answer: C

NEW QUESTION 11
Which of the following should be established FIRST before authorizing remote access to a data store containing personal data?

A. Privacy policy

B. Network security standard

C. Multi-factor authentication

D. Virtual private network (VPN)

Answer: A

NEW QUESTION 16
Which of the following BEST enables an IT privacy practitioner to ensure appropriate protection for personal data collected that is required to provide necessary
services?

A. Understanding the data flows within the organization

B. Implementing strong access controls on a need-to-know basis
C. Anonymizing privacy data during collection and recording

D. Encrypting the data throughout its life cycle

Answer: A

NEW QUESTION 19

As part of a major data discovery initiative to identify personal data across the organization, the project team has identified the proliferation of personal data held as
unstructured data as a major risk. What should be done FIRST to address this situation?

A. Identify sensitive unstructured data at the point of creation.

B. Classify sensitive unstructured data.

C. Identify who has access to sensitive unstructured data.

D. Assign an owner to sensitive unstructured data.

Answer: A
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NEW QUESTION 24
Within a business continuity plan (BCP), which of the following is the MOST important consideration to ensure the ability to restore availability and access to
personal data in the event of a data privacy incident?

A. Offline backup availability
B. Recovery time objective (RTO)
C. Recovery point objective (RPO)
D. Online backup frequency

Answer: C

NEW QUESTION 29
What should be the PRIMARY consideration of a multinational organization deploying a user and entity behavior analytics (UEBA) tool to centralize the monitoring
of anomalous employee behavior?

A. Cross-border data transfer

B. Support staff availability and skill set
C. User natification

D. Global public interest

Answer: B

NEW QUESTION 32
Which of the following processes BEST enables an organization to maintain the quality of personal data?

A. Implementing routine automatic validation

B. Maintaining hashes to detect changes in data

C. Encrypting personal data at rest

D. Updating the data quality standard through periodic review

Answer: D

NEW QUESTION 33
Data collected by a third-party vendor and provided back to the organization may not be protected according to the organization’s privacy notice. Which of the
following is the BEST way to address this concern?

A. Review the privacy policy.

B. Obtain independent assurance of current practices.
C. Re-assess the information security requirements.
D. Validate contract compliance.

Answer: C

NEW QUESTION 35
Before executive leadership approves a new data privacy policy, it is MOST important to ensure:

A. a training program is developed.

B. a privacy committee is established.

C. a distribution methodology is identified.
D. a legal review is conducted.

Answer: B

NEW QUESTION 37

Which of the following scenarios poses the GREATEST risk to an organization from a privacy perspective?
A. The organization lacks a hardware disposal policy.

B. Emails are not consistently encrypted when sent internally.

C. Privacy training is carried out by a service provider.

D. The organization’s privacy policy has not been reviewed in over a year.

Answer: D

NEW QUESTION 42

How can an organization BEST ensure its vendors are complying with data privacy requirements defined in their contracts?
A. Review self-attestations of compliance provided by vendor management.

B. Obtain independent assessments of the vendors’ data management processes.

C. Perform penetration tests of the vendors’ data security.

D. Compare contract requirements against vendor deliverables.

Answer: D

NEW QUESTION 47
A global financial institution is implementing data masking technology to protect personal data used for testing purposes in non-production environments. Which of
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the following is the GREATEST challenge in this situation?

A. Access to personal data is not strictly controlled in development and testing environments.
B. Complex relationships within and across systems must be retained for testing.

C. Personal data across the various interconnected systems cannot be easily identified.

D. Data masking tools are complex and difficult to implement.

Answer: D

NEW QUESTION 51
Which of the following is the BEST way to distinguish between a privacy risk and compliance risk?

A. Perform a privacy risk audit.

B. Conduct a privacy risk assessment.

C. Validate a privacy risk attestation.

D. Conduct a privacy risk remediation exercise.

Answer: A

NEW QUESTION 55
Which of the following features should be incorporated into an organization’s technology stack to meet privacy requirements related to the rights of data subjects
to control their personal data?

A. Providing system engineers the ability to search and retrieve data
B. Allowing individuals to have direct access to their data

C. Allowing system administrators to manage data access

D. Establishing a data privacy customer service bot for individuals

Answer: B

Explanation:

Any organization collecting information about EU residents is required to operate with transparency in collecting and using their personal information. Chapter Il of
the GDPR defines eight data subject rights that have become foundational for other privacy regulations around the world:

Right to access personal data. Data subjects can access the data collected on them.

NEW QUESTION 59
Which of the following should be done FIRST when developing an organization-wide strategy to address data privacy risk?

A. Obtain executive support.

B. Develop a data privacy policy.

C. Gather privacy requirements from legal counsel.
D. Create a comprehensive data inventory.

Answer: D

NEW QUESTION 63
An online business posts its customer data protection notice that includes a statement indicating information is collected on how products are used, the content
viewed, and the time and duration of online activities. Which data protection principle is applied?

A. Data integrity and confidentiality
B. System use requirements

C. Data use limitation

D. Lawfulness and fairness

Answer: A

NEW QUESTION 65
An organization is developing a wellness smartwatch application and is considering what information should be collected from the application users. Which of the
following is the MOST legitimate information to collect for business reasons in this situation?

A. Height, weight, and activities

B. Sleep schedule and calorie intake
C. Education and profession

D. Race, age, and gender

Answer: B

NEW QUESTION 70

Which of the following MUST be available to facilitate a robust data breach management response?
A. Lessons learned from prior data breach responses

B. Best practices to obfuscate data for processing and storage

C. An inventory of previously impacted individuals

D. An inventory of affected individuals and systems

Answer: A
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NEW QUESTION 73
Which of the following is MOST important to ensure when developing a business case for the procurement of a new IT system that will process and store personal
information?

A. The system architecture is clearly defined.
B. A risk assessment has been completed.

C. Security controls are clearly defined.

D. Data protection requirements are included.

Answer: D

NEW QUESTION 76
Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?

A. Strong authentication controls
B. Remote wipe

C. Regular backups

D. Endpoint encryption

Answer: B

NEW QUESTION 79
Which of the following describes a user’s “right to be forgotten?

A. The data is being used to comply with legal obligations or the public interest.
B. The data is no longer required for the purpose originally collected.

C. The individual objects despite legitimate grounds for processing.

D. The individual’s legal residence status has recently changed.

Answer: A

NEW QUESTION 84
Which of the following should be done FIRST to address privacy risk when migrating customer relationship management (CRM) data to a new system?

A. Develop a data migration plan.

B. Conduct a legitimate interest analysis (LIA).
C. Perform a privacy impact assessment (PIA).
D. Obtain consent from data subjects.

Answer: A

NEW QUESTION 89
Which of the following protocols BEST protects end-to-end communication of personal data?

A. Transmission Control Protocol (TCP)

B. Transport Layer Security Protocol (TLS)
C. Secure File Transfer Protocol (SFTP)
D. Hypertext Transfer Protocol (HTTP)

Answer: B

NEW QUESTION 92
Which of the following BEST ensures data confidentiality across databases?

A. Logical data model

B. Data normalization

C. Data catalog vocabulary
D. Data anonymization

Answer: D

NEW QUESTION 95

A multinational corporation is planning a big data initiative to help with critical business decisions. Which of the following is the BEST way to ensure personal data
usage is standardized across the entire organization?

A. De-identify all data.

B. Develop a data dictionary.

C. Encrypt all sensitive data.

D. Perform data discovery.

Answer: D

NEW QUESTION 97
Which of the following helps define data retention time is a stream-fed data lake that includes personal data?
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A. Information security assessments
B. Privacy impact assessments (PIAS)
C. Data privacy standards

D. Data lake configuration

Answer: B

NEW QUESTION 102
Which of the following is the PRIMARY reason that organizations need to map the data flows of personal data?

A. To assess privacy risks

B. To evaluate effectiveness of data controls
C. To determine data integration gaps

D. To comply with regulations

Answer: A

NEW QUESTION 107
Which of the following is the MOST important consideration when writing an organization’s privacy policy?

A. Using a standardized business taxonomy

B. Aligning statements to organizational practices

C. Ensuring acknowledgment by the organization’s employees
D. Including a development plan for personal data handling

Answer: B

NEW QUESTION 110
Which of the following is the BEST way to hide sensitive personal data that is in use in a data lake?

A. Data masking

B. Data truncation
C. Data encryption
D. Data minimization

Answer: A

NEW QUESTION 112

Which of the following would MOST effectively reduce the impact of a successful breach through a remote access solution?
A. Compartmentalizing resource access

B. Regular testing of system backups

C. Monitoring and reviewing remote access logs

D. Regular physical and remote testing of the incident response plan

Answer: D

NEW QUESTION 115

Which of the following should be the FIRST consideration when selecting a data sanitization method?
A. Risk tolerance

B. Implementation cost

C. Industry standards

D. Storage type

Answer: D

NEW QUESTION 119

A software development organization with remote personnel has implemented a third-party virtualized workspace to allow the teams to collaborate. Which of the

following should be of GREATEST concern?

A. The third-party workspace is hosted in a highly regulated jurisdiction.

B. Personal data could potentially be exfiltrated through the virtual workspace.
C. The organization’s products are classified as intellectual property.

D. There is a lack of privacy awareness and training among remote personnel.

Answer: B

NEW QUESTION 123

Which of the following is the PRIMARY objective of privacy incident response?
A. To ensure data subjects impacted by privacy incidents are notified.

B. To reduce privacy risk to the lowest possible level

C. To mitigate the impact of privacy incidents
D. To optimize the costs associated with privacy incidents
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Answer: C

NEW QUESTION 126
Which of the following helps to ensure the identities of individuals in two-way communication are verified?

A. Virtual private network (VPN)

B. Transport Layer Security (TLS)
C. Mutual certificate authentication
D. Secure Shell (SSH)

Answer: C

NEW QUESTION 131
Which of the following is the BEST method to ensure the security of encryption keys when transferring data containing personal information between cloud
applications?

A. Whole disk encryption

B. Asymmetric encryption
C. Digital signature

D. Symmetric encryption

Answer: D

NEW QUESTION 134
Which of the following is the GREATEST concern for an organization subject to cross-border data transfer regulations when using a cloud service provider to store
and process data?

A. The service provider has denied the organization’s request for right to audit.
B. Personal data stored on the cloud has not been anonymized.

C. The extent of the service provider's access to data has not been established.
D. The data is stored in a region with different data protection requirements.

Answer: D

NEW QUESTION 137
A new marketing application needs to use data from the organization’s customer database. Prior to the application using the data, which of the following should be
done FIRST?

A. Ensure the data loss prevention (DLP) tool is logging activity.
B. De-identify all personal data in the database.

C. Determine what data is required by the application.

D. Renew the encryption key to include the application.

Answer: C

NEW QUESTION 142
Which of the following should an IT privacy practitioner do FIRST following a decision to expand remote working capability to all employees due to a global
pandemic?

A. Evaluate the impact resulting from this change.

B. Reuvisit the current remote working policies.

C. Implement a virtual private network (VPN) tool.

D. Enforce multi-factor authentication for remote access.

Answer: B

NEW QUESTION 146

Which of the following is MOST important to consider when managing changes to the provision of services by a third party that processes personal data?
A. Changes to current information architecture

B. Updates to data life cycle policy

C. Business impact due to the changes

D. Modifications to data quality standards

Answer: B

NEW QUESTION 150
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