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NEW QUESTION 1
A network technician needs to correlate security events to analyze a suspected intrusion Which of the following should the technician use?

A. SNMP

B. Log review

C. Vulnerability scanning
D. SIEM

Answer: D

NEW QUESTION 2
Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web authentication
process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps will MOST likelydetermine the
cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client’'s wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client’s disassociation caused by an evil twin AP

Answer: A

NEW QUESTION 3
A store owner would like to have secure wireless access available for both business equipment and patron use. Which of the following features should be
configured to allow different wireless access through the same equipment?

A. MIMO
B. TKIP
C.LTE
D. SSID

Answer: D

NEW QUESTION 4
Which of the following devices would be used to manage a corporate WLAN?

A. A wireless NAS

B. A wireless bridge

C. A wireless router

D. A wireless controller

Answer: D

NEW QUESTION 5
A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP
B. SSH
C.FTP
D. DNS

Answer: A

NEW QUESTION 6
Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Answer: B

NEW QUESTION 7

SIMULATION

You have been tasked with setting up a wireless network in anoffice. The network will consist of 3 Access Points and a single switch. The network must meet the
following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t! The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum The Access Points should be configured to only support TKIP clients at
a maximum speed INSTRUCTONS

Click on the wireless devices and review their information and adjust the settingsof the access points to meet the given requirements.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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(-_) Switch 1

192.168.1.2
Speed: Auto
Duplex: Auto
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AP1 Configuration

O o S | hitps://ap1.setup.do
Basic Configuration
Access Point Name AP1
IP Address
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless
Mode v
B
G
Channel v
Security Configuration
Security Settings = None WEP

Key or Passphrase

/
Wired
Speed Auto = 100 1000
Duplex Auto  Half = Full
|
- WPA ) WPA2 WPAZ2 - Enterprise
=S
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AP2 Configuration _'_:: _

O O f_}' lh!tps:ﬁapz.satup.dn ‘

Basic Configuration

Access Point Name AP2

IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
G
Channel v Duplex Auto © Half = Full
1 |
2
3
4
5
6
7
8
9
10
11

Security Configuration |

Security Setlings = None WEP WPA  WPA2 WPAZ2 - Enterprise ‘

Key or Passphrase

-
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AP3 Configuration

o o S https://ap3.setup.do

Basic Configuration

Access Point Name AP3

IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
G
Channel v Duplex Auto Half = Full
1
2
3
4
5
6
7
8
9
10
11
Security Configuration
Security Setlings = None WEP WPA WPA2 WPA2 - Enterprise
Key or Passphrase

A. Mastered
B. Not Mastered

Answer: A

Explanation:

On the first exhibit, the layout should be as follows Access Point Name AP1

IP Address 192.168.1.3

Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 1 Speed Auto Duplex Auto WPA

Passphrase S3cr3t! Exhibit 2 as follows Access Point Name AP2 IP Address 192.168.1.4
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 6 Speed Auto
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Duplex Auto WPA

Passphrase S3cr3t! Exhibit 3 as follows Access Point Name AP3 IP Address 192.168.1.5
Gateway 192.168.1.2 SSID corpnet

SSID Broadcast yes Mode G

Channel 11 Speed Auto Duplex Auto WPA

Passphrase S3cr3t!

NEW QUESTION 8
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site

D. Snapshots

Answer: C

NEW QUESTION 9
A technician is connecting multiple switches to create a large network for a new office. The switches are unmanaged Layer 2 switches with multiple connections
between each pair. The network is experiencing an extreme amount of latency. Which of the following is MOST likely occurring?

A. Ethernet collisions
B. A DDoS attack

C. A broadcast storm
D. Routing loops

Answer: C

NEW QUESTION 10
An engineer notices some late collisions on a half-duplex link. The engineer verifies that the devices on both ends of the connection are configured for half duplex.
Which of the following is the MOST likely cause of this issue?

A. The link is improperly terminated

B. One of the devices is misconfigured

C. The cable length is excessive

D. One of the devices has a hardware issue

Answer: C

NEW QUESTION 10

An ITdirector is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate requirements, the director set
up two different datacenters across the country that will stay current on data and applications.In the event of an outage, the company can immediately switch from
one datacenter to another. Which of the following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Answer: E

NEW QUESTION 11
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 16

A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig

B. nslookup

C.arp

D. route

Answer: B

NEW QUESTION 19
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A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 24
Which of the following transceiver types can support up to 40Gbps?

A. SFP+
B. QSFP+
C. QSFP
D. SFP

Answer: B

NEW QUESTION 25
There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 30
A technician is troubleshooting a workstation's network connectivity and wants to confirm which switchport corresponds to the wall jack the PC is using Which of
the following concepts would BEST help the technician?

A. Consistent labeling

B. Change management

C. Standard work instructions
D. Inventory management

E. Network baseline

Answer: A

NEW QUESTION 34
Within the realm of network security, Zero Trust:

A. prevents attackers from moving laterally through a system.

B. allows a server to communicate with outside networks without a firewall.
C. block malicious software that is too new to be found in virus definitions.
D. stops infected files from being downloaded via websites.

Answer: C

NEW QUESTION 39

Which of the following connector types would have the MOST flexibility?

A. SFP

B. BNC

C.LC

D. RJ45

Answer: A

NEW QUESTION 43

According to troubleshooting methodology, which of the following should the technician doNEXT after determining the most likely probable cause of an issue?
A. Establish a plan of action to resolve the issue and identify potential effects

B. Verify full system functionality and, if applicable, implement preventive measures
C. Implement the solution or escalate as necessary

D. Test the theory to determine the cause

Answer: D

NEW QUESTION 48
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A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will the administrator
MOST likely start to troubleshoot?

. Layer 1
. Layer 2
. Layer 3
. Layer 4

Layer 5

Layer 6
. Layer 7

OMMOUO >

Answer: B

NEW QUESTION 49
A network technician is reviewing an upcoming project's requirements to implement laaS. Which of the following should the technician consider?

A. Software installation processes
B. Type of database to be installed
C. Operating system maintenance
D. Server hardware requirements

Answer: D

NEW QUESTION 50
Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?

A. Storage array

B. Type 1 hypervisor
C. Virtual machine
D. Guest QS

Answer: A

NEW QUESTION 54
A network engineer is investigating reports of poor network performance. Upon reviewing a report, the engineer finds that jitter at the office is greater than 10ms on
the only WANconnection available. Which of the following would be MOST affected by this statistic?

A. A VoIP sales call with a customer

B. An in-office video call with a coworker
C. Routing table from the ISP

D. Firewall CPU processing time

Answer: A

NEW QUESTION 59

You are tasked with verifying the following requirements are met in order to ensure network security. Requirements:
Datacenter

Ensure network is subnetted to allow all devices to communicate properly whileminimizing address space usage
Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide devices to support 5 additional different office users Add an additional mobile user

Replace the Telnet server with a more secure solution Screened subnet

Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide a server to handle external 80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS
Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.
Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Top left subnet — 206.208.134.0/28

Top right subnet — 10.72.63.0/28 Bottom subnet — 192.168.11.0/28

Screened Subnet devices — Web server, FTP server

Building A devices — SSH server top left, workstations on all 5 on the right, laptop on bottom left DataCenter devices — DNS server.

NEW QUESTION 60
A company that uses VoIP telephones is experiencing intermittent issues with one-way audio and dropped conversations The manufacturer says the system will
work if ping times are less than 50ms. The company has recorded the following ping times:

[10ms [10ms [10ms [100ms|70ms [Sms [5ms [80ms [100ms|Sms  |Sms

Which of the following is MOST likely causing the issue?

A. Attenuation

B. Latency

C. VLAN mismatch
D. Jitter

Answer: A

NEW QUESTION 65
A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified)cable to create a crossover connection
that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Answer: D

NEW QUESTION 70
A networkengineer is investigating reports of poor network performance. Upon reviewing a device configuration, the engineer finds that duplex settings are
mismatched on both ends. Which of the following would be the MOST likely result of this finding?

A. IncreasedCRC errors

B. Increased giants and runts

C. Increased switching loops

D. Increased device temperature
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Answer: A

NEW QUESTION 75

A user reports a weak signal when walking 20ft (61 m) away from the WAP in one direction, but a strong signal when walking 20ft in the opposite direction The
technician has reviewed the configuration and confirmed the channel type is correct There is no jitter or latency on the connection Which of the following would be
the MOST likely cause of the issue?

A. Antenna type
B. Power levels
C. Frequency

D. Encryption type

Answer: A

NEW QUESTION 80
A network administrator has been directed to present the network alerts from the past week to the company's executive staff. Which of the following will provide the
BEST collection and presentation of this data?

A. A port scan printout

B. A consolidated report of various network devices
C. Areport from the SIEM tool

D. A report from a vulnerability scan done yesterday

Answer: C

NEW QUESTION 84
A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the person tothe security
desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Answer: B

NEW QUESTION 89
Client devices cannot enter a network, and the network administrator determines the DHCP scope is exhausted. The administrator wants to avoid creating a hew
DHCP pool. Which of the following can the administrator perform to resolve the issue?

A. Install load balancers

B. Install more switches

C. Decrease the number of VLANs
D. Reduce the lease time

Answer: D

NEW QUESTION 92
Anetwork administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A.VIP

B. NAT

C. APIPA

D. IPv6 tunneling
E. Broadcast IP

Answer: A

NEW QUESTION 94
A network technician is manually configuring the network settings for a new device and is told the network block is 192.168.0.0/20. Which of the following subnets
should the technician use?

A. 255.255.128.0
B. 255.255.192.0
C. 255.255.240.0
D. 255.255.248.0

Answer: C
NEW QUESTION 99
A technician is troubleshooting a network switch that seems to stop responding to requests intermittently whenever the logging level is set for debugging. Which of

the following metrics should the technician check to begin troubleshooting the issue?

A. Audit logs
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B. CPU utilization
C. CRC errors
D. Jitter

Answer: B

NEW QUESTION 100

A network technician is investigating an IP phone that does not register in the VolP system Although it received an IP address, it did not receive the necessary
DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion

Answer: A

NEW QUESTION 104
A network technician is installing an analog desk phone for a new receptionist After running a new phone line, the technician now needs to cnmp on a new
connector. Which of the following connectors would MOST likely be used in this case?

A. DB9

B. RJ11
C. RJ45
D. DB25

Answer: A

NEW QUESTION 107
Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts

C. Concurrent connections generated by Internet DDoS attacks

D. VPN traffic from remote offices to the datacenter’'s VMs

Answer: A

NEW QUESTION 112

A network engineer is designing a new secure wireless network. The engineer has been given the following requirements:
* 1 Must not use plaintext passwords

* 2 Must be certificate based

* 3. Must be vendor neutral

Which of the following methods should the engineer select?

A. TWP-RC4
B. CCMP-AES
C. EAP-TLS
D. WPA2

Answer: C

NEW QUESTION 117
Which of the following ports is commonly used byVolP phones?

A. 20
B. 143
C. 445
D. 5060

Answer: D

NEW QUESTION 122

During the security audit of a financial firm the Chief Executive Officer (CEO) questions why there are three employees who perform very distinct functions on the
server. There is an administrator for creating users another for assigning the users lo groups and a third who is the only administrator to perform file rights
assignment Which of the following mitigation techniques is being applied'

A. Privileged user accounts

B. Role separation

C. Container administration

D. Job rotation

Answer: B

NEW QUESTION 125
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