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NEW QUESTION 1
Which best practice ensures data security in the private cloud?

A. Use IPsec for communication between unsecured network connection
B. Encrypt data at rest and in transition.
C. Use the same vendor for consistent encryption.
D. Anonymize data ownership to comply with privacy rules.

Answer: B

NEW QUESTION 2
Which three items do you recommend for control plane hardening of an infrastructure device? (Choose three.)

A. redundant AAA servers
B. Control Plane Policing
C. warning banners
D. to enable unused .services
E. SNMPv3
F. routing protocol authentication

Answer: BEF

NEW QUESTION 3
A network attacker exploits application flaws to compromise critical systems in the organization with these objectives:
• Obtain sensitive data and export the data out of the network.
• Compromise developer and administrator credentials to potentially
What is the next step after application discovery is completed in Zero Trust networkings

A. Establish visibility and behavior modeling
B. Enforce policies and microsegmentation.
C. Assess real-time security health.
D. Ensure trustworthiness of systems.

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-arch-guide.html 

NEW QUESTION 4
Which SDN architecture component is used by the application layer to communicate with the control plane layer to provide instructions about the resources
required by applications?

A. southbound APIs
B. northbound APIs
C. orchestration layer
D. SDN controller

Answer: B

NEW QUESTION 5
Which two actions must be taken when assessing an existing wireless network implementation for its readiness to support voice traffic? (Choose two.)

A. Check for high roaming delay.
B. Check for uniform radio coverage across the floors.
C. Check for high channel utilization.
D. Check for latency over wireless.
E. Identify frequent TX power changes.

Answer: AC

Explanation: 
https://community.cisco.com/t5/wireless/channel-utilization/td-p/2716667 

NEW QUESTION 6
A financial company requires that a custom TCP-based stock-trading application be prioritized over all other traffic for the business due to the associated revenue.
The company also requires that VoIP be prioritized for manual trades. Which directive should be followed when a QoS strategy is developed for the business?

A. Allow VoIP and the custom application to share the same priority queue,
B. The custom application and VoIP must be assigned their own separate priority queue.
C. Interleave the custom application with other TCP applications in the same CBWR
D. Avoid placing the custom application in a CBWFQ queue that contains other

Answer: C
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NEW QUESTION 7
In an OSPF network with routers connected together with Ethernet cabling, which topology typically takes the longest to converge?

A. partial mesh
B. full mesh
C. ring
D. squared
E. triangulated

Answer: B

NEW QUESTION 8
What are two descriptions of network optimization? (Choose two.)

A. maintain high availability
B. proactive network management
C. network redesign
D. network health maintenance
E. identify network requirements

Answer: AD

NEW QUESTION 9
You are designing a network for a branch office. In order to improve convergence time, you are required to use the BFD feature Which four routing protocols can
you use to facilitate this? (Choose four.)

A. IS-IS
B. static
C. RIP
D. EIGRP
E. BGP

Answer: ABDE

NEW QUESTION 10
Refer to the exhibit.

For Company XYZ Bangkok is using ECMP to reach the 172 20 2 0/24 network The company wants a design that would allow them to forward traffic from 172 16
2 0/24 toward 172 20 2 0/24 via the Singapore router as the preferred route The rest of the traffic should continue to use ECMP Which technology fulfills this
design requirement?

A. policy-based routing
B. route summarization
C. unequal-cost load balancing using variance
D. LFA

Answer: A
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NEW QUESTION 10
When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization delay? (Choose two )

A. Serialization delays are invariable because they depend only on the line rate of the interface
B. Serialization delays are variable because they depend on the line rate of the interface and on the type of the packet being serialized.
C. Serialization delay is the time required to transmit the packet on the physical media.
D. Serialization delays are variable because they depend only on the size of the packet being serialized
E. Serialization delay depends not only on the line rate of the interface but also on the size of the packet

Answer: BD

NEW QUESTION 11
Drag and drop the multicast protocols from the left onto the current design situation on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
A picture containing table Description automatically generated
IPv4:
Host Registration - IGMP
Router Registration - PIM-DM, PIM-SM, SSM, BIDIR Inter-Domain Source Discovery - MSDP
IPv6:
Host Registration - MLD
Router Registration - PIM-SM, SSM, BIDIR

NEW QUESTION 15
Identity and access management between multiple users and multiple applications has become a mandatory requirement for Company XYZ to fight against ever
increasing cybersecurity threats. To achieve this, federated identity services have been deployed in the Company XYZ network to provide single sign-on and Multi-
Factor Authentication for the applications and services. Which protocol can be used by Company XYZ to provide authentication and authorization services?

A. OAuth2
B. OpenID Connect
C. OpenID
D. SAML2.0

Answer: D

NEW QUESTION 20
Hybrid cloud computing allows organizations to like advantage of public and private cloud models Which best practice should organizations follow to ensure data
security in the private cloud?

A. Use standard protocols for data transmission over the network.
B. Encrypt data when it is at rest and in motion
C. Communicate all data security risks to customers and end users.
D. Use standard network protocols for data communication between unsecured network connections.

Answer: B

NEW QUESTION 25
Sometimes SDN leverages various overlay networking technologies to create layer(s) of network abstraction. What describes an overlay network?

A. It transmits packets that traverse over network devices like switches and routers
B. It encapsulates packets at source and destination, which incurs additional overhead
C. Packet delivery and reliability occurs at Layer 3 and Layer 4
D. It is responsible for the delivery of packets; NAT- or VRF-based segregation is required

Answer: B
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NEW QUESTION 27
Company XYZ wants to redesign the Layer 2 part of their network and wants to use all available uplinks for increased performance. They also want to have end
host reachability supporting conversational learning. However, due to design constraints, they cannot implement port-channel on the uplinks. Which other
technique can be used to make sure the uplinks are in active/active state?

A. TRILL
B. LISP
C. MSTP
D. switch stack

Answer: B

NEW QUESTION 30
Which service abstracts away the management of the operating system, middleware, and runtime?

A. laaS
B. PaaS
C. SaaS
D. BMaaS

Answer: B

Explanation: 
IaaS, PaaS, and SaaS each offer a progressive layer of abstraction after that. IaaS abstracts away the physical compute, network, storage, and the technology
needed to virtualize those resources. PaaS goes a step further and abstracts away the management of the operating system, middleware, and runtime.
https://www.ibm.com/topics/iaas#:~:text=IaaS%20abstracts%20away%20the%20physical,system%2C%20midd

NEW QUESTION 35
You have been asked to design a high-density wireless network for a university campus. Which two principles would you apply in order to maximize the wireless
network capacity? (Choose two.)

A. Implement a four-channel design on 2.4 GHz to increase the number of available channels
B. Choose a high minimum data rate to reduce the duty cycle.
C. increases the number of SSlDs to load-balance the client traffic.
D. Make use of the 5-GHz band to reduce the spectrum utilization on 2.4 GHz when dual-band clients are used.
E. Enable 802.11n channel bonding on both 2.4 GHz and 5 GHz to increase the maximum aggregated cell throughput.

Answer: BD

NEW QUESTION 40
Which two possible drawbacks should you consider when introducing Network Functions Virtualization in a network design? (Choose two)

A. Bandwidth utilization increases
B. Traffic flows are suboptimal
C. High-end routers are required to support NFV
D. OpenFlow must be supported in the network
E. An SDN orchestration layer is required to support NFV

Answer: CE

NEW QUESTION 43
You are designing the QoS policy for a company that is running many TCP-based applications. The company is experiencing tail drops for these applications. The
company wants to use a congestion avoidance technique for these applications. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing
B. weighted random early detection
C. low-latency queuing
D. first-in first-out

Answer: C

NEW QUESTION 44
Which two technologies enable multilayer segmentation? (Choose two.)

A. policy-based routing
B. segment routing
C. data plane markings
D. firewalls
E. filter lists

Answer: AD

NEW QUESTION 45
A European national bank considers migrating its on-premises systems to a private cloud offering in a non-European location to significantly reduce IT costs. What
is a primary factor prior to migration?
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A. data governance
B. additional latency
C. security
D. cloud connectivity

Answer: A

NEW QUESTION 47
Company XYZ network runs IPv4 and IPv6 and they want to Introduce a multidomain, multicast-based network. The new design should use a flavor of PIM that
forwards traffic using SPT. Which technology meets this requirement?

A. PIM-DM
B. PIM-SM
C. PIM-SSM
D. BIDIR-PIM

Answer: C

NEW QUESTION 48
A network security team observes phishing attacks on a user machine from a remote location. The organization has a policy of saving confidential data on two
different systems using different types of authentication. What is the next step to control such events after the security team verifies all users in Zero Trust
modeling?

A. Enforce risk-based and adaptive access policies.
B. Assess real-time security health of devices.
C. Apply a context-based network access control policy for users.
D. Ensure trustworthiness of devices.

Answer: B

NEW QUESTION 51
Company XYZ uses an office model where the employees can use any open desk and plug their laptops in. They want to authenticate the end users using their
domain username and password before allowing them access to the network. The design must also accommodate the ability of controlling traffic within the same
group or subnet if a macro (or micro) segmentation-based model is adopted in the future. Which protocol can be recommended for this design to authenticate end
users?

A. LDAP
B. EAP
C. TACACS+
D. RADIUS

Answer: D

Explanation: 
https://www.networkstraining.com/what-is-cisco-ise/

NEW QUESTION 53
The network designer needs to use GLOP IP addresses in order to make them unique within their ASN Which multicast address range should be used?

A. 232.0.0.0 to 232 255.255.255
B. H233.0.0 0 to 233.255.255 255
C. 239000 to 239255255.255
D. 224000 to 2240.0 255

Answer: B

NEW QUESTION 54
A business invests in SDN and develops its own SDN controller that, due to budget constraints, runs on a single controller. The controller actively places an
exclusive lock on the configuration of the devices to ensure it is the only source of changes to the environment. What is the result if the controller fails?

A. All device configurations are in read-only mode until the controller is restored.
B. The control plane is unavailable until the controller is restored.
C. If a device fails, the configuration backup is unavailable
D. Manual changes are only possible until the controller is restored

Answer: B

NEW QUESTION 57
Which action must be taken before new VoIP systems are implemented on a network to ensure that the network is ready to handle the traffic?

A. Evaluate bandwidth utilization and connection quality
B. Enable special requirements such as direct DID lines on pickup
C. Make recommendations to limit the size of the half-open session table on routers
D. Check if anomaly detection is enabled for SIP and H.323 on Layer 3 devices

Answer: B
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NEW QUESTION 59
Which two actions ensure voice quality in a branch location with a low-speed, high-latency WAN connection? (Choose two.)

A. Increase WAN bandwidth
B. Increase memory branch switch.
C. Fragment data packets.
D. Replace any electrical links with optical links
E. Prioritize voice packets

Answer: CE

NEW QUESTION 62
Which two benefits can software defined networks provide to businesses? (Choose two.)

A. provides additional redundancy
B. decentralized management
C. reduced latency
D. enables innovation
E. reduction of OpEx/CapEx
F. meets high traffic demands

Answer: DE

NEW QUESTION 64
What is a description of a control plane action?

A. de-encapsulating and re-encapsulating a packet in a data-link frame
B. matching the destination MAC address of an Ethernet frame to the MAC address table
C. matching the destination IP address of an IP packet to the IP routing table
D. hosts locating routers that reside on attached links using the IPv6 Neighbor Discover Protocol

Answer: D

NEW QUESTION 66
A senior network designer suggests that you should improve network convergence times by reducing BGP timers between your CE router and the PE router of the
service provider. Which two factors should you consider to adjust the timer values? (Choose two.)

A. service provider agreement to support tuned timers
B. manual updates to the peer groups
C. service provider scheduling of changes to the PE
D. number of routes on the CE router
E. number of VRFs on the PE router

Answer: AD

NEW QUESTION 69
A banking customer determines that it is operating POS and POI terminals that are noncompliant with PCI DSS requirements, as it is running TLSv1.0. The
customer plans to migrate the terminals to TLSv1.2. What are two requirements to complete the migration? (Choose two.)

A. Ensure that strong cryptography is applied for users who have administrative access through networks
B. Apply strong cryptography and security protocols to safeguard sensitive cardholder data.
C. Apply strong encryption for transmission of cardholder data across public networks.
D. Protect all user systems against malware and frequently update antivirus software
E. Maintain a policy that addresses information security for employees and third parties.

Answer: CE

NEW QUESTION 72
Company XYZ branch offices connect to the headquarter sites using two links, MPLS and Internet. The company wants to design the traffic flow so that voice
traffic goes through the MPLS link and all other traffic uses either the MPLS link or the Internet link. Which technique can the company use in their design to
ensure that the traffic is not process switched?

A. policy-based routing
B. virtual links
C. visualization
D. floating static route

Answer: A

NEW QUESTION 74
A service provider hires you to design its new managed CE offering to meet these requirements
• The CEs cannot run a routing protocol with the PE
• Provide the ability for equal or unequal ingress load balancing in dual-homed CE scenarios.
• Provide support for IPv6 customer routes
• Scale up to 250.000 CE devices per customer.
• Provide low operational management to scale customer growth.
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• Utilize low-end (inexpensive) routing platforms for CE functionality. Which tunneling technology do you recommend?

A. FlexVPN
B. point-to-point GRE
C. DMVPN
D. LISP

Answer: D

NEW QUESTION 78
Company XYZ is redesigning their QoS policy. Some of the applications used by the company are real-time applications. The QoS design must give these
applications preference in terms of transmission. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing
B. weighted random early detection
C. low-latency queuing
D. first-in first-out

Answer: C

NEW QUESTION 79
You want to mitigate failures that are caused by STP loops that occur before UDLD detects the failure or that are caused by a device that is no longer sending
BPDUs. Which mechanism do you use along with UDLD?

A. Root guard
B. BPDU guard
C. Loop guard
D. BPDU filtering

Answer: C

NEW QUESTION 81
Two routers R1 and R2 are directly connected through an Ethernet link. Both routers are running OSPF over the Ethernet link and OSPF has been registered with
BFD. R1 has been set up to transmit BFD at a 50 ms interval, but R2 can receive only at a 100 ms rate due to platform limitations. What does this mean?

A. After the initial timer exchang
B. R2 sets its transmission rate to the R1 Desired Min TX interval
C. After the initial timer exchang
D. R1 sets its transmission rate to the R2 Required Min RX interval
E. Timers renegotiate indefinitely, so the timer exchange phase never converges
F. R2 sets the P-bit on all BFD control packets until R2 sends a packet with the F-bit set

Answer: B

NEW QUESTION 82
Company XYZ must design a strategy to protect their routers from DoS attacks, such as traffic destined to the router's own route processor, using separate control
plane categories. Which two capabilities can be used to achieve this requirement? (Choose two.)

A. Control Plane Protection using queue thresholding on the transit subinterface
B. Control Plane Protection using port filtering on the transit subinterface
C. Control Plane Protection using port filtering on the main interface
D. Control Plane Protection using queue thresholding on the host subinterface
E. Control Plane Protection using port filtering on the host subinterface

Answer: DE

NEW QUESTION 84
What are two primary design constraints when a robust infrastructure solution is created? (Choose two.)

A. monitoring capabilities
B. project time frame
C. staff experience
D. component availability
E. total cost

Answer: BE

NEW QUESTION 85
Which two types of planning approaches are used to develop business-driven network designs and to facilitate the design decisions? (Choose two)

A. cost optimization approach
B. strategic planning approach
C. modular approach
D. tactical planning approach
E. business optimization approach

Answer: BD
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NEW QUESTION 87
What is a characteristic of a secure cloud architecture model?

A. limited access to job function
B. dedicated and restricted workstations
C. multi-factor authentication
D. software-defined network segmentation

Answer: D

NEW QUESTION 91
Which two conditions must be met for EIGRP to maintain an alternate loop-free path to a remote network? (Choose two.)

A. The Reported Distance from a successor is lower than the local Feasible Distance.
B. The Reported Distance from a successor is higher than the local Feasible Distance.
C. The feasibility condition does not need to be met.
D. The Feasible Distance from a successor is lower than the local Reported Distance.
E. A feasible successor must be present.

Answer: AE

NEW QUESTION 93
How many fully established neighbour relationships exist on an Ethernet with five routers running OSPF as network type broadcast?

A. 5
B. 6
C. 7
D. 10
E. 20

Answer: C

Explanation: 
Assuming routers R1-R5, R1 is elected DR, R2 BDR. Fully established neighborships only occur to DR and BDR, all other neighbors are in 2Way DR other state.
DR|BDRFull relationships:
R2-R1 R3-R1 R3-R2 R4-R1 R4-R2 R5-R1
R5-R2

NEW QUESTION 94
A customer asks you to perform a high level review of their upcoming WAN refresh for remote sites The review is specially focused on their retail store operations
consisting of 500+ locations connected via mutlipoint IPsec VPN solution. Which routing protocol would be valid but would also be the most restrictive for the
expansion of this deployment model?

A. EIGRP
B. IS-IS
C. OSPF
D. BGP

Answer: B

NEW QUESTION 99
Company XYZ has implemented policy-based routing in their network. Which potential problem must be kept in mind about network reconvergence and PBR?

A. It can limit network scalability
B. It can create microloops during reconvergence
C. It increases convergence time.
D. It reduces convergence time.

Answer: B

NEW QUESTION 100
Which two mechanisms avoid suboptimal routing in a network with dynamic mutual redistribution between multiple OSPFv2 and EIGRP boundaries? (Choose
two.)

A. AD manipulation
B. matching OSPF external routes
C. route tagging
D. route tagging
E. route filtering
F. matching EIGRP process ID

Answer: DE

Explanation: 
https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht
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NEW QUESTION 102
What is the most important operational driver in building a resilient and secure modular network design?

A. Dependencies on hardware or software that is difficult to scale
B. Minimize app downtime
C. Reduce the frequency of failures requiring human intervention
D. Increase time spent on developing new features

Answer: B

NEW QUESTION 106
IPFIX data collection via standalone IPFIX probes is an alternative to flow collection from routers and switches. Which use case is suitable for using IPFIX probes?\

A. performance monitoring
B. security
C. observation of critical links
D. capacity planning

Answer: A

NEW QUESTION 108
Which two factors provide multifactor authentication for secure access to applications and data, no matter where the users are or which devices they are on?
(Choose two.)

A. persona-based
B. power-based
C. push-based
D. possession-based
E. pull-based

Answer: CD

NEW QUESTION 110
Which two points must network designers consider when designing a new network design or when evaluating an existing network design to help them understand
the high-level design direction with regards to the security aspects? (Choose two)

A. Consider Business objectives and goals
B. Consider organization’s security policy standards
C. Consider for only multi-site networks
D. Consider for only new network technologies and components

Answer: AB

NEW QUESTION 115
Refer to the exhibit.

ACME Mining has four data centers in Santiago. Cape Town. Mumbai, and Beijing, full-mesh connected via a 400 Mb/s EVP-LAN They want to deploy a new
mission-critical application with these requirements:

 cluster heartbeat 2 Mb/s continuous (250 KB/s)

 cluster heartbeat one-way maximum latency 100 ms
These are the current ping tests results between the four data centers:
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Which hosting data center pair can host the new application?

A. Mumbai and Beijing
B. Santiago and Cape Town
C. Santiago and Mumbai
D. Cape Town and Mumbai
E. Cape Town and Beijing
F. Santiago and Beijing

Answer: D

NEW QUESTION 117
The administrator of a small branch office wants to implement the Layer 2 network without running STP The office has some redundant paths Which mechanism
can the administrator use to allow redundancy without creating Layer 2 loops?

A. Use double-sided VPC on both switches
B. Use two port channels as Flex links
C. Use fabric path with ECMP
D. Use 802.3ad link bundling.

Answer: B

NEW QUESTION 120
Which design consideration is valid when you contrast fabricPath and trill?

A. FabricPath uses IS-IS, but TRILL uses VxLAN
B. FabricPath permits active-active FHRP and TRILL support anycast gateway.
C. FabricPath Permits ECMP, but TRILL does not
D. FabricPath permits active-active mode, but TRILL supports only active-standby mode.

Answer: B

NEW QUESTION 125
Refer to the exhibit.

Company XYZ is currently running IPv4 but has decided to start the transition into IPv6. The initial objective is to allow communication based on IPv6 wherever
possible, and there should still be support in place for devices that only support IPv4. These devices must be able to communicate to IPv6 devices as well. Which
solution must be part of the design?

A. address family translation
B. dual stack
C. host-to-host tunneling
D. 6rd tunneling

Answer: B

NEW QUESTION 127
Refer to the exhibit.
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An architect must design an enterprise WAN that connects the headquarters with 22 branch offices. The number of remote sites is expected to triple in the next
three years. The final solution must comply with these requirements:

 Only the loopback address of each of the enterprise CE X and Y routers must be advertised to the interconnecting service provider cloud network.

 The transport layer must carry the VPNv4 label and VPN payload over the MP-BGP control plane.

 The transport layer must not be under service provider control.
Which enterprise WAN transport virtualization technique meets the requirements?

A. EIGRP Over the Top
B. MPLS over BGP over multipoint GRE
C. DMVPN per VRF
D. point-to-point GRE per VRF

Answer: B

NEW QUESTION 130
Refer to the exhibit.

This network is running EIGRP as the routing protocol and the internal networks are being advertised in EIGRP. Based on the link speeds, all traffic between
London and Rome is getting propagated via Barcelona and the direct link between London and Rome is not being utilized under normal working circumstances.
The EIGRP design should allow for efficiency in the routing table by minimizing the routes being exchanged. The link between London and Rome should be
utilized for specific routes. Which two steps accomplish this task? (Choose two.)

A. Configure EIGRP route summarization on all the interfaces to summarize the internal LAN routes
B. Filter the routes on the link between London and Barcelona
C. Filter the routes on the link between London and Rome
D. Configure route leaking of summary routes on the link between London and Rome

Answer: AD

Your Partner of IT Exam visit - https://www.exambible.com 



We recommend you to try the PREMIUM 400-007 Dumps From Exambible
https://www.exambible.com/400-007-exam/ (267 Q&As)

NEW QUESTION 131
A BGP route reflector in the network is taking longer than expected to coverage during large network changes. Troubleshooting shows that the router cannot
handle all the TCP acknowledgements during route updates. Which action can be performed to tune the device performance?

A. Increase the size of the hold queue.
B. Increase the size of the large buffers.
C. Decrease the size of the small buffers.
D. Increase the keepalive timers for each BGP neighbor.

Answer: A

NEW QUESTION 133
......
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