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NEW QUESTION 1
View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: prote=6 proto state=11 duraticn=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=AALT state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=15130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->»peost, reply pre->post dev=T7->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 152.167.1.100:49545->216.58.216.2308:443(172.20.121.96:49545)
hook=pre dirsreply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6c:Tb:7a

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd meode=0

npu state=00000000

npu info: £flag=0x00/0x00, offlcad=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000/0x0000
vlifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, qid=0/0

Which one of the following statements is true regarding FortiGate’s inspection of this session?

A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.
C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Answer: A
Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 2
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the
server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.
Answer: B

NEW QUESTION 3
Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below.
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#diagnose debug application ike -1
Zdiagnose debug enable
ke 0: ....: 75: responder: aggressive mode get 1% message. ..

ike 0: ....:76: incoming proposal:

ke 0: ....:76: proposal 1d = 0:

ike 0: ....:76: protocol id= ISAKMP:

ke 0:....:76: trans Wd=KEY IKE.

ke 0:....:76:  encapsulation = IKE none

ike 0: ....76:  type= OAKLEY ENCRYPT ALG, val=AES CBC.
ke 0:....:76:; type= OQAKLEY HASH ALG. val=SHA2 256.

ke 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.
ike 0: ....:76; type=OAKLEY GROUP, val=MODP2048.

ke 0: ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: my proposal. gw Remote:

ike 0: ....:76: proposal id=1:

ke 0:....:76: protocol id= ISAKMP:

ke 0:...:76: trans id=KEY IKE.

tke 0: ....:76:  encapsulation = IKE none

ike 0: ....76:  type=OAKLEY_ECNRYPT_ALG, val=DES_CBC.
ike 0: ....:76: type=0AKLEY HASH ALG, val=SHA2 236.

ike 0:...:76:  tvpe=AUTH_METHOD, val= PRESHARED KEY.
tke 0z ...076: type=0AKLEY GROUP, val =MODP2048.

ike 0: ....:76: I[SAKMP 5A lifetime=86400

ike 0: ....:76: proposal id=1:

ke 0: ....:76: protocol id= ISAKMP:

ke 0: ....:76:  trans id=KEY IKE.

ke 0: ....:76:  encapsulation = [KE none

ike 0: .....76:  type=OAKLEY ENCRYPT ALG, val=DES_CBC.
ike 0: ....:76: type= OAKLEY HASH ALG, val=SHA2 256.

ke 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.
ke 0: ....:76: type=OAKLEY GROUP, val=MODP1536.

ke 0; ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: negotiation failure

ike Negotiate ISAKMP SA Error: ike 0: ....:76: no SA proposal chosen

Why didn’t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway’s Phase-2 configuration does not match the local gateway’s phase-2 configuration.
C. The remote gateway’s Phase-1 configuration does not match the local gateway’s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Answer: C

NEW QUESTION 4
A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any website. The administrator executes
the following debug commands and observes that the n-dns-timeout counter is increasing:

t(diagnose test application wad 2200
fdiagnose test application wad 104

DN5S Stats:
n_dns_re S?E‘ r._dr;ﬁ_fails= 2 n_dns_timeout=875
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n snd retries=0 n_snd fails=0 n_snd
n_build_fails=0

What should the administrator check to fix the problem?

A. The connectivity between the FortiGate unit and the DNS server.

B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
D. That DNS service is enabled in the explicit web proxy interface.

Answer: A

NEW QUESTION 5
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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=r: main mode get lat message

rans id °©

gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA128.
B. Change phase 1 encryption to AES128 and authentication to SHA512.
C. Change phase 1 encryption to AESCBC and authentication to SHAZ2.
D. Change phase 1 encryption to AES256 and authentication to SHA256.

Answer: D

NEW QUESTION 6
A FortiGate device has the following LDAP configuration:

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:
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Zdiagnose debug application fnbamd -1

Zcdhagnose debug enable

Zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_reg-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose group_list_from_req_Group ‘WindowsLDAP”
fnbamd _pop3.c[573] fnband pop3 start-student

fnbamd_ctg.c[932] fnbamd_cfg-get_ldap_:ist_by_server-Loading LDAP server
“WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10

fnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try

fnbamd _ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_Idap_get_result-Auth demied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for Idap svr 10.0.1.10 1s demed
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against *WindowsLDAP' failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 7

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, dev_ﬁnwn=ﬂfﬂ
TCP sessions:
166 in NONE state
1 in ESTRABLISHED state
3 in SYN_SENT state
2 in TIHE_HhIT state
firewall error stat:
errorl=00000000
error2=00000000
error3=00000000
errord4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recy=00000000
at_rﬂcv=ﬂﬂﬂﬂuﬂn0
fgdn count=00000006
global: ses limit=0 sesf limit=0 rt limit=0 rté limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.

B. All the sessions in the session table are TCP sessions.

C. No sessions have been deleted because of memory pages exhaustion.

D. There are 166 TCP sessions waiting to complete the three-way handshake.
Answer: AC

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

NEW QUESTION 8

What events are recorded in the crashlogs of a FortiGate device? (Choose two.)

A. A process crash.
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B. Configuration changes.
C. Changes in the status of any of the FortiGuard licenses.
D. System entering to and leaving from the proxy conserve mode.

Answer: AD

Explanation:

diagnose debug crashlog read

275: 2014-08-05 13:03:53 proxy=acceptor service=imap session fail mode=activated276: 2014-08-05

13:03:53 proxy=acceptor service=ftp session fail mode=activated277: 2014-08-05 13:03:53 proxy=acceptor service=nntp session fail mode=activated278:
2014-08-06 11:05:47 service=kernel conserve=on free="45034 pages” red="45874 pages” msg="Kernel279: 2014-08-06 11:05:47 enters conserve mode”280:
2014-08-06 13:07:16 service=kernel conserve=exit free="86704 pages” green="68811 pages”281: 2014-08-06 13:07:16 msg="Kernel leaves conserve
mode”282: 2014-08-06

13:07:16 proxy=imd sysconserve=exited total=1008 free=349 marginenter=201283: 2014-08-06 13:07:16 marginexit=302

NEW QUESTION 9
What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C

Explanation:
ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 10
View the central management configuration shown in the exhibit, and then answer the question below.

ig system central-management
et Cype fortimanager
fmg "10.0.1.242"
1g server-1ist
e |

Fh

con

4]

et

L4]

QI

'

1
e
et server-type rating
£ server—-address 10.0.1.240

end
set include-default-servers enable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?

A.10.0.1.240
B. One of the public FortiGuard distribution servers
C.10.0.1.244
D. 10.0.1.242

Answer: B

NEW QUESTION 10

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS?
A. FortiManager can download and maintain local copies of FortiGuard databases.

B. FortiManager supports only FortiGuard push to managed devices.

C. FortiManager will respond to update requests only if they originate from a managed device.

D. FortiManager does not support rating requests.

Answer: A

NEW QUESTION 13

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:
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Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.
B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 15
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 18
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entnes

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD

NEW QUESTION 21

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)
A. Installing configuration changes to managed devices

B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Answer: AD

NEW QUESTION 24
A FortiGate has two default routes:
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outer static

et gateway 10.200.1.254

set priority 5

next

edit2
set gateway 10.200.2.254
set priority 10
set device “portz”

next

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

f diegnose sy= session list

Sessicn info: prote=6 proto_state=0l1 duraticn =17 expire=7 timecut=3&00
flags= 00000000 =2ockflag=00000000 scckport=0 av idx=0 use=3

ha_ad=0 peolicy_dir=0 tunnel=/

state~may_dirty none app_ntif

statistic (bytea/packetsfallow err): ocrg=573/7/1l reply=233€7/1%/1 tuples=2
origin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.234/10.0.1.10

hook=post dir=ocrg act=snat 10.0.1.10:64307-
>54.235.1568.170:80(10.200.1.1:645307)

hook=pre 'dir=reply act=dnat 54.235.138.170:80-
*10.200.1.1:64507(10.0.1.10:64507)

pos/ (before, after) O (0.0), OF(0,0)

mizgc=0 policy i1d=l auth_ainfo=0 chk_client info=0 vd=0

2ezr2al=000002%4 toes=f£E£/ff ips view=D app list=0 app=0

dd type=0 dd mode=0

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 29

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A

Explanation:

http://docs-legacy.fortinet.com/fos40hlp/43previwwhelp/wwhimpl/common/html/wwhe

Ip.htm?context=fgt&file=CLI_get Commands.58.25.html

The tcp-halfopen-timer controls for how long, after a SYN packet, a session without SYN/ACKremains in the table.

The tcp-halfclose-timer controls for how long, after a FIN packet, a session without FIN/ACKremains in the table.

The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains in thetable. A closed session remains in the session table for a few
seconds more to allow any out-of-sequence packet.

NEW QUESTION 33

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)
A. IP addresses are in the same subnet.

B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.

Answer: ABC

Explanation:

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 37
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Refer to exhibit, which contains the output of a BGP debug command.

_____

TRk

Which statement explains why the state of the 10.200.3.1 peer is Connect?

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the OpenConfirm yet.
B. The TCP session to 10.200.3.1 has not completed the three-way handshake.

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet.

D. The local router has received the BGP prefixes from the remote peer.

Answer: B

Explanation:

BGP neighbor states and how they change:« Idle: Initial states Connect: Waiting for a successful three-way TCP connectione Active: Unable to establish the TCP
sessions OpenSent: Waiting for an OPEN message from the peers OpenConfirm: Waiting for the keepalive message from the peere Established: Peers have
successfully exchanged OPEN and keepalive messages

NEW QUESTION 41
Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:

”‘E"f"‘EJ "..F;li'.re: Received!”
[FSM] State: OpenConfirm Event: 26"
.1-Cutgoing [::::I:-E; Ha:;r—ﬁ-:r ,"[:. 2, length 56"
-""-1 Qutgoing (DECODE] Update: Starting UPDATE decoding... B
(an-
}.1-Outgoing [DECODE] Update: NLRI Len(13}"
.200.3.1-0utgoing [FSM] State: Established Event: 27
GP: ).200.3.1-Outgoing [RIB] Update: Received Prefix 0
GP: 10.200.3.1-0utgoing [RIB] Update: Received Prefix 1
'5? .200.3.1-0Outgoing [RIB] Update: Received prefix 10.
G 9.200.3.1-Outgoing [RIB] Update: Received prefix 10.0.2
-
e 1

"B
"B
"BG
“E"l : 0 u":l 1
"BGP: 1= y < o
"pGP: 10.. .1-Outgoing [ENCODE] Attr IP-Unicast: Tot=-attr-len 20
=
o

outgeing [FSM] State: Established Event: 34"
2]

outgoing [ENCODE] Msg-Hdr: Type 2

outgoing [ENCODE] Update: Msg #5 Size 357 L
putgoing [FSM] State: Established Event: 34

"BGP!:

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 42
Examine the following partial outputs from two routing debug commands; then answer the question below:

info routing-table database
[20/0] via 10.200.2.254, portZ, [10/0]

=H
[}

i

'I_r

H

8]

=
ol
i

[

£
]
-
-

m i m  om

s ®3 0u0s0.0/0 [20/0] owiasd10.20001.254; portl
# get router info routing-table all
5* 06.0.0.0/0 [10/0] wia 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?
A. It has a lower priority than the default route using portl.

B. It has a higher priority than the default route using port1.

C. It has a higher distance than the default route using portl.

D. It is disabled in the FortiGate configuration.

Answer: C

Explanation:
http://kb.fortinet.com/kb/viewContent.do?externalld=FD32103
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NEW QUESTION 44
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating

Locale : english

License : Contract

Expiration  : Thu Sep 28 17:00:00 Z0xx

=== Server List (Tho Apr 19 10:41:32 20xx) —

P Weight RTT Flags TZ Packets CurrlLost Total Lost
64.26.151.37 10 43 5 162432 0O E46
64.26.151.35 10 A 5 329072 0O 6806
66.117.56.37 10 75 5 TI638 0O Fif
65.210.95.240 20 71 8 A6E TS 92
209222 14736 | 3 -§ 34784 10770
208.91.112.194 20 J g 35170 1533
06.45.33.65 & 33728 120
80.85.69.41 T 33797 | 192
62.200.40.74 150 07 ! 33754 ) 145
121.111.236.179 {5 : 26410 . 25227

Which statements are true regarding the output in the exhibit? (Choose two.)

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.

Answer: AD

Explanation:
A — because flag is Failed so fortigate will check if server is available every 15 minD-state is | , contact to validate contract info

NEW QUESTION 48
Examine the following partial output from a sniffer command; then answer the question below.

§ diagnose sniff packet any ‘icmp’ 4

interfaces= [any]

filters = [icmp]

.10119% wan? in 192.1€8.1.110-> 4.2.2.2: 1lcmp: echo reguest
.101400 wanl out 172.17.87.16-> 4.2.2.2: icmp: echo request

B B3

2.123500 wan2 outr 4.2.2.2-> 192.168.1.110: icmp: echo reply
244 packets received by filter
S packets dreorped by kernel

What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn't match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.

Answer: D

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=11655

NEW QUESTION 52

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the
network continue to send traffic to the former primary device. The administrator decides to enable the setting link-failed-signal to fix the problem.

Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 57
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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Why didn’t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway’s phase 2 configuration does not match the local gateway’s phase 2 configuration.
C. The remote gateway’s phase 1 configuration does not match the local gateway’s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Answer: C

NEW QUESTION 59
View the exhibit, which contains the output of a debug command, and then answer the question below.

coctal

cotal
toctal
total
total

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 63

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are |IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 65
View the exhibit, which contains a partial web filter profile configuration, and then answer the question below.
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Mame defaull
Comments Default web filtering
& FortiGuard category based filter
I Show @ Allow v
&) Bandwidth Consuming
&4 File Sharing and Storage
B Status URL Filter
Block invalid URLs @)
URL Filter O
<+ Create - Tl
URL Type Action Status
*dropbox.com  Wildcard ) Block Enable
Web content filter O
|+. Create naw ‘
Pattern Type Pattern  Language Action Status
Wildcard “dropbox® Western [d Exempt Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.

B. FortiGate will block the connection based on the URL Filter configuration.

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.
D. FortiGate will block the connection as an invalid URL.

Answer: B
Explanation:

fortigate does it in order Static URL -> FortiGuard — > Content -> Advanced (java, cookie removal..)so block it in first step

NEW QUESTION 66
Examine the output of the ‘get router info ospf neighbor’ command shown in the exhibit; then answer the question below.

get router info ospf neighbor

ETE

OSPF process 0

Neighkor ID Pri State Dead Time Address Interface
0.0.0.85 1 Full/DR 00:00:32 10.126.0.65 wanl
0.0.0.117 1 Full/DROther 00:00:34 10.126.0.117 wanl
0.0.0.2 1 Full/ - 00:00:36 172.16.1.2 ToRemote

Which statements are true regarding the output in the exhibit? (Choose two.) Refer to the exhibit, which shows the output of a debug command.

Which statement about the output is true?

A. TheOSPF routers with the IDs 0.0.0.69 and 0.0.0.117 are both designated routers for the wa
B. | network.

C. The OSPF router with the ID 0.0.0.2 is the designated router for the ToRemote network.

D. The local FortiGate is the designated router for the wanl network.

E. The interface ToRemote is a point-to-point OSPF network.

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html

NEW QUESTION 70
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
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Type TCL Script
Run script on Remote FortGate ...
Script details ##!

proc do_cmd {emd} {

puts [exec "Scmdin” "# " 10]

$

run_cmd “config system interface ™
run_cmd "edit port1”

rurn_cmd "setip 10.0.1.10 255.255.255.0
run_cmd "next”

run_cmd "end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 71
What global configuration setting changes the behavior for content-inspected traffic while FortiGate is in system conserve mode?

A. av-failopen
B. mem-failopen
C. utm-failopen
D. ips-failopen

Answer: A

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-security-profiles-54/Other_Profile_Consideratio

NEW QUESTION 74

View the IPS exit log, and then answer the question below.

# diagnose test application ipsmonitor 3 ipsengine exit log”

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual
What is the status of IPS on this FortiGate?

A. IPS engine memory consumption has exceeded the model-specific predefined value.

B. IPS daemon experienced a crash.

C. There are communication problems between the IPS engine and the management database.
D. All IPS-related features have been disabled in FortiGate’s configuration.

Answer: D

Explanation:

The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting purposes.Option 3 displays the log entries generated
every time an IPS engine process stopped. There are various reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to
run (that is, all IPS-releated features have been disabled)

NEW QUESTION 75
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: CD
Explanation:

Application layer test commands don't display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 77
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
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Why did the TCL script fail to make any changes to the managed device?

A. The TCL command run_cmd has not been created.
B. The TCL script must start with tinclude <>.
C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Answer: A

NEW QUESTION 78
Refer to the exhibit, which shows a FortiGate configuration.
config system fortiguard
set protocol udp
set port 5888
set load-balance-servers 1
set auto-join-forticloud enable
set update-server-location any
set sandbox-region
set fortiguard-anycast disable
set antispam-force-off disable
set antispam-cache enable
set antispam-cache-tti 1600
sel antispam-cache-mpercent 2
set antispam-timeout 7
set webfilter-force-off enable
set webfilter-cache enable
set webfilter-cache-tl 3600
set webfilter-imeout 15
set sdns-server-ip "208.91.112 220"
set sdns-server-port 53
unset sdns-options
set source-ip 0.0.0.0
set source-1p6
set proxy-server-ip 0.0.0.0
set proxy-server-port 0
set proxy-usemame ~
set ddns-server-ip 0.0.0.0
set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web

filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Answer: D

NEW QUESTION 83

Refer to the exhibit, which contains partial output from an IKE real-time debug.
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Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 85

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 90

00 sockport=0 av idx=0 ust

dir=l tunnel=/ vlan

Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 91

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A
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NEW QUESTION 95
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
FG ] info bgp Summary
tifier 0.0.0.117, local AS number &5

on 1=

Total nuriber of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 98

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phaseZ2-interface edit "RemoteSite"

set phasel name "RemoteSite" set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.

/Pe=OAKLE"

SA proposal chosen, matched gateway DialUpUsers

B =T34 = 11Tt -y - T "
iallpusers:ilo: sent IKE msg (ident rlsend): 10.200.1.1:
ld=xxx/xxx i

48 AR

comes 10.200.3.1:500->10.200.1.1:500,ifindex=2....
IKEv]l exchange=Identity Protection id=xxx/xxx len=380
:DialUpUsers:16: responder:main mode get 2nd message...
ars:16: NAT nch detected
sent IKE msg (ident_rlsend): 10.

:16: ISAFRMP SA xxx/xxx key 16:3D33E2E
10.200.3.1:500->10.200.1.1:500, i findex=2....
)+ IKEvl exchange=Identity Protection id=xxx/xxx len=108
:DialUpUsers:16: responder: main mode get 3rd message...
.DialUpUsers:16: probable pre-shared secrat mismatch
-'-:E-:i.alLTiJUsars:lﬁ: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Answer: C

NEW QUESTION 99
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.
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# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version is 104

3 BGP AS-PATH entnes

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.,125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10,127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10,.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 101
View the exhibit, which contains the output of a debug command, and then answer the question below.

#dia hardware sysinfo shm
SHM counter: 150
SHM allocated:
SHM total: 625057792
conserve mode: on - mem
last entered: Mon Apr 24 16:36:37 2017

last entered: n-a
total: 641236992
free: 641208320
5 avail: 641208320
alloc: 28672

What statement is correct about this FortiGate?

A. Itis currently in system conserve mode because of high CPU usage.

B. Itis currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.

Answer: D

NEW QUESTION 103

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 107
Refer to the exhibit, which contains the partial output of a diagnose command.
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Spoke-2 § dia vpn tonnel list
list all ipsec tunnel in wd O

dpd: mode=on-demand on=1 idla=20000ms retry=3 count=0 sagmo=({
natt: mode=none draft=0 interval=0 remote port={

dat: 0:10.1.1.0/255.255,

8A: ref=3 options=2e typ 0 soft=0 mtu=1438 rrrpiru':—-.'l'.'-'ﬂ{l'i.-"ml. replaywin=204B seqno=l

esn=replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spl=coclf6bd esp-aes key=16 280ebodefsl

ah=shal Hl‘r':,f-":."l'.l el i 35T78785debaTabh?

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.
D. Quick mode selectors are disabled.

Answer: AC

NEW QUESTION 108
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?

Which of the following statements is true regarding this output?

A. The requested URL belongs to category ID 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 113

Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?
A. Diagnose debug application radius -1.

B. Diagnose debug application fnbamd -1.

C. Diagnose authd console —log enable.

D. Diagnose radius console —log enable.

Answer: B

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 114
View the following FortiGate configuration.
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config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
nextc
edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

ff diagnose sys session list

session info: proto=6 proto_state +01 duration=17 expire=T timeout=3600
{lags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may dirty none app_ntf

stanistic{bytes/packets/allow err): org=57555/7/1 reply=23367/19/1 mples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2-:
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/0,0)

misc=0 policy id=1 auth_info=0 chk client info=0 vd=0
serial=00000294 tos=fI/fT ips_view=0 app_list=0 app=0

dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?

A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.
C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A

Explanation:
http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 118
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4 qwy=10.200.1,254/10.0.1.10
hook=post dir=org act=snst 10.0.1.10:65464->54.192.15.182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54.1%2.15.182:80->10.200.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.
B. This session is synced with the slave unit.
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C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 119

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the

Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA’s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: AD

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 123

Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

Student# get router info bgp summary

BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version is 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TbhlVer InQ OutQ UpDown State PfxRed
10.200.3.1 4 65501 92 112 0 0 0 never Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.
C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Answer: B

Explanation:
http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

NEW QUESTION 128

Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.

B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.

D. Branch FortiGate devices must be configured first.

Answer: BC

NEW QUESTION 131

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Answer: AC

NEW QUESTION 136
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